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1.1.1 Choose an appropriate model for each task,
including large language models (LLMs), small
language models, multimodal models, and
Foundry Tools
1.1.2 Choose the appropriate Foundry services for
generative tasks, grounding, vector search, agent
workflows, or multimodal processing
1.1.3 Choose an appropriate method for retrieval
and indexing
1.1.4 Choose appropriate memory, tool, and
knowledge integration services for agent solutions

1.1 Choose the appropriate Foundry services for
generative AI and agents

1.2.1 Design Azure infrastructure for AI apps and
agent-based solutions
1.2.2 Choose appropriate deployment options
1.2.3 Configure model and agent deployments
1.2.4 Integrate Foundry projects with continuous
integration and continuous deployment (CI/CD)
pipelines

1.2 Set up AI solutions in Foundry

1.3.1 Manage quotas, scaling, rate limits, and cost
footprints for model and agent workloads
1.3.2 Monitor model performance, drift, safety
events, and grounding quality
1.3.3 Monitor data ingestion quality, search index
health, and relevance performance
1.3.4 Configure security, including managed
identity, private networking, keyless credentials,
and role policies

1.3 Manage, monitor, and secure AI systems

1.4.1 Configure safety filters, guardrails, risk
detection, and content moderation
1.4.2 Apply responsible AI instrumentation,
including evaluators, safety evaluations, and
explanation tooling
1.4.3 Implement auditing through trace logging,
provenance metadata, and approval workflows
1.4.4 Govern agent behavior with oversight
modes, constraints, and tool-access controls

1.4 Implement responsible AI across generative AI
and agentic systems

1 Plan and manage an Azure AI solution (25–30%)

2.1.1 Deploy and consume LLMs, small models,
code models, and multimodal models
2.1.2 Implement retrieval-augmented generation
(RAG) in an application
2.1.3 Design workflows, tool-augmented flows,
and multistep reasoning pipelines
2.1.4 Evaluate models and apps, including
detecting fabrications, relevance, quality, and
safety
2.1.5 Integrate generative workflows into
applications by using Foundry SDKs and
connectors
2.1.6 Configure an application to connect to a
Foundry project

2.1 Build generative applications by using Foundry

2.2.1 Define agent roles, goals, conversation-
tracking approach, and tool schemas
2.2.2 Build agents that integrate retrieval, function-
calling, and conversation memory
2.2.3 Integrate agent tools, including APIs,
knowledge stores, search, content understanding,
and custom functions
2.2.4 Implement orchestrated multi-agent solutions
2.2.5 Build autonomous or semiautonomous
workflows with safeguards and approval flow
controls
2.2.6 Integrate monitoring into deployed agents,
evaluate agent behavior, and perform error
analysis

2.2 Build agents by using Foundry

2.3.1 Tune generation behavior, such as prompt
engineering and adjusting model parameters
2.3.2 Implement model reflection, chain-of-thought
evaluations, and self-critique loops
2.3.3 Set up observability by implementing tracing,
token analytics, safety signals, and latency
breakdowns
2.3.4 Orchestrate multiple models, flows, or hybrid
LLM and rules engines

2.3 Optimize and operationalize generative AI
systems

2 Implement generative AI and agentic solutions
(30–35%)

3.1.1 Implement a solution that generates images
from text prompts and reference media
3.1.2 Implement a solution that generates videos
from text prompts and reference media
3.1.3 Configure image-editing workflows, including
inpainting, mask‑based edits, and prompt‑driven
modifications
3.1.4 Implement workflows to edit generated
videos
3.1.5 Select and apply appropriate generation and
editing controls provided by the platform

3.1 Design and implement image- and video-
generation solutions

3.2.1 Build a solution that analyzes visual context
by using multimodal models
3.2.2 Configure apps to produce concise or
detailed captions for single or multiple images
3.2.3 Implement a solution that enables
question‑answering grounded in visual evidence
3.2.4 Configure generation of alt‑text and
extended image descriptions aligned to
accessibility guidelines
3.2.5 Implement visual understanding by
configuring Azure Content Understanding in
Foundry Tools to extract visual characteristics
3.2.6 Implement video analysis workflows to
process and interpret video segments
3.2.7 Configure single‑task and pro‑mode Content
Understanding pipelines
3.2.8 Implement solutions that identify objects,
components, or regions within images or video

3.2 Design and implement multimodal
understanding workflows

3.3.1 Implement filters to classify unsafe or
disallowed visual content
3.3.2 Detect and mitigate indirect prompt injection
by using embedded text in images
3.3.3 Enforce visual policy rules, such as applying
watermarks, flagging prohibited symbols,
upholding brand usage requirements, and
detecting potentially inappropriate content

3.3 Implement responsible AI for multimodal
content

3 Implement computer vision solutions (10–15%)

4.1.1 Implement solutions to extract entities,
topics, summaries, and structured JSON outputs
by using generative prompting and Foundry Tools
4.1.2 Configure detection of sentiment, tone,
safety issues, and sensitive content
4.1.3 Build solutions that translate text by using
Azure Translator in Foundry Tools or LLM‑powered
translation flows
4.1.4 Customize language model outputs for
domain tasks, such as compliance summarization
and domain extraction

4.1 Apply language model text analysis

4.2.1 Implement workflows to convert speech to
text and text to speech for agentic interactions
4.2.2 Integrate speech as an agent modality,
including custom speech models
4.2.3 Enable multimodal reasoning from audio
inputs
4.2.4 Translate speech into other languages by
using language models and Foundry Tools

4.2 Implement speech solutions

4 Implement text analysis solutions (10–15%)

5.1.1 Ingest and index content, such as
documents, images, audio, and video
5.1.2 Configure semantic search, hybrid search,
and vector search for grounding
5.1.3 Implement enrichment by using custom or
built-in skills for text, images, and layout
5.1.4 Configure RAG ingestion flow, including
documents and using optical character recognition
(OCR)
5.1.5 Connect retrieval pipelines directly to
workflows and agent tools

5.1 Build retrieval and grounding pipelines

5.2.1 Extract information by using multimodal
pipelines that combine OCR, layout analysis, and
field extraction
5.2.2 Produce clean, grounded representations to
use with agents and RAG by using Content
Understanding
5.2.3 Implement analyzers for generating
structured or markdown outputs for downstream
reasoning by using Content Understanding

5.2 Extract content from documents

5 Implement information extraction solutions (10–
15%)

Skills measured

Definition Determining specific AI capabilities helps choose
appropriate AI services to provision, configure, and
use.

Determining AI capabilitiesKey points

🖼️ Diagram of speech bubbles and a robotSpeech bubbles and a robot

🖼️ Diagram of a text documentText document

🖼️ Diagram of a user with a headsetUser with a headset

🖼️ Diagram of an eye being scannedEye being scanned

🖼️ Diagram of a document and a magnifying
glassDocument and a magnifying glass

AI capability illustrations

Generative AI is based on large language models
(LLMs) with the ability to generate original …Generative AI and agents

Modern LLMs evolved from a well-established
area within AI called natural language processing
…

Natural language processing

The ability to recognize and synthesize speech
enables AI apps and agents to engage more
naturally …

Computer Speech

Computer vision refers to the ability of AI
applications and agents to accept, interpret, and
…

Computer vision

The ability to combine generative AI models for
language reasoning, natural language techniques
for …

Information extraction

Capability

AI

Platform for AI development on Microsoft Azure;
recommended for projects needing organization,
resource management, and AI development
capabilities.

Microsoft Foundry platform

Includes the Microsoft Foundry portal (web-based
visual interface) and the Microsoft Foundry SDK
for programmatic development.

Microsoft Foundry portal and SDK

Key points

Foundry projects separate project-specific assets
from cloud services, supporting generative AI chat
app development with minimal admin overhead.

Foundry project resource separationKey points

🖼️ Diagram of a Foundry project

Large language model (LLM) deployments based
on models available in Foundry Models - a …Models

Named AI configurations that encapsulate an LLM,
instructions, and tools to define an autonomous AI
…

Agents

The tools used by agents can be based on built-in
functionality, such as web search or a code …Tools

Agents can use tools to connect to knowledge
stores, and use the data they contain to
contextualize …

Knowledge

Examples

Each project belongs to a single Microsoft Foundry
resource
A Foundry resource can support one or more child
projects, with one default

Foundry project–resource relationship

Microsoft Foundry projects

Use Microsoft Foundry portal to develop and
manage projects based on Microsoft Foundry
resources.

Microsoft Foundry portal

Use Microsoft Foundry SDK to automate
operations and create/manage assets via scripts
or CI/CD in DevOps pipelines.

Microsoft Foundry SDK

Latest Microsoft Foundry architecture is covered;
classic projects may be hub-based; portal is
transitioning and may not support some tasks.

Microsoft Foundry architecture

Key points

🖼️ Screenshot of the Foundry portal

Find, compare, deploy, and test models.
Create and test agents.
Create MCP connections to tools and Foundry IQ
knowledge sources.
Explore and test Microsoft Foundry tools.
Manage resource configuration and user access.
Find the endpoints and keys you need to access
assets from client applications.

Capabilities

The Microsoft Foundry portal

Microsoft Foundry

Leverage off-the-shelf functionality for common AI
tasks instead of always building custom models.Off-the-shelf AI functionality

Create client apps, connect to tool-specific
endpoint in your Microsoft Foundry resource,
authenticate with project key or token, use
APIs/SDKs.

Connecting to Foundry Tools

Some tools include a user interface in the Foundry
portal for configuration and testing.Foundry portal UI

Names (Azure AI Services, Azure Cognitive
Services) still appear; some tools provisionable
separately; use Foundry tools for new projects.

Use Foundry for new projects

Key points

🖼️ Azure Language iconAzure Language

🖼️ Azure Speech iconAzure Speech

🖼️ Azure Translator iconAzure Translator

🖼️ Azure Document Intelligence iconAzure Document Intelligence

🖼️ Azure Content Understanding iconAzure Content Understanding

Available Foundry tools

Azure Language in Foundry Tools provides models
and APIs that you can use to analyze natural …Azure Language

Azure Speech in Foundry Tools provides APIs that
you can use to implement text to speech and
speech …

Azure Speech

Azure Translator in Foundry Tools uses state-of-
the-art language models to translate text between
a …

Azure Translator

With Azure Document Intelligence in Foundry
Tools, you can use pre-built or custom models to
…

Azure Document Intelligence

Azure Content Understanding in Foundry Tools
provides multi-modal content analysis capabilities
…

Azure Content Understanding

Foundry Tools

Many tasks are possible in the Microsoft Foundry
portal, but developers still must write, test, and
deploy code.

Write, test, deploy codeKey points

Browsing and managing project resources,
including deployed models, agents, connections,
and vector …
Deploying models from the model catalog.
Testing models and agents in integrated
playgrounds.
Configuring declarative and hosted agents using a
visual designer and YAML files.
Generating integration code to connect agents
with your applications.

Examples

🖼️ Screenshot of the Foundry Toolkit extension
for Visual Studio Code

The Foundry Toolkit extension for Visual Studio
Code

🖼️ Screenshot of GitHub Copilot in Visual Studio
CodeGitHub and GitHub Copilot

Development tools and environments

Develop AI applications using common languages
like Microsoft C#, Python, Node, TypeScript, and
Java.

Supported programming languagesKey points

The Microsoft Foundry SDK, which enables you to
write code to connect to Microsoft Foundry
projects …

Microsoft Foundry SDK

The The OpenAI API, which enables you to use
OpenAI SDKs to build chat applications based on
…

The OpenAI API

AI service-specific libraries for multiple
programming languages and frameworks that
enable you to …

Foundry Tools SDKs

Common APIs and SDKs

Programming languages, APIs, and SDKs

Developer tools and SDKs

AI systems make probabilistic decisions based on
training data; engineers must consider societal
and user impact.

AI systems' probabilistic nature

Human-like AI can cause users to overtrust;
incorrect predictions or misuse can harm people or
groups, so mitigate risks.

User trust and potential harm

Key points

Models must predict without bias from gender,
ethnicity, or other factors to avoid unfair advantage
or disadvantage.

Fairness in AI systems

Tooling helps but isn't sufficient; review
representative training data and evaluate
subgroup performance continuously.

Fairness in development lifecycle

Key points

🖼️ A diagram of scales

Fairness

Unreliability can pose substantial risk to human
life, e.g., in autonomous vehicles or medical
diagnosis models.

AI safety and reliability

Require rigorous testing and deployment
management, and set appropriate confidence
thresholds for probabilistic machine learning
models.

Testing and deployment management

Key points

🖼️ A diagram of a shield

Reliability and safety

AI systems use large datasets with personal
details; implement safeguards to protect data and
customer content in training and production.

Data privacy and securityKey points

🖼️ A diagram of a padlock
Privacy and security

AI systems should empower everyone and benefit
all parts of society regardless of ability, gender,
orientation, ethnicity, or other factors.

AI inclusiveness

Include input from as diverse a group as possible
in design, development, and testing.Diverse stakeholder input

Key points

🖼️ A diagram of a diverse group of people

Inclusiveness

🖼️ A diagram of an eye Factors affecting ML model accuracy and
confidence scores
How personal data is used, retained, and who has
access

Information to disclose to users
Transparency

Developers are ultimately responsible for models
and decision logic; follow governance frameworks
to meet defined responsible and legal standards.

Accountability for AI systemsKey points

🖼️ A diagram of a handshake
Accountability

Responsible AI

Plan and prepare to develop AI solutions on Azure
1.1  1.4

Central hub for discovering and comparing 1,900+
models from various providers; use filters to match
requirements.

Foundry Models catalogKey points

Foundry Models sold directly by Azure These
models are billed directly through your Azure …Foundry Models sold directly by Azure

Foundry Models from partners and community
These models are provided by trusted partners
and the …

Foundry Models from partners and community

Broad categories

Shows provider, capabilities, benchmark metrics,
responsible AI considerations, and deployment
options.

Model card key informationKey points

🖼️ Screenshot of the model catalog in Microsoft
Foundry portal

Models are organized into collections, such as
models that are provided directly in Azure, or …Collection

Specific model abilities, including reasoning
(complex problem-solving), tool calling (API and …Capabilities

The model provider, including Azure OpenAI,
Microsoft, Cohere, Mistral, Meta, Anthropic, and
others.

Source

Specific tasks like text generation, summarization,
translation, image-generation, speech …Inference tasks

Supported techniques for fine-tuning a model.Fine-tuning methods

Models trained on industry-specific datasets.
These specialized models often outperform …Industry

Attributes

Finding models in the model catalog

Catalog contains different model categories
designed for specific use cases.Model categoriesKey points

Large Language Models (LLMs) like GPT-5,
Mistral Large, and Llama 3 70B that are designed
for tasks …

Large Language Models (LLMs)

Small Language Models (SLMs) like Phi-4, Mistral
OSS models, and Llama 3 8B that offer efficiency
…

Small Language Models (SLMs)

Details

Chat completion models that generate
conversational, context-appropriate text
Reasoning models (Claude Opus 4.6) for complex
problem-solving and showing reasoning

Model typesChat completion and reasoning models

Embedding models like text-embedding-3-large,
text-embedding-3-small, and Cohere's embedding
models …

Embedding models

Image generation models like GPT-image-1 create
images from text descriptions. Use these for …Image generation models

Video generation models like Sora 2 create video
content from text descriptions.Video generation models

Image analysis models like GPT-4.1 can accept
multimodal input, including text and images; and
…

Image analysis models

Text to speech models like GPT-4o-tts can convert
text-based input to synthesized speech.Text to speech models

Speech to text models like GPT-4o-transcribe can
convert audio data containing speech into text …Speech to text models

Specialized models

Models tuned for specific languages, regions, or
industries often outperform general-purpose
models (e.g., medical, legal, language corpora).

Domain- and region-specific modelsKey pointsRegional and domain-specific models

Understand generative AI model types

Explore the model catalog

Provide objective, measurable data to compare
models; Microsoft Foundry portal shows quality,
safety, cost, performance metrics.

Model benchmarksKey points

In the model catalog, view the Model leaderboard
to see comparative rankings across all available
…

model catalog / Model leaderboard

For detailed benchmarks on a specific model,
open its model card and select the Benchmarks
tab. …

Benchmarks

WaysAccess model benchmarks

Measure how well models generate accurate,
coherent, contextually appropriate responses
using public datasets and standard methods.

Quality benchmarks

Averages accuracy across benchmark datasets
measuring reasoning, knowledge, question
answering, mathematical capabilities, and coding
skills; higher values indicate stronger
performance.

Quality index

Normalized indexes from zero to one; higher
values indicate better performance.Benchmark scores

Key points

adversarial question answeringArena-Hard

reasoning capabilitiesBIG-Bench Hard

graduate-level multi-discipline questionsGPQA

HumanEval+ and MBPP+ - code generation tasksHumanEval+

mathematical reasoningMATH

general knowledge assessmentMMLU-Pro

instruction followingIFEval

Examples

🖼️ Screenshot of model leaderboard in Microsoft
Foundry portal

Quality benchmarks

Measure whether models produce harmful,
biased, or inappropriate content; vital for end-user,
regulated, or customer-facing apps.

Safety metrics

Indicate model robustness; particularly important
for customer-facing apps because harmful outputs
create significant concerns.

Safety scores

Key points

Harmful behavior detection uses the HarmBench
benchmark to measure how well models resist …Harmful behavior detectionSafety dimensions

cybercrime, illegal activities, general harmStandard harmful behaviors

misinformation, harassment, bullyingContextually harmful behaviors

reproducing copyrighted materialCopyright violations

Functional areas

Toxic content detection uses the ToxiGen dataset
to measure how well models identify adversarial
…

Toxic content detection

Sensitive domain knowledge uses the WMDP
(Weapons of Mass Destruction Proxy) benchmark
to measure …

Sensitive domain knowledge

Details

Safety benchmarks

Use cost understanding to balance model quality
needs against budget limits.Financial impact of model usage

Identify models that meet quality while fitting
usage patterns and budget.Cost benchmarks

Key points

Cost per input tokens shows the price for
processing 1 million input tokens (the text you
send to …

Cost per input tokens

Cost per output tokens indicates the price for
generating 1 million output tokens (the text the …Cost per output tokens

Estimated cost combines input and output costs
using a typical 3:1 ratio (three input tokens for …Estimated cost

Details

Cost benchmarks

Measure model response speed and efficiency;
crucial for real-time applications where
responsiveness affects user experience.

Performance metrics

Mean time to first token (lower better) and
generated tokens/sec (higher better); prefer low-
latency for interactive, batch can prioritize cost.

Benchmark metrics and usage

Key points

average time in seconds to process a requestLatency mean

Latency P50 (median) - 50% of requests complete
faster than this timeLatency P50

90% of requests complete faster than this timeLatency P90

95% of requests complete faster than this timeLatency P95

99% of requests complete faster than this timeLatency P99

time until the first token arrives when using
streamingTime to first token (TTFT)

Latency measurements

output tokens generated per secondGenerated tokens per second (GTPS)

combined input and output tokens processed per
secondTotal tokens per second (TTPS)

interval between receiving consecutive tokensTime between tokens

Throughput measurements

Performance benchmarks

Shows top models for specific evaluation metrics.Model leaderboard

Select models via checkboxes, then choose
Compare to open the detailed comparison view.Compare

Key points

Scenario leaderboards help you find models
optimized for specific use cases like reasoning,
coding, …

Scenario leaderboards

Trade-off charts display two metrics
simultaneously, such as quality versus cost or
quality versus …

Trade-off charts

Side-by-side comparison lets you select two or
three models from the leaderboard and compare
them …

Side-by-side comparison

Details

Performance benchmarks (quality, safety,
throughput)
Model details (context window, training data,
supported languages)
Supported endpoints (deployment options)
Feature support (function calling, structured
output, vision)

Models

Use leaderboards and comparison features

Select models using benchmarks

Makes selected model accessible via endpoints;
Microsoft Foundry portal guides deployment and
offers immediate testing tools.

Model deployment purposeKey points

🖼️ Screenshot of the Deploy model interface in
Foundry portal

Catalog lists supported deployment types; portal
auto-selects best option; prefer Global Standard
deployments in Foundry resources.

Deployment recommendationKey points

Global Standard model deployments can use any
Azure region on a pay-per-token basis. They're
best …

Global Standard

Global Provisioned deployments can use any
Azure region, and their use is based on a reserved
…

Global Provisioned

Global Batch deployments can use any Azure
region at a 50% discount for large asynchronous
jobs …

Global Batch

Data Zone Standard deployments ensure data
stays within a specific data zone on a pay-per-
token …

Data Zone Standard

Data Zone Provisioned deployments provide
predictable throughput based on reserved PTUs
within a …

Data Zone Provisioned

Data Zone Batch deployments are designed for
large asynchronous batch jobs within a data zone/Data Zone Batch

Standard deployments are deployed within a
single region on a pay-per-token basis. They're
great …

Standard

Regional Provisioned deployments provide
reserved PTUs within a single region.Regional Provisioned

Developer Developer deployments use any Azure
region on a pay-per-token basis and are for …Developer

Deployment types

Understand deployment types

First, navigate to the model you selected in the
Model catalog. From the Foundry portal
homepage, …

Model catalog / Discover / Models

Select Deploy to begin the deployment process.
You can choose:Deploy

Details

Default settings to deploy quickly with
recommended configurationsDefault settings

Custom settings to customize your deployment
optionsCustom settings

Details

By default, the system uses the model name. You
can modify this to create meaningful names for …Deployment name

The portal automatically selects the appropriate
deployment type based on the model and your …Deployment type

Details

Choose from supported VM types. You need Azure
Machine Learning compute quota for the selected
SKU …

Virtual machine SKU

Specify how many instances to deploy for load
distribution and redundancy.Instance count

Details

2. Select Deploy, test in Foundry Playground,
verify status is Succeeded

1. Review terms of use and select Agree and
ProceedDeploy model

Deploy a model

Manage deployed models from the Build section in
the Microsoft Foundry portal.Build

Select Models in the left pane to view the list of
deployments in your resource.Models

Provides the information applications need to
connect to and use the model.Deployment details page

Key points

Deployment configuration and status
Endpoint URL for API access
Authentication keys or tokens
Monitoring and usage metrics
Option to adjust deployment settings or delete the
deployment

Details

Manage deployed models

Test deployed models without writing code; you
land there after deployment or open from models
list.

Interactive playgrounds

Use for prompt engineering and testing before
integrating the model into your application.Playground development environment

Key points

Simple questions to verify basic understanding
Complex multi-step reasoning problems
Requests for specific formats or styles
Edge-cases that might reveal limitations

Capabilities

Enter prompts in the message box and view
responses
Adjust system messages to set context, tone, and
instructions
Modify parameters like temperature, max tokens,
and top-p
Select the Code tab to view and copy code
samples

Chat interface features

Test in the playground

Microsoft Foundry portal provides SDKs, REST
API documentation, and code samples for request
formatting, authentication, and response handling.

Microsoft Foundry SDKs and docs

After deployment and testing, integrate the model
into applications or evaluate with automated
metrics and test datasets.

Model integration and evaluation

Key points

The API endpoint where your application sends
requests. Microsoft Foundry supports project …Endpoint URL

The secret key or token your application presents
to authenticate requests. Alternatively, you can …Authentication key

The name you specified during deployment, used
in the model parameter of API requests to route to
…

Deployment name

Key pieces

Access models programmatically

Deploy models to endpoints

Ensures models meet quality and accuracy and
improve; Microsoft Foundry portal supports
manual testing, automated metrics, and
comprehensive evaluation flows.

Evaluating deployed modelKey points

Quality assurance identifies issues and ensures
your model provides accurate, relevant responses.
…

Quality assurance

User satisfaction improves when models
consistently deliver helpful, appropriate responses.
…

User satisfaction

Continuous improvement comes from analyzing
evaluation results to identify enhancement …Continuous improvement

Compliance and safety verification confirms your
model adheres to policies, avoids generating …Compliance and safety

Critical purposesWhy evaluate models

Collect feedback from representative users to
reveal real-world issues (confusing phrasing,
missing context, unmet expectations).

User studies

Complements automated metrics by capturing
user satisfaction, contextual appropriateness, and
brand alignment.

Subjective quality assessment

Key points

🖼️ Screenshot of the chat playground in the
Microsoft Foundry portal

Does the response address the question or
request?Relevance

Does it provide sufficient detail and useful
information?Informativeness

Is the response interesting and appropriately
conversational?Engagement

Are facts and statements correct?Accuracy

Does the response avoid harmful, biased, or
inappropriate content?Safety

Examples

Interactive playground testing: enter prompts,
observe responses, note issues
Test models side by side in playground with
synchronized prompts

Playground testing approaches

Create test cases representing your application's
use cases
Use rating scales (such as 1-5) per criterion and
aggregate ratings

Structured review components

Manual evaluation approaches

Uses standard metrics, scales efficiently, and
provides consistent, objective measurements.Automated evaluation

Percentage of responses exceeding a severity
threshold (typically Medium); for some metrics
computed as (true/total)×100.

defect rate

Specify a GPT model that analyzes responses and
assigns scores based on chosen criteria.AI-assisted evaluation

Key points

Generation quality metrics evaluate overall
response quality:Generation quality metricsCategories

Determines whether responses are based on
provided context rather than speculation.
Groundedness …

Groundedness

Measures whether responses address the user's
question or request appropriately.Relevance

Assesses whether responses flow logically and
maintain consistent ideas.Coherence

Evaluates linguistic correctness and natural
language quality.Fluency

Details

Detects responses discussing or encouraging self-
harmSelf-harm content

Identifies bias, discrimination, or hateful
statementsHateful and unfair content

Flags responses containing or promoting violenceViolent content

Detects inappropriate sexual contentSexual content

Identifies potential copyright or proprietary content
reproductionProtected material

Assesses vulnerability to manipulation attemptsIndirect attack (jailbreak)

Details

Automated evaluation metrics

F1-score measures the ratio of shared words
between generated and ground truth answers,
balancing …

F1-score

BLEU (Bilingual Evaluation Understudy) compares
n-grams (word sequences) between generated
and …

BLEU

METEOR (Metric for Evaluation of Translation with
Explicit Ordering) extends BLEU by accounting for
…

METEOR

ROUGE (Recall-Oriented Understudy for Gisting
Evaluation) emphasizes recall over precision,
making …

ROUGE

GLEU (Google-BLEU) is a variant of BLEU
designed for sentence-level evaluation.GLEU

Details

Provide mathematical-based evaluation without
requiring an evaluator model
Work well with definitive reference texts; not
suitable for open-ended generation

Characteristics of NLP metrics

Natural language processing metrics

Evaluate a deployed model with prompts you
specify. The system generates outputs during
evaluation.

Model

Evaluate an agent's responses with user-defined
prompts.Agent

Evaluate pre-generated outputs already present in
your test dataset.Dataset

Details

Provide a CSV or JSONL file containing test cases
from your local storage.Upload new dataset

Select from datasets you've previously uploaded
to your project.Use existing dataset

If you lack test data, the system can generate
sample data based on a topic description you …Generate synthetic dataset

Options

Shows aggregate metric scores and per-test-
prompt details after evaluation completes.Evaluation results overviewKey points

🖼️ Screenshot of evaluation results
Review evaluation results

3. Configure metrics, field mappings, and system
prompt, then start evaluation job

2. Select or upload dataset containing inputs and
model-generated responses1. Obtain a dataset with inputs for evaluationRun an evaluation job

Create comprehensive evaluations

View Microsoft-curated evaluators for quality,
safety, and performance
Examine evaluator details including name,
description, parameters, and associated files
Review annotation prompts for quality evaluators
to understand how metrics are calculated
Check definitions and severity levels for safety
evaluators
Manage custom evaluators you've created for
specific scenarios

Capabilities

Access Evaluator library from your project's
Evaluation page (Evaluator library tab)
Use version management to compare, restore,
and collaborate on custom evaluators

Evaluator library features

Explore the evaluator library

Steps may become more complex and costly;
consider this when planning improvements.Complexity and cost

Track improvements and prevent regressions; set
benchmarks early and re-run evaluations after
changes to measure impact.

Evaluation benchmarks and tracking

Combining manual tests, automated metrics, and
evaluation flows ensures performance, safety, and
meets application quality requirements.

Manual and automated testing

Key points

Refining instructions and system messagesPrompt engineering

Trying models optimized for your use caseDifferent models

Adding retrieval capabilities to ground responses
in your dataRAG integration

Training the model on your specific domain (if
supported)Fine-tuning

Details

Implementing Azure AI Content Safety servicesContent filters

Adding safety instructions to system messagesPrompt hardening

Checking responses before displaying to usersOutput validation

Details

Iterate based on evaluation

Evaluate model performance

Select, deploy, and evaluate Microsoft Foundry
models 2.1  1.1

Foundry portal provides interactive tools to test
models and generate starter code samples for
applications.

Foundry portal toolsKey points

🖼️ Screenshot of the Model playground in
Microsoft Foundry portal

Interactive Foundry portal environment to test
models before coding; open via Model playground
in left navigation.

Model playground

Helps understand model responses to varied
inputs and settings, aiding application design.No-code environment benefits

Key points

Send prompts to deployed models and see
responses in real time
Adjust settings like temperature and max tokens
Add system messages to customize model
behavior
Experiment with different models and
configurations

Details

Exploring with the Model playground

Button in the chat pane that shows code samples
to reproduce a chat session.Code

Include your project endpoint, model deployment
name, and current settings as starting point.Pre-populated code samples

Copy this code into your development
environment and modify it to fit your needs.Copyable starter code

Key points

Using Responses API, or another API like
ChatCompletionsAPI

Select your preferred programming languageLanguage

Choose which SDK you want to see a sample ofSDK

Details

Generating code samples

Enables quick prototyping and idea validation
before committing to full development.Rapid prototyping and validationKey points

Test prompts, adjust settings, and find what works

Use the Code tab to get SDK samples

Take the generated code and customize it for your
specific needs

Return to the playground to test new ideas, then
update your code4. Iterate and refine

3. Develop your application

2. Generate code samples

1. Explore in the playgroundSteps

From playground to code

Explore with the model playground

Microsoft Foundry offers flexible options for
building generative AI chat apps; understand
available options and how to choose.

Microsoft Foundry options

Consider available endpoints, client SDKs, and
authentication methods now; Responses and
ChatCompletions APIs will be covered later.

Endpoints, SDKs, authentication

Key points

Microsoft Foundry projects provide two endpoints
that you can use to connect to and consume
project …

Endpoints

Depending on the endpoint you select, you can
choose to use the Microsoft Foundry SDK or the
OpenAI …

Client SDK

Depending on the endpoint and SDK you choose
to use, there are multiple ways a client application
…

Authentication

The OpenAI client API supports two chat APIs:
ChatCompletions and Responses. While the
Responses …

Chat API

Considerations

Examples use Python; check language-specific
SDK documentation; SDKs are developed
independently and may differ in functionality.

SDK language differencesKey points

Azure AI Projects for Python
Azure AI Projects for Microsoft .NET
Azure AI Projects for JavaScript

Examples

💻 To use the Azure AI Projects library in Python,
install the azure-ai-projects package from PyPI
along with supporting packages

Install the azure-ai-projects package from PyPI
Import the OpenAI SDK package

Required packagesInstalling the SDK

Project's unique endpoint is shown on its Overview
page in the Foundry portal (https://ai.azure.com).Overview

Gives access to Foundry-native operations that
don't have OpenAI equivalents.AIProjectClient access

Key points

💻 The project endpoint follows this format
💻 Use this endpoint to create an AIProjectClient
object

Retrieve resource connections
Access project configuration
Enable tracing
Manage datasets and indexes

Details

2. Sign in with the Azure CLI az login before
running the code

1. Install the azure-identity package to enable
default credentialsEnable default Azure authentication

Connecting to the project endpoint

Required to chat with a model in your Foundry
project.OpenAI-compatible client object

Use the chat client object to submit prompts to
models and receive responses.Submitting prompts to models

Key points

💻 You can use the get_openai_client() method of
the project client to get one

Creating a chat client

Using the Foundry SDK with the project endpoint

Official client library for the OpenAI API; handles
HTTP, authentication, retries, and response
parsing; works with OpenAI, Azure OpenAI, and
Foundry models.

OpenAI SDKKey points

Required for token-based authentication using
Microsoft Entra ID credentials to connect to the
endpoint.

azure-identity packageKey points

💻 To use the OpenAI library in Python, install the
openai package from PyPI along with supporting
packages

Installing the SDK

Foundry projects include an Azure OpenAI
endpoint on the project's Overview page in the
Foundry portal.

Overview

Use Microsoft Entra ID (recommended), or
authenticate via an API key or environment
variables.

Authentication methods

Store API keys in Azure Key Vault and never
include them directly in your code.API key security

The OpenAI client handles model inference
operations regardless of authentication method.OpenAI client

Generally use the OpenAI client to chat with
models via the Azure OpenAI v1 endpoint.OpenAI

Create an AzureOpenAI client to use functionality
from a specific Azure OpenAI API version.AzureOpenAI

Key points

💻 The Azure OpenAI endpoint follows this format
💻 Create an OpenAI client with your endpoint
and Azure credentials
💻 API key authentication
💻 If you set OPENAI_BASE_URL and
OPENAI_API_KEY environment variables, the
client uses them automatically

Generating responses with the Responses API
Chat completions and image generation
Accessing Foundry direct models (non-Azure
OpenAI models)

Use OpenAI client for

💻 To create an AzureOpenAI client object, you
must specify the API version and the Azure
endpoint

Connecting to the Azure OpenAI endpoint

Using the OpenAI SDK with the Azure OpenAI
endpoint

Use the Foundry SDK for apps involving agents,
evaluations, or Foundry-specific features.Foundry SDK recommendationKey points

Foundry Agent Service for building and managing
AI agentsFoundry Agent Service

Tool invocation and approval workflowsTool invocation and approval

Cloud evaluations for testing and validating AI
responsesCloud evaluations

Tracing and observability for monitoring
application behaviorTracing and observability

Foundry direct models (non-Azure OpenAI models
available through the model catalog)Foundry direct models

Project metadata, connections, and governance
featuresProject metadata, connections, and governance

Details

When to use the Foundry SDK

Full OpenAI API compatibility for existing code and
toolingFull OpenAI API compatibility

Portability between OpenAI and Azure OpenAI
deploymentsPortability

Chat Completions, Responses, and Images APIsChat Completions, Responses, and Images

Minimal dependency on Foundry-specific conceptsMinimal dependency

Details

OpenAI SDK — model inference with minimal
changes; lacks Foundry agents/evaluations
Foundry SDK with AIProjectClient — for project-
level features like agents, evaluations, tracing,
connections

SDK choices

When to use the OpenAI SDK

Choosing between the Foundry SDK and OpenAI
SDK

Choose an endpoint and SDK

Unifies ChatCompletions and Assistants; provides
stateful multi-turn responses; accessible via an
OpenAI-compatible client using Foundry SDK or
OpenAI SDK.

OpenAI Responses APIKey points

Use the Responses API in Microsoft Foundry; it
replaces the ChatCompletions API for most
scenarios.

Responses API recommendationKey points

Maintains conversation context across multiple
turnsStateful conversations

Combines chat completions and Assistants API
patternsUnified experience

Works with models hosted directly in Microsoft
Foundry, not just Azure OpenAI modelsFoundry direct models

Access through the OpenAI-compatible clientSimple integration

Advantages

Understanding the Responses API

input accepts a text string prompt; the model
generates a response from it.inputKey points

💻 With an OpenAI-compatible client, you can
generate responses using the responses.create()
method

Generating a simple response

The generated text responseoutput_text

Unique identifier for this responseid

Response status (for example, "completed")status

Token usage information (input, output, and total
tokens)usage

The model used to generate the responsemodel

Useful properties

💻 You can access these properties to handle
responses effectively

💻 In addition to the user input, you can provide
instructions (often referred to as a system prompt)
to guide the model's behavior

Adding instructions

Understanding response structure

💻 You can control response generation with
additional parameters

Controls randomness (0.0-2.0). Higher values
make output more creative and variedtemperature

Limits the maximum number of tokens in the
responsemax_output_tokens

Alternative to temperature for controlling
randomnesstop_p

Details

Controlling response generation

💻 When using the FoundrySDK or AzureOpenAI
client to connect to a project endpoint, the
Responses API works with both Azure OpenAI
models and Foundry direct models (such as
Microsoft Phi, DeepSeek, or other models hosted
directly in Microsoft Foundry)

Working with Foundry direct models

Send Instructions system message, the user's
input, and the previous model response to provide
context.

data sent each turnKey points

💻 For more complex conversational scenarios,
you can provide system instructions and build
multi-turn conversations
💻 In reality, the implementation is likely to be
constructed as a loop in which a user can
interactively enter messages based on each
response received from the model
💻 The output from this example looks similar to
this

Manage conversations by building the message
history yourself.Manual conversation historyKey points

💻 This approach gives you more control over
what context is included

Customize which messages are included in
context
Implement conversation pruning to manage token
limits
Store and restore conversation history from a
database

Details

Alternative: Manual conversation chaining

💻 The Responses API maintains response
history, allowing you to retrieve previous
responses

Retrieving specific previous responses

System instructions (instructions, safety rules)
Your current prompt
Conversation history (previous user + assistant
messages)
Tool schemas (functions, OpenAPI specs, MCP
tools, etc.)
Tool outputs (search results, code interpreter
output, files)
Retrieved memory or documents (from memory
stores, RAG, file search)

Active context window

Link responses with previous_response_id to
maintain conversation context
Keeping conversation history increases token
usage
Concatenated, tokenized inputs are sent each
request; SDK doesn't reduce token cost

Context window considerations

Context window considerations

Creating conversational experiences

Models, context window, and prompt size affect
response latency; design app to avoid appearing
frozen.

App responsivenessKey points

💻 For long responses, you can use streaming to
receive output incrementally - so the user sees
partially complete responses as output becomes
available
💻 If you're tracking conversation history when
streaming, you can get the response ID when the
stream ends

Streaming responses

Use AsyncOpenAI for non-blocking API calls;
concurrency lets other requests or async work run
during network waits.

AsyncOpenAI non-blocking calls

asyncio.run() waits for coroutines (no
concurrency); use asyncio.gather() to overlap
requests and gain async benefit.

asyncio.run() vs asyncio.gather()

Responses API via Microsoft Foundry SDK
enables context, multiple model types, and
responsive conversational apps.

Responses API benefits

Key points

💻 To use it, import AsyncOpenAI instead of
OpenAI and use await with each API call
💻 Async streaming works the same way

Async usage

Creating responsive chat apps

Generate responses with the Responses API

Responses API is recommended for new projects;
ChatCompletions is useful for maintenance and
cross-platform compatibility.

ChatCompletions API usageKey points

💻 The ChatCompletions API uses collections of
message objects in JSON format to encapsulate
prompts

Submitting a prompt

ChatCompletions API lacks stateful response
tracking, unlike the Responses API.No stateful response tracking

Each turn submits the full conversation history,
including the new user prompt and completion.Conversation history submission

ChatCompletions API is well established but less
feature-rich than the Responses API; be familiar
with it.

ChatCompletions API familiarity

Key points

💻 To retain conversational context, you must
write code to manually track previous prompts and
responses
💻 In a real application, the conversation is likely
to be implemented in a loop
💻 The output from this example looks similar to
this

Retaining conversational context

Generate responses with the ChatCompletions
API

Develop a generative AI chat app with Microsoft
Foundry 2.1

Tools let a model act, not just answer: run code,
search the web or your files, or call your own
functions.

Definition

Includes models that can use tools; specify
allowed tools in prompts via the OpenAI
Responses API.

Microsoft Foundry Models

Find Foundry Models with tool-calling capabilities,
deploy them, then build clients that use the
OpenAI Responses API and specify tools.

Search and deploy model

Model by default decides if/which tool to use from
the prompt; configure rules and use Instructions
(system prompt).

Tool selection rules

These are only some available tools; tool
development for agentic AI solutions is an active,
growing area.

Tools are evolving

Key points

🖼️ Diagram of an application configuring a model
to use tools

A Python environment in which the model can
generate and run code.Definition

The model writes and runs Python code in a
sandboxed environmentDynamic Python Execution

Upload, process, and download files (CSV, JSON,
images, and so on)File Handling

Perform calculations, statistical analysis, and data
transformations on the flyData Analysis

The model sees code execution results and can
iterate or fix errorsReal-time Feedback

Tackle math problems, simulations, and logic
puzzles through executable codeComplex Problem Solving

Key features

Parse a CSV file and generate summary statisticsExampleData Analysis

Solve differential equations or simulate physics
scenariosExampleMath & Physics

Convert between data formats (JSON ↔ CSV, and
so on)ExampleFile Conversion

Test algorithms and ideas before formal
implementationExamplePrototyping

Common use cases

💻 How to use code_interpreter with the OpenAI
Responses API
💻 The output from this code is similar to this
💻 More importantly, inspecting the details of the
response object returned by the model reveals
that the result was calculated and returned to the
model using dynamically generated Python code

A simple example

Include code_interpreter in your tools array.

The model determines if code execution is
needed.

The model writes Python code to accomplish the
task.

The code runs in a sandboxed environment with
access to common libraries (for example, pandas,
…

The model receives the output and incorporates it
into its response.5. Results returned

4. Code runs

3. Model generates code

2. Model analyzes the task

1. You send a requestGeneral processHow the code_interpreter tool works

Describe the data format and expected output
clearly. Many models internally use the name
python …

Be specific

Include relevant domain knowledge in your
promptsProvide context

Always review AI-generated code for correctness
before using in productionValidate results

Code execution adds tokens; complex operations
may use more resourcesMonitor costs

Common packages like pandas, numpy, and
matplotlib are pre-installedLeverage libraries

The model can see errors and will attempt to fix
them automaticallyError handling

Best practices

Executions run in a sandboxed environment with
no external network accesssandboxed environment

Some libraries may not be available; let the model
know if a standard library fails

Timeout limits apply to long-running operationsTimeout limits

Code runs with memory constraints—massive
datasets may need streaming or chunkingmemory constraints

Limitations to know about

code_interpreter

A tool that enables the model to find general
information on the Internet, which allows it to base
…

Definition

Get recent information not available in static model
training dataLive information retrieval

Build answers from retrieved web contentSource-grounded responses

Improve reliability by checking external sourcesReduced hallucination risk

The model decides when and how to search
based on user intentAutomatic query generation

Search and response generation happen in one
flowSeamless user experience

Key features

Summarize key updates on a breaking technology
announcementExampleCurrent Events

Compare recent product features or pricing across
vendorsExampleMarket Research

Check whether regulations or guidance have
changedExamplePolicy Monitoring

Validate claims against reputable public sourcesExampleFact Verification

Common use cases

💻 A minimal example using the OpenAI
Responses API with web search enabledA simple example

Include a web search tool in the tools array.

It decides whether fresh web data is needed.

The model issues one or more search queries.

Relevant pages are selected and summarized.

The model combines search findings into the final
answer.5. Response is generated

4. Results are reviewed
3. Search is performed

2. Model evaluates the question

1. You send a requestGeneral processHow the web_search tool works

Include words like "latest", "current", or date
ranges when neededAsk time-aware questions clearly

Prompt for reputable or official sources when
accuracy mattersSet expectations for sources

Ask for short summaries with key points to reduce
noiseRequest concise outputs

For high-stakes scenarios, independently validate
important claimsVerify critical facts

Web retrieval can increase response time and
token usageTrack usage and latency

Best practices

web_search provides timely, source-aware
answers that extend static model knowledge for
real-world workflows.

web_search benefitsKey points

Results depend on what is publicly available and
indexable at query time
Source quality can vary, so output may still require
human review
Retrieved content may change over time, so
repeated runs can produce different answers
Some environments may apply regional, policy, or
network restrictions to web access

Details

Limitations to know about

web_search

A tool that enables the model to search specific
files that you upload to a dedicated vector search
…

Definition

Responses are based on your uploaded filesDocument-grounded answers

Finds relevant passages by meaning, not only
exact keyword matchesSemantic retrieval

Search across one or more indexed document
collectionsVector store integration

Include matched results for debugging and
traceabilityCitations and transparency

Use organization-specific knowledge in model
outputsBetter enterprise relevance

Key features

Answer employee questions from HR policy PDFsExamplePolicy Q&A

Retrieve product steps from internal
troubleshooting guidesExampleSupport Assistants

Locate specific clauses across contract
documentsExampleLegal Review

Summarize answers from technical documentation
setsExampleKnowledge Discovery

Common use cases

💻 An example using the OpenAI Responses API
with file_search enabledA simple example Upload documents to a vector store.

Include file_search in the tools array with vector
store IDs.

It searches indexed chunks for relevant content.

Matching passages are provided to the model.

The model answers using retrieved document
context.5. Response is generated

4. Results are injected
3. Model performs retrieval

2. You send a request

1. You prepare filesGeneral processHow the file_search tool works

Clean, current documents improve retrieval
accuracyUse high-quality source files

Ask specific questions to reduce ambiguous
matchesWrite focused prompts

Separate domains (HR, legal, finance) when
helpfulScope vector stores carefully

Use response includes for troubleshootingInclude retrieval results in development

Keep human validation in high-stakes scenariosReview answers for critical workflows

Best practices

Answer quality depends on document quality,
coverage, and chunk relevance
Very large or mixed-domain stores can return less
focused context
Updated source files may require re-indexing
before new content is searchable
Retrieval improves grounding but doesn't replace
human review for sensitive decisions

Details

Use file_search to ground a model in your team's
documents
For enterprise-scale multi-store data, use Foundry
IQ with a Microsoft Foundry agent

Tool options

Limitations to know about

file_search

A tool that enables the model to call custom
functions in your application code.Definition

The model emits explicit function-call requestsStructured tool calls

Your application decides how and where functions
runDeveloper-controlled execution

Call APIs, internal services, or helper utilities
safelyReliable integration pattern

Return tool output and let the model continue
reasoningMulti-turn orchestration

Answers can include live, system-generated dataGrounded responses

Key features

Call an internal API for account or order detailsExampleSystem Integration

Trigger workflows like ticket creation or
notificationsExampleTask Automation

Query business rules or reference tables before
answeringExampleData Lookup

Common use cases

Model decides to call get_time; app runs it and
returns output in a new prompt for final answer.Model-initiated function callsKey points

💻 An example that exposes a get_time function
and lets the model call it when needed
💻 The output might look something

A simple example
Provide one or more function definitions in the
tools array.

It determines whether a function call is needed.

The response includes the function name and call
metadata.

Run the matching function in your code.

Send a function_call_output item with the result.

It incorporates tool results into the final response.6. Model completes the answer
5. You return function output

4. Your app runs logic

3. Model emits a function call

2. Model evaluates the prompt

1. You define toolsGeneral processHow the function tool works

Small, single-purpose functions are easier to
control and testKeep tools focused

Never trust tool arguments blindly in production
systemsValidate function inputs

Return clear error outputs the model can reason
aboutHandle errors safely

Track calls, latency, and failure rates for
debugging and governanceLog tool usage

Require explicit authorization for high-impact
actionsLimit sensitive operations

Best practices

Turns a model from a text generator into an
orchestrator to interact with real systems in a
controlled, auditable way.

function tool as orchestratorKey points

The model requests function calls, but your
application must run them
Incorrect or unexpected tool arguments can occur
and should be validated
Tool latency can increase end-to-end response
time
Function calling improves reliability, but final
outputs still need review for critical decisions

Details

Limitations to know about

function

Tool types

Include one or more tools in a responses.create()
call to generate a model response.Tools in responses.create()Key points

💻 The following Python pseudocode example
indicates where the list of callable tools is
specified

Specifying tools in the Responses API

ToolsDevelop generative AI apps that use tools 2.1

Designing and refining prompts to improve
response quality, accuracy, and relevance; needs
no extra infrastructure or training data.

prompt engineeringKey points

A well-constructed prompt helps the model
understand your needs and produce more useful
answers.

Prompt quality

How you structure and combine components
determines how effectively the model responds.Prompt structure and composition

Key points

Instructions that define the model's behavior, role,
and constraints.System message

The question or input from the user.User message

Previous model responses, used in multi-turn
conversations.Assistant message

Sample input/output pairs that demonstrate the
expected response format.Examples

Components

Understand prompt components

Instructions guiding model responses; typically
appear first and act as highest-level instructions.system message

System messages can include precise rules and
specific formatting requirements for model
responses.

Detailed rules and formatting requirements

Test and iterate system messages, and layer them
with mitigations like content filtering and
evaluation.

Testing and mitigation practices

Key points

Define the assistant's role and boundaries.
Set the tone and communication style.
Specify output formats, such as JSON or bullet
points.
Add safety and quality constraints for your
scenario.

Details

💻 A system message can be as simple as
💻 The travel agency's chat application could use

State the role and the expected outcome for a
typical request.

List the topics, actions, and content types the
assistant should avoid.

If you need a specific format, state it plainly and
keep it consistent.

Tell the model what to do when the user's request
is ambiguous, out of scope, or when the model …4. Add a "when unsure" policy

3. Specify the output format

2. Define boundaries

1. Start with the assistant's roleSteps

Design effective system messages

Use prompt patterns to help the model produce
better responses.Effective prompt patternsKey points

Tell the model to assume a specific role (e.g.,
seasoned marketing professional) to change its
responses.

Persona instructionKey points

NoneNo persona

You're a seasoned marketing professional writing
for technical customers.With persona

System message

Write a one-sentence description of a CRM
product.No persona

Write a one-sentence description of a CRM
product.With persona

User prompt

A CRM product is a software tool designed to
manage a company's interactions with customers.No persona

Experience seamless customer relationship
management with our CRM, designed to
streamline …

With persona

Response

Details

Persona pattern

Include a template in prompts to request output in
a specific format.Prompt template structure

This pattern ensures responses are consistent,
organized, and easy to parse in your application.Consistent, organized responses

Key points

💻 If you need a structured response about a
hotel

Format template pattern

Explain reasoning step by step to reduce
inaccurate results and make model logic easier to
verify.

chain of thought

Decompose tasks into explicit sub-steps before
responding to reduce errors on complex, multi-part
tasks.

break the task down

Chain-of-thought suits non-reasoning models; o-
series reasoning models handle step-by-step logic
internally.

reasoning vs non-reasoning models

Key points

💻 Instead of asking "Which hotel is best for a
family of four?", you can prompt

Chain-of-thought pattern

Give multiple input-output examples so the model
learns the desired pattern.few-shot learning

Provide a single example to demonstrate the
desired pattern.one-shot

No examples provided; model must follow the
instruction without examples.zero-shot

Key points

💻 To classify customer inquiries

Few-shot learning pattern

Common patterns

Separate prompt sections using delimiters (---,
headings, XML)
Repeat key instructions at the end to counter
recency bias

Prompt formatting tipsUse clear syntax and delimiters

Apply prompt patterns

Adjust either temperature or top_p, not both at the
same time.Adjust temperature or top_p

In travel agency scenarios, use low temperature
(0.2) for factual hotel answers and higher (0.7) for
creative itineraries.

Temperature selection by scenario

Key points

Controls the randomness of the output. A higher
value (for example, 0.7) produces more creative
and …

Temperature

Also controls randomness, but in a different way. It
limits the model to a subset of the most …Top_p

Details

Configure model parameters

Start with prompt engineering for any model
optimization effort.Prompt engineering

If model lacks needed data or can't maintain
behavior, use additional strategies beyond
prompts.

Limits of prompt engineering

Key points

Guide the model's tone, format, and behavior.
Provide specific instructions for a task.
Quickly iterate on results without infrastructure
changes.
Keep costs low, as no additional training or data
storage is required.

Details

When prompt engineering is enough

Optimize model output with prompt engineering

Models have training cutoffs and lack private
organizational data, leading to plausible but
potentially incorrect outputs.

Model knowledge limitations

Provide the model with relevant, factual data to
base its responses on.ground

RAG is the most common technique for grounding
a language model.Retrieval Augmented Generation (RAG)

Key points

Models without grounding rely only on training
data and can produce plausible but inaccurate or
fabricated details.

Ungrounded model limitations

Provide relevant trusted-source data with the
user's question so responses are more accurate
and contextually relevant.

ground

It connects the model to specific, current, relevant
information, improving factual accuracy.Grounding improves accuracy

Key points

🖼️ Diagram showing an ungrounded model
returning an uncontextualized response based
only on training data

The model relies only on its training data and
might invent hotel names or details.Ungrounded

The model receives your actual hotel catalog data
as context and responds with real hotel names, …Grounded

Details

🖼️ Diagram comparing an ungrounded model
returning generic responses versus a grounded
model returning data-backed responses

Understand grounding

Retrieves relevant info from a data source and
adds it to the prompt before model response.RAG pattern

Ensures the model uses relevant, up-to-date
information instead of relying solely on its training
data.

Retrieving context from data source

Key points

🖼️ Diagram showing the three-step RAG pattern:
retrieve grounding data, augment the prompt with
that data, and generate a grounded response

Search a data source for information that is
relevant to the user's question.

Add the retrieved information to the prompt as
context.

Send the augmented prompt to the language
model to generate a grounded response.3. Generate

2. Augment

1. RetrieveSteps

How RAG works

Represent data to enable efficient retrieval of
relevant information in RAG.embeddings

Search technique that finds relevant documents
using embeddings (vectors).vector search

A vector representation of text created by sending
content to an embedding model like Azure OpenAI
in Microsoft Foundry.

embedding

Embeddings of semantically similar sentences are
close together in multidimensional vector space.Semantic similarity of embeddings

Measures vectors' closeness via their angle;
values near 1 indicate high similarity, enabling
semantic matches despite different wording.

Cosine similarity

Key points

"The children played joyfully in the park."
"Kids happily ran around the playground."

Documents

🖼️ Diagram showing text keywords plotted as
vectors in multidimensional space, with the
distance between vectors representing semantic
similarity

Create embeddings for search

Provides the retrieval component for RAG in
Microsoft Foundry; lets you add data, build an
index, and query it.

Azure AI SearchKey points

🖼️ Diagram showing an Azure AI Search index
being queried to retrieve grounding data for a user
question

Add your data to Microsoft Foundry from sources
like Azure Blob Storage, Azure Data Lake Storage
…

Create an index using an embedding model to
generate vector representations of your content.
The …

Query the index when a user asks a question. The
system converts the question to an embedding, …3. Query the index

2. Create an index

1. Add your dataSteps

Matches exact terms in the query to text in the
index.Keyword search

Uses semantic models to match the meaning of
the query rather than exact keywords.Semantic search

Uses embeddings to find semantically similar
content.Vector search

Combines keyword, semantic, and vector search
for the most accurate results. Hybrid search is …Hybrid search

Search techniques

Use Azure AI Search for retrieval

azure-ai-projects SDK gets an authenticated
OpenAI client to call the Responses API and
ground answers with Azure AI Search.

Connect Search index to model

retrieved_context contains documents from Azure
AI Search; adding them to the system message
grounds responses in your data.

retrieved_context documents

Key points

💻 The following Python code shows a basic
implementation

Implement RAG with the Azure AI Foundry SDK

Lets customers ask about hotels, destinations, and
booking policies grounded in the agency's catalog
data.

RAG grounding for travel

Managed knowledge store that simplifies
grounding for AI agents without managing search
infrastructure.

Foundry IQ

Key points

Your organization has private data that the model
wasn't trained on, like a product catalog, policy …The model needs domain-specific knowledge

Your data is updated regularly, such as inventory,
pricing, or news. RAG retrieves current data at …Information changes frequently

You need responses grounded in real data rather
than the model's general knowledge.Factual accuracy is critical

Events or information that occurred after the
model's training cutoff date need to be accessible.The base model's training data has a cutoff

Details

When to use RAG

Ground your model with Retrieval Augmented
Generation

Use fine-tune when the model ignores or
inconsistently follows instructions despite system
messages and few-shot examples.

fine-tune

Further train a pretrained language model on a
smaller task-specific dataset to adjust internal
weights for consistent responses.

Fine-tuning

Key points

Trains foundation models on additional examples
so they retain broad capabilities but adopt specific
behaviors.

Fine-tuning specialization

Technique that approximates weight changes with
a lower-rank representation, updating only a small
subset for faster, cheaper training.

LoRA (Low-Rank Adaptation)

Requires less time, compute, and data than
training a model from scratch.Fine-tuning efficiency

Key pointsUnderstand fine-tuning

Use fine-tuning when prompt engineering alone
can't achieve the consistency you need.Fine-tuning suitability

Evaluate a standard model baseline before fine-
tuning to detect improvements or regressions.Baseline evaluation

Key points

Your organization has a specific brand voice, and
the model needs to follow it reliably across all …Consistent style and tone

You need the model to reliably produce structured
output, like JSON responses following a defined
…

Specific output formats

Long system messages with many examples
consume tokens and increase latency. Fine-tuning
embeds …

Reducing prompt length

You want to transfer the capabilities of a large,
expensive model to a smaller, more efficient one.
…

Distillation

When your application uses tool calling, fine-
tuning with tool examples can improve the
accuracy of …

Enhancing tool usage

Common use cases

Know when to fine-tune

First use supervised fine-tuning, then apply DPO
to further align responses to your preferences.Combining fine-tuning techniquesKey points

Train the model on a labeled dataset of prompt-
and-response pairs. The model learns to produce
…

Supervised fine-tuning (SFT)

Optimize the model's behavior through iterative
feedback, using a grader to reward better
responses …

Reinforcement fine-tuning (RFT)

Align the model based on human preferences by
providing preferred and non-preferred response
pairs. …

Direct Preference Optimization (DPO)

Fine-tuning techniques

Explore types of fine-tuning

Training dataset must be high-quality and provided
in JSONL (JSON Lines) format.JSONL (JSON Lines) format

Include a system message in training; blank
lowers accuracy; reuse same system message
when deploying fine-tuned model for inference.

Include system message

Key points

💻 For chat completion models, each example
consists of a conversation with system, user, and
assistant messages

Include a consistent system message across
examples.
Use high-quality, representative examples that
cover the range of scenarios you expect.
Aim for at least hundreds of examples; more is
generally better.
Ensure the assistant responses reflect exactly the
style, format, and tone you want.

Details

Prepare training data

Produces consistent brand-voice/formatted
responses without extensive system messages,
but requires training data preparation and ongoing
maintenance.

Fine-tuning trade-offsKey points

Fine-tuning has upfront costs for training and
ongoing hourly costs for hosting the custom
model.

Training costs

Poor-quality or unrepresentative training data
leads to overfitting, underfitting, or bias.Data quality requirements

Fine-tuned models may need to be retrained when
data changes or when updated base models are
…

Maintenance

Finding the right combination of hyperparameters
(epochs, batch size, learning rate) requires …Experimentation

Specializing too narrowly can make the model less
effective at general language tasks outside the …Model drift

Details

Consider the challenges

Fine-tune a model for consistent behavior

Prompt engineering, RAG, and fine-tuning are
complementary and can be combined to meet
different optimization goals.

Combining optimization strategiesKey points

Three optimization strategies each target different
dimensions of model performance.Model performance dimensions

Prompt engineering instructs model behavior;
layer RAG or fine-tuning when prompts alone
aren't sufficient.

Prompt engineering foundation

Key points

🖼️ Diagram showing the various strategies to
optimize the model's performance, from prompt
engineering to RAG and fine-tuning

When the model lacks domain-specific knowledge
and you want to maximize the accuracy of
responses. …

Optimize for context

When you want to improve the response format,
style, or tone by maximizing the consistency of …Optimize the model

Details

Understand the optimization spectrum

LowTime to implement

LowComplexity

Low (per-token only)Cost

Guiding tone, format, and behavior; quick iteration;
providing instructions and examplesBest for

Fastest and cheapest to start
No infrastructure changes needed

Pros

Long prompts cost more tokens
Complex instructions aren't always followed
Can't add knowledge the model lacks

Cons

Trade-offs

Prompt engineering

MediumTime to implement

MediumComplexity

Medium (search infrastructure + storage + per-
token)Cost

Factual accuracy, domain-specific knowledge,
dynamic or frequently changing dataBest for

Supplies current, relevant data at query time for
better factual accuracyPros

Needs a search service, index and embeddings
Answer quality depends on how data is chunked
and indexed

Cons

Trade-offs

RAG

HighTime to implement

HighComplexity

High (training compute + model hosting + per-
token)Cost

Behavioral consistency, style enforcement,
reducing prompt length, model distillationBest for

Most consistent behavior
Shorter prompts can lower per-request cost

Pros

Highest upfront cost (training data, compute,
hosting)
May need retraining when the base model or
needs change

Cons

Trade-offs

Fine-tuning

Compare strategies

Effective generative AI applications typically
combine several optimization strategies for best
results.

Combine optimization strategiesKey points

Use prompt engineering (system messages and
instructions) to set behavior; use RAG to supply
factual context for accurate responses.

Prompt engineering and RAG

Addresses how the model should act and what
factual knowledge it needs.Model behavior and knowledge

Key points

The system message instructs the model to act as
a travel advisor and format responses in a …
RAG retrieves details from the hotel catalog so the
model can answer with real hotel names and …

Examples

Prompt engineering + RAG

For consistent style/format: fine-tuned model sets
baseline; system message adds per-conversation
context.

Fine-tuned model with system messageKey points

The fine-tuned model is trained to always respond
in the travel agency's brand voice.
The system message adds session-specific
instructions, such as giving priority to a seasonal
…

Examples

Prompt engineering + fine-tuning

Use a fine-tuned model for reliable response style
and RAG for current, domain-specific factual
grounding.

RAG and fine-tuningKey points

The fine-tuned model produces responses in the
agency's brand voice and structured format.
RAG retrieves up-to-date hotel pricing and
availability from the catalog.

Examples

RAG + fine-tuning

Use prompt engineering, RAG, and a fine-tuned
model together for the most demanding
applications.

Prompt engineering, RAG, fine-tuned modelKey points

Fine-tuning ensures consistent style and format.

RAG provides accurate, up-to-date domain
knowledge.

Prompt engineering adds conversation-specific
instructions and guardrails.3. Prompt engineering

2. RAG

1. Fine-tuningSteps

All three strategies together

Common combinations

Combine strategies for better results

Avoids unnecessary cost and complexity while
achieving the optimization level your application
needs.

Incremental optimization approachKey points

Test system messages, few-shot examples, and
parameter tuning. Evaluate whether the results
meet …

If the model needs access to specific, current, or
private data to answer correctly, implement RAG
…

If the model doesn't reliably maintain the desired
style, tone, or format despite detailed prompts, …

Layer strategies based on your application's
specific requirements. Not every application needs
all …

4. Combine as needed

3. Add fine-tuning if consistency matters

2. Add RAG if accuracy matters

1. Start with prompt engineeringSteps

Apply a decision framework

Compare and combine optimization strategies

Optimize generative AI model performance with
Microsoft Foundry 2.3  5.1

Microsoft guidance defines a practical, actionable
four-stage process to implement responsible AI for
generative models.

Four-stage process

The stages correspond closely to the functions in
the NIST AI Risk Management Framework.NIST AI Risk Management Framework

Key points

4. Manage the solution responsibly by defining
and following a deployment and operational
readiness …

3. Mitigate the harms at multiple layers in your
solution to minimize their presence and impact,
and …

2. Measure the presence of these harms in the
outputs generated by your solution.

1. Map potential harms that are relevant to your
planned solution.Stages

Plan a responsible generative AI solution

First stage: map potential harms to your planned
solution; this stage comprises four steps.Map potential harms stageKey points

🖼️ Diagram showing steps to identify, prioritize,
test, and share potential harms

4. Document and share the verified harms3. Test and verify the prioritized harms2. Prioritize identified harms1. Identify potential harmsSteps

Depend on services/models used, plus any fine-
tuning or grounding data customizing outputs.Factors affecting potential harmsKey points

Generating content that is offensive, pejorative, or
discriminatory.
Generating content that contains factual
inaccuracies.
Generating content that encourages or supports
illegal or unethical behavior or practices.

Common types

Consult service and model documentation (Azure
OpenAI transparency note, OpenAI system card)
Use the Microsoft Responsible AI Impact
Assessment Guide and template
Review information and guidelines for the
resources you use

Resources and guidance to consult

1: Identify potential harms

The solution provides inaccurate cooking times,
resulting in undercooked food that may cause …
When prompted, the solution provides a recipe for
a lethal poison that can be manufactured from …

Potential harms

3. Weigh impact versus frequency; decide with the
team and consult experts

2. Consider the solution's intended use and
potential for misuse

1. Assess likelihood and impact then prioritize
most likely, impactful harmsPrioritize harms

2: Prioritize the harms

Verify whether harms occur, under what
conditions, and add newly discovered harms to the
list.

Testing for harms

Testers deliberately probe for weaknesses to
produce harmful results; document and review
successful findings.

Red team testing

Extend red teaming to find harmful AI content,
complementing cybersecurity to implement
responsible AI processes.

Red teaming for generative AI

Key points3: Test and verify the presence of harms

Document evidence-backed harms, share with
stakeholders, and maintain/update a prioritized
harms list as new harms arise.

Document and share harmsKey points4: Document and share details of harms

Map potential harms

Quantify harms produced in usage scenarios and
track improvements against this baseline.Initial harms baseline

Use a generalized three-step approach to
measure a system for potential harms.Three-step measurement approach

Document measurement results and share them
with stakeholders.Document and share results

Key points

🖼️ Diagram showing steps to prepare prompts,
generate output, and measure harmful results

3. Apply pre-defined criteria to evaluate the output
and categorize it according to the level of …

2. Submit the prompts to the system and retrieve
the generated output.

1. Prepare a diverse selection of input prompts
that are likely to result in each potential harm that
…

Steps

2. Periodically perform manual testing to validate
new scenarios and verify automated testing

1. Manually test a small input set, then automate
testing for larger volumeManual and automated testing stepsManual and automatic testing

Measure potential harms

Take steps to mitigate harms and retest modified
system, comparing harm levels against the
baseline.

Mitigation and retesting

Apply mitigation techniques at each of four layers
in a layered approach to reduce potential harms.Layered mitigation approach

Key points

🖼️ Diagram showing the model, safety system,
application, and positioning layers of a generative
AI solution

4. User experience3. System message and grounding2. Safety System1. ModelSteps

Core consists of one or more generative AI models
forming the solution's heart; example model: GPT-
4.

Model layerKey points

Selecting a model that's appropriate for the
intended solution use. For example, while GPT-4
may be …
Fine-tuning a foundational model with your own
training data so that the responses it generates
are …

Mitigations

1: The model layer

Microsoft Foundry content filters: four severity
levels, five harm categories
Prompt shields using abuse detection to prevent
system prompt subversion

Foundry guardrail mitigations2: The safety system layer

Focuses on constructing prompts that are
submitted to the model.Prompt constructionKey points

Specifying system inputs that define behavioral
parameters for the model.
Applying prompt engineering to add grounding
data to input prompts, maximizing the likelihood of
a …
Using a retrieval augmented generation (RAG)
approach to retrieve contextual data from trusted
data …

Harm mitigation techniques

3: The system message and grounding layer

Constrain inputs or apply input and output
validation
Document capabilities, limitations, models used,
and potential harms

User experience mitigation measures4: The user experience layer

Mitigate potential harms

Checklist to ensure successful release and
ongoing operations after mapping, measuring, and
mitigating potential harms.

Release readiness considerationsKey points

Identify organization and industry compliance
requirements and let appropriate teams review
system and documentation before release.

Compliance requirements identificationKey points

Legal
Privacy
Security
Accessibility

Common compliance reviews

Complete prerelease reviews

Plan and prepare before releasing the solution.Release planning and preparationKey points

Devise a phased delivery plan that enables you to
release the solution initially to restricted …
Create an incident response plan that includes
estimates of the time taken to respond to …
Create a rollback plan that defines the steps to
revert the solution to a previous state if an …
Implement the capability to immediately block
harmful system responses when they're
discovered.
Implement a capability to block specific users,
applications, or client IP addresses in the event …
Implement a way for users to provide feedback
and report issues. In particular, enable users to …
Track telemetry data that enables you to
determine user satisfaction and identify functional
gaps …

Guidelines

Release and operate the solution

Manage a responsible generative AI solution

Implement a responsible generative AI solution in
Microsoft Foundry 1.4

Develop generative AI apps in Azure

Software service using generative AI to
understand context, make decisions, and take
actions to achieve goals.

AI agent definition

Enables intelligent agent behavior, transforming
automation, decision-making, and user
experiences in business applications.

Generative AI impact

Key points

AI agents handle repetitive and mundane
activities, freeing human workers to focus on
strategic and …

Automation of routine tasks

By processing vast amounts of data and providing
insights, AI agents support better …Enhanced decision-making

AI agents scale operations without proportional
increases in human resources. Organizations can
…

Scalability

Like all software, AI agents operate continuously
without breaks, ensuring tasks are completed …24/7 availability

DimensionsWhy AI agents are useful

Assist with scheduling, emailing, to‑do lists;
Microsoft 365 Copilot drafts documents, creates
presentations, and analyzes Office data.

Personal productivity agentsKey pointsPersonal productivity agents

Continuously monitor trends, gather data, and
generate reports; used in finance, healthcare, and
marketing.

Research agent functionsKey pointsResearch agents

Automate lead generation and qualification:
research leads, send personalized follow-ups, and
schedule sales calls.

Sales agent capabilitiesKey pointsSales agents

Handle routine inquiries and resolve common
issues via chatbots, providing instant support and
reducing handling time (e.g., Cineplex refunds).

Customer service agentsKey pointsCustomer service agents

Assist code review, bug fixes, repo management;
auto-update code, suggest improvements, enforce
coding standards. Example: GitHub Copilot.

Developer agents capabilitiesKey pointsDeveloper agents

Examples of AI agent use cases

Agents can access sensitive data, make
decisions, and act independently — design with
security from the start.

Security-focused designKey points

Agents often access sensitive business or user
data. Without proper controls, they can …

An agent summarizing internal files accidentally
includes private data in customer-facing
responses.

Example Impact

Data leakage and privacy exposure

Malicious users craft inputs that override an
agent's intended behavior, tricking it into revealing
…

Hidden instructions in a message cause the agent
to leak system credentials.Example Impact

Prompt injection and manipulation attacks

Weak authentication or access controls let agents,
or bad actors controlling them, access systems …

An agent connected to a CRM tool performs
admin-level actions like exporting or deleting
records.

Example Impact

Unauthorized access and privilege escalation

Attackers corrupt training or contextual data,
causing agents to make biased, incorrect, or
unsafe …

A poisoned dataset causes a customer support
agent to recommend harmful content.Example Impact

Data poisoning

Agents rely on external APIs, plugins, or model
endpoints, expanding the attack surface.

A compromised third-party plugin injects malicious
code into the agent's workflow.Example Impact

Supply chain vulnerabilities

Highly autonomous agents may execute
unintended actions if not carefully constrained or
validated.

An agent mistakenly sends payments or publishes
unverified content.Example Impact

Over-reliance on autonomous actions

Without detailed logging, it's difficult to trace
actions or detect malicious behavior early.

Security teams can't identify data misuse due to
missing activity logs.Example Impact

Inadequate auditability and logging

Attackers might exploit model outputs to infer
sensitive data used during training or prompting.

Repeated queries extract private information from
a fine-tuning dataset.Example Impact

Model inversion and output leakage

Risk Area

Embedding mitigation practices early enables
safe, confident deployment of AI agents in real-
world environments.

Early embedding of practicesKey points

Enforcing role-based access controls (RBAC) and
least privilege permissions

role-based access controls (RBAC) / least
privilege

Adding prompt filtering and validation layers to
prevent injection attacksprompt filtering and validation

Sandboxing or gating sensitive operations behind
human-in-the-loop approvalshuman-in-the-loop approvals

Maintaining comprehensive logging and
traceability for all agent actionscomprehensive logging and traceability

Auditing third-party dependencies and integrations
regularlythird-party dependencies

Continuously retraining and validating models to
detect data drift or poisoning attemptsdata drift / poisoning attempts

Risks

Mitigation strategies

Security considerations for AI agents

Fully managed service to securely build, deploy,
and scale AI agents without managing compute or
storage; supports custom instructions.

Microsoft Foundry Agent Service

Replaces heavy coding, providing streamlined
interface; build agents in Foundry portal or apps
with fewer than 50 lines of code.

Streamlined agent creation

Key points

Containerized agents deployed in code and
hosted by Foundry; you control logic while the
platform manages infrastructure.

Hosted agents

Module focuses on declarative prompt-based
agents, which offer the most accessible path for
getting started.

Declarative prompt-based agents

Key points

Agents defined through configuration rather than
code. Declarative agents come in two forms:Declarative agentsPrimary types

A single agent configured with a model,
instructions, tools, and prompts. This is the most
common …

Prompt-based agents

Multi-agent orchestrations defined in YAML,
enabling complex scenarios where multiple agents
…

Workflow agents

Forms

Agent types

Provides a more streamlined, secure approach
than using the Inference API directly.Streamlined and secure agent developmentKey points

The service handles the entire tool-calling
lifecycle, including running the model, invoking
tools, …

Automatic tool calling

Conversation states are securely managed
through the Responses API, removing the need for
manual …

Securely managed data

A rich set of built-in and community tools extends
agent capabilities beyond text generation, …Extensive tool catalog

Choose from various AI models to match your
performance and cost requirements.Model selection

The service ensures data privacy and compliance
with secure data handling, keyless authentication,
…

Enterprise-grade security

Use platform-managed storage or bring your own
Azure Blob storage for full visibility and control.Customizable storage solutions

Built-in monitoring capabilities help you track
agent behavior, debug issues, and optimize …Observability and tracing

Powerful capabilities

Key features of Microsoft Foundry Agent Service

Microsoft Foundry Agent Service overview

Understand AI agents and Microsoft Foundry
Agent Service

Provides flexibility from visual interfaces to code-
centric workflows to suit scenarios and team
preferences.

Agent development approachesKey points

Web interface to create/manage AI agents without
code; good for quick prototypes, stakeholder
collaboration, centralized management.

Foundry portal web interfaceKey points

Azure portal lets you create agents in your
Foundry project's Agents section without installing
additional tools.

Agent creation via Azure portalKey points

Rapidly test agent concepts and configurations
without setting up development environmentsQuick prototyping

Configure agents through intuitive forms and
dropdowns rather than codeVisual configuration

View and manage all agents across projects in
one placeCentralized management

Share agent configurations with stakeholders who
prefer visual interfacesTeam collaboration

Monitor token usage, latency, and evaluation
outcomes through dashboardsResource oversight

Scenarios

When to use the Foundry portal

Foundry portal development

Access documentation and support resources.Help and Feedback

Visual tool for configuring agent properties.Agent Designer

Integrated code generation for application
integration.code generation

Direct YAML editing for precise control.YAML configuration

Key points

Browse and manage your Foundry project assets
directly from VS Code, including:ResourcesMain sections

View and manage model deploymentsDeployed models

View and configure prompt-based and workflow
agentsDeclarative agents

View and manage containerized, code-deployed
agentsHosted agents

Manage connections to external servicesConnections

Organize document collections for File SearchVector stores

Examples

Browse and deploy models from the catalogModel Catalog

Experiment with models directlyModel Playground

Test agents using remote or local playgroundsAgent Playgrounds

Debug and visualize agent behavior locallyLocal Visualizer

Deploy containerized agents to productionDeploy Hosted Agents

Details

🖼️ Screenshot of the Microsoft Foundry VS Code
extension interface showing the Resources, Tools,
and Help and Feedback sections

Key capabilities of the VS Code extension

Installs from the Visual Studio Code Marketplace
and connects to your existing Foundry projects.Visual Studio Code extensionKey points

Build agents alongside your application code in a
single environmentDeveloper-centric workflows

Track agent configurations in Git alongside your
codebaseVersion control integration

Make quick changes and test immediately without
switching toolsRapid iteration

Edit YAML configurations directly for precise
controlCode-first development

Work on agent designs offline before deploying to
AzureLocal development

Details

When to use Visual Studio Code

Visual Studio Code development

Both support the same workflow and differ mainly
in interface style rather than capabilities.Foundry portal and VS Code extensionKey points

Connect to your Microsoft Foundry project

Create an AI agent in the Foundry portal with a
descriptive name and purpose

Configure agent instructions defining its behavior
and capabilities (in the portal or VS Code)

Add tools to extend what the agent can do

Test the agent using integrated playgrounds

Iterate on the design based on test results

Deploy the agent to production

Integrate the agent into your applications8. Integrate
7. Deploy

6. Iterate
5. Test

4. Add tools

3. Configure

2. Create

1. ConnectSteps

Typical development workflow

Both development approaches use the same
underlying Azure resources.Underlying Azure resources

Microsoft Foundry projects provision infrastructure
automatically and integrate added capabilities;
Foundry IQ may require deploying extra Azure
services.

Microsoft Foundry provisioning

Key points

Organizes your agents, models, and related
assets in one placeMicrosoft Foundry project

Deployed AI models (such as GPT-4.1 or Claude
Sonnet 4.6) that power your agentsModel deployments

Requirements

Integrate with your Foundry project as needed but
aren't required to start building agents.Optional Azure servicesKey points

For advanced knowledge retrieval when using
Foundry IQ or File Search toolsAzure AI Search

For storing and managing files that agents can
accessAzure Storage

For securely managing secrets and credentialsAzure Key Vault

For custom tool implementations and business
logicAzure Functions

Details

Optional Azure services

Required Azure resources

Both the Foundry portal and Visual Studio Code
extension provide complete agent development
capabilities.

Foundry portal and VS Code

Microsoft Foundry Agent Service supports
switching: portal for exploration/stakeholder
reviews, VS Code for detailed development and
production.

Portal and VS Code roles

Key points

Choose the Foundry portal when you want visual
configuration, centralized management, or quick
…

Foundry portal

Choose Visual Studio Code when you prefer
developer-centric workflows, need tight integration
with …

Visual Studio Code

Details

Choosing your development approach

Explore development approaches

Guides agent configuration without code, making
development accessible and easy to understand
while creating automation.

Foundry portal visual interfaceKey points

Portal creates the agent and opens its
configuration interface to refine behavior and
capabilities.

Agent configuration interfaceKey points

Navigate to Microsoft Foundry at
https://ai.azure.com and sign in with your Azure
credentials

Select your project from the list of available
projects, or create a new one

Select Build > Agents in the left navigation menu

Select Create to start building a new agent

Provide a descriptive name for your agentName

Add a clear description of the agent's purposeDescription

Select a deployed model from the dropdown, or
deploy a new modelModel

5. Enter agent details

4. Select Create

3. Select Build > Agents

2. Select your project

1. Navigate to Microsoft FoundrySteps

Creating an agent in the Foundry portal

Instructions field — define agent role, responses,
and scenarios
Model parameters — configure Temperature and
Top P for responses

Agent configuration optionsConfiguring agent instructions and properties

Lets you validate instructions, try scenarios, and
refine agent behavior before deployment.Integrated playground for testing

Maintains session history so you can test multi-
turn interactions and verify context retention.Conversation history in playground

Key pointsTesting your agent in the portal

Enhance your agent with tools from the tool
catalog in the Tools section of the agent
configuration.

Tools

Tools section is also accessible via Build > Tools in
the portal.Build > Tools

Key points

Built-in tools ready to use immediately, such as
Code Interpreter and File SearchConfigured

Additional tools you can add from a registry,
including Bing Web Search, Azure AI Search, …Catalog

Your own tools added through OpenAPI
specifications or custom implementationsCustom

Categories

Adding basic tools

Portal shows deployment status, generates
connection info, and deployed agents are
accessible via Microsoft Foundry SDK or REST
APIs.

Agent deployment and accessKey pointsDeploying your agent

Build your first agent in Microsoft Foundry

Transforms VS Code into a platform for building,
testing, and deploying agents inside the editor.Microsoft Foundry extensionKey points

Direct access to Microsoft Foundry Agent Service;
combines visual design tools with code-based
configuration.

Integrated agent development experience

Manage deployed models, declarative agents,
hosted agents, connections, and vector stores.Resources

Access the model catalog, playgrounds, and
deployment features.Tools

Key points

🖼️ Screenshot of the Microsoft Foundry VS Code
extension interface showing the Resources, Tools,
and Help and Feedback sections

Understanding the Microsoft Foundry extension

Appears in the VS Code activity bar on the left
side after installation.Microsoft Foundry iconKey points

Select Extensions from the left pane, or press
Ctrl+Shift+X (Windows/Linux) or Cmd+Shift+X
(Mac)

Search for Foundry in the marketplace search box

Select the Microsoft Foundry extension from the
results

Select Install to add the extension to VS Code
6. Wait for installation to complete (status appears
in the Extensions panel)

5. Install

4. Microsoft Foundry

3. Foundry

2. Extensions1. Open Visual Studio Code on your machineSteps

Installation steps

Shows agents, model deployments, connections,
and vector stores for your project in the Microsoft
Foundry panel.

Microsoft Foundry panel resourcesKey points

Select the Azure icon in the VS Code activity bar

In the Azure Resources pane, sign in to your
Azure account if prompted

Expand your Azure subscription in the resource
tree

Expand the Foundry section to see your projects

Right-click your Microsoft Foundry project

Select Open in Foundry Extension6. Open in Foundry Extension
5. Microsoft Foundry project

4. Foundry

3. Azure subscription

2. Azure Resources

1. AzureSteps

Connecting to Azure

Installing and configuring the extension

Agents need deployed AI models to function.Deployed AI models

Deployed models appear in agent configuration
dropdown menus.Deployed model availability

Key points

In the Microsoft Foundry extension, navigate to the
Resources section

Expand the Model deployments subsection

Select the + (plus) icon to create a new
deployment

Enter a descriptive name you'll use when
configuring agentsDeployment name

Select the specific model versionModel version

Configure throughput based on your needsCapacity settings

Select Deploy and wait for deployment to
complete6. Deploy

5. Configure deployment settings:4. Choose a model (such as GPT-4o or GPT-4)
from the available options

3. +

2. Model deployments

1. Microsoft Foundry / ResourcesSteps

Deploying a modelPreparing for agent development

You can save agent changes made in VS Code
directly to Foundry to work across platforms.Save changes to FoundryKey pointsWorking with agents in VS Code

As projects grow, you'll likely manage multiple
agents with different purposes.Managing multiple agents

Maintains a clear view of all agents, making it easy
to navigate between automation projects.Clear view of agents

Visual Studio Code provides an integrated
environment; Microsoft Foundry extension adds
enterprise-grade agent development for rapid
iteration and deployment.

Visual Studio Code agent development

Key points

Browse agents in the Resources view organized
by projectBrowse agents

Switch between agents by selecting them from the
listSwitch between agents

Compare configurations by opening multiple YAML
files side by sideCompare configurations

Duplicate agents to create variations without
starting from scratchDuplicate agents

Archive unused agents to keep your workspace
organizedArchive unused agents

Details

Managing multiple agents

Set up Visual Studio Code for agent development

Provides visual Agent Designer and direct YAML
file editing to configure declarative agents'
behavior, instructions, and properties.

Agent configuration options

This workflow applies to declarative prompt-based
agents; hosted agents use code, workflow agents
use a different YAML schema.

declarative prompt-based agents

Key points

Enter a descriptive name that clearly identifies
your agent's purpose. This name appears in lists,
…

Agent name

Choose your model deployment from the
dropdown. This selection determines which AI
model powers …

Model selection

Add a clear, concise description of what your
agent does. Good descriptions help team
members …

Description

Define the agent's behavior, personality, and
response style. This is where you shape how your
…

System instructions

Automatically generated by the extension when
you create the agent. This unique identifier is used
…

Agent ID

Key propertiesEssential configuration options

Settings appear in Designer and YAML and remain
synchronized across both views.Settings synchronizationKey points

Controls response creativity and randomness.
Lower values (0.1-0.3) produce consistent,
focused …

Temperature

Controls diversity by limiting vocabulary choices
during generation. Most scenarios work well with
…

Top P

Details

Model configuration options

Configuring agent properties

Contains all declarative agent configuration in a
structured, readable format; useful when UI isn't
ideal.

YAML agent configurationKey points

Divides into metadata, model configuration,
instructions, and tools; makes settings easy to
locate and modify.

YAML structureKey points

💻 A fully configured agent YAML file
Complete YAML example

Extension validates YAML syntax in real time,
highlights errors, and provides suggestions as you
type.

Real-time YAML validationKey points

Track changes in Git alongside your application
codeVersion control

Make multiple changes simultaneously with
confidenceBulk updates

Create reusable agent templates for consistent
configurationsTemplates

Include agent configurations in your standard code
review processesCode review

Build scripts that generate or modify agent
configurations programmaticallyAutomation

Advantages

Benefits of YAML configuration

Understanding the agent YAML structure

Use visual design tools plus direct YAML editing
for rapid development while keeping precision for
production deployments.

Visual and YAML editingKey points

Commit agent configurations to Git alongside your
application code. This enables rollback, code …Version control your YAML files

Clear naming and tagging make it easy to find and
identify agents as your collection grows.Use descriptive names and tags

Include comments in your YAML files explaining
why you chose specific instruction patterns or …Document complex instructions

Use the integrated playground to verify behavior
after modifying configuration. Small changes can
…

Test after every change

Begin with basic instructions and add complexity
based on testing results. Overly complex initial …Start simple, then iterate

Each agent should have a clear, specific purpose.
Agents trying to do too many things perform …Keep instructions focused

Practices

Best practices for agent configuration

Configure and manage agents in Visual Studio
Code

Tools let agents act, access data, integrate
external systems; Microsoft Foundry offers built-in
tools and custom integrations.

Agent tool capabilitiesKey points

Programmatic functions agents call to complete
tasks, process results, and include them in
responses; enable real-time data, code, searches.

Agent-invoked tools

Integration lets you add capabilities without writing
complex orchestration code.Reduced orchestration complexity

Key points

6. Response is returned to the user5. Agent incorporates results into a natural
language response4. Tools execute and return results3. Agent invokes the appropriate tools with

relevant parameters
2. Agent analyzes the request and determines
which tools (if any) are needed1. User sends a message to the agentSteps

Understanding agent tools

Organizes available tools into categories in
Microsoft Foundry.tool catalog

Ready-to-use built-in tools.Configured

Additional tools you can add from a registry
including MCP servers.Catalog

Your own tools via OpenAPI specifications or
custom implementations.Custom

Key points

Enables agents to write and execute Python in a
secure, sandboxed environment for calculations,
data analysis, charts, and file processing.

Code InterpreterKey pointsCode Interpreter

Indexed storage of document vectors where File
Search stores uploaded documents for semantic
retrieval to ground agent responses.

vector store

When adding File Search: accepts PDF, Word,
TXT, Markdown; create/select vector store, upload
documents, system auto-indexes them.

Supported document formats

Key pointsFile Search

Provides agents real-time internet access and
automatic citation generation for referencing
sources.

Bing Web SearchKey pointsBing Web Search

Retrieves knowledge from existing search
indexes; connects to enterprise-scale indexed
data for structured and unstructured search, unlike
File Search.

Azure AI SearchKey pointsAzure AI Search

Enable agents to call external web APIs defined by
OpenAPI 3.0; Microsoft Foundry handles
parameter mapping and response parsing.

OpenAPI toolsKey pointsOpenAPI tools

Interact with web pages, fill forms, and extract
contentBrowser Automation

Interact with desktop applicationsComputer Use

Create images based on text descriptionsImage Generation

Access SharePoint content and document librariesSharePoint

Connect to Fabric data agents for data analyticsMicrosoft Fabric

Perform in-depth research across multiple sourcesDeep Research

Delegate tasks to other agentsAgent-to-Agent

Customizable code execution for specialized
environmentsCustom Code Interpreter

Additional built-in tools

Built-in tools overview

Provides an interface to add and configure tools
via visual designer or by editing the YAML file.Microsoft Foundry extensionKey points

Extension prompts to configure related assets
when adding tools; File Search lets you create or
select a vector store.

Tool configuration promptsKey points

Navigate to the Tools section in the configuration
panel

Select Add Tool or the + icon
7. Save your changes6. Configure tool-specific settings if required5. Select the tool you want to add4. Browse the available tools in the tool library

3. Add Tool / +

2. Tools1. Open your agent in the Agent DesignerSteps

🖼️ Screenshot of the tool catalog interface in the
Microsoft Foundry VS Code extension

Using the visual designer

Edit the agent YAML file directly to add tools; good
when you know needed tools or using templates.Add tools via YAML

Lists each enabled tool and its configuration; some
require connection IDs or vector store references.tools array configuration

Key points

💻 An example YAML configuration with multiple
tools

Adding tools through YAML

Adding tools in Visual Studio Code

Where MCP servers are available; provides
reusable tool interfaces that work consistently
across agent implementations.

CatalogKey points

Hosted externally and accessed over the network.
These are the most common type for production
…

Remote MCP servers

Run on your local machine during development.
Useful for testing custom tools before deploying.Local MCP servers

Your own MCP server implementations tailored to
specific needs.Custom MCP servers

TypesTypes of MCP servers

Consistent tool communication patterns make
integration predictable and reliable.Standardized protocol

Build tools once and use them across multiple
agents and projects.Reusable components

Access tools built by the community through MCP
registries, expanding capabilities without custom
…

Community-driven tools

Consistent interfaces reduce integration
complexity and maintenance burden.Simplified integration

AdvantagesBenefits of MCP servers

Provide specialized functions to extend agents
while maintaining a consistent development
experience.

MCP serversKey points

5. Deploy agents with MCP server integrations to
production

4. Test MCP server functionality in the integrated
playground

3. Configure server-specific settings and
parameters2. Add MCP servers to your agent configuration1. Browse available MCP servers through the

extension's tool registrySteps

Using MCP servers in VS Code

Model Context Protocol (MCP) servers

Agents can orchestrate Bing Web Search, Code
Interpreter, and File Search together to handle
complex requests.

Agents using multiple tools

Combine built-in tools, custom integrations, and
MCP servers so agents access data while
maintaining enterprise-grade security and
reliability.

Tool extensions and MCP servers

Key points

Start with built-in tools before building custom
solutions. Built-in tools are tested, maintained, …Start with built-in tools

List what your agent needs to do and select tools
accordingly. Don't add tools without clear …Match tools to requirements

Tell your agent when and how to use each tool (for
example, "Use Code Interpreter for any …Provide clear instructions

When using File Search, update documents
regularly. Outdated information leads to incorrect
…

Keep knowledge bases current

Test tool behavior thoroughly using the integrated
playground. Send messages that should trigger …Test tool behavior

Details

Tool configuration best practices

Extend agent capabilities with tools

Microsoft Foundry provides capabilities to validate
agent behavior, deploy to your Foundry project,
and publish callable endpoints.

Agent validation and publishingKey points

Use the Foundry portal and Visual Studio Code
extension playgrounds to test agents across
diverse scenarios before release.

Interactive testing playgrounds

Record test results to track improvements and
catch regressions.Test result recording

Key points

Verify the agent handles common, expected
requests correctly.Happy path testing

Try ambiguous inputs, incomplete information, and
unusual requests to reveal how agents handle …Edge case testing

Confirm the agent respects boundaries defined in
its instructions by testing out-of-scope requests.Boundary testing

Verify the agent maintains context across multiple
exchanges and builds on previous responses.Multi-turn conversation testing

Verify agents call the right tools at the right times
and incorporate results correctly.Tool invocation testing

Details

Testing strategies for agents

Microsoft Foundry lets you deploy agents from the
portal or Visual Studio Code, saving configuration
to your Foundry project.

Agent deployment optionsKey points

Select Save from the agent's page
4. Confirm version and deployment settings

3. Save2. Verify configuration and test results are
satisfactory1. Navigate to your agent in the Foundry portalStepsDeploying from the Foundry portal

Agent remains in the project workspace so team
members can access and test it.Agent in project workspaceKey points

Select Save to Foundry to push configuration
changes

For hosted agents, open the +Build menu in the
developer tools and select Deploy to Microsoft …
4. Select your container configuration and confirm

3. +Build / Deploy to Microsoft Foundry

2. Save to Foundry1. Open your agent in the AI ToolkitSteps

Deploying from Visual Studio Code

Deploying agents to your project

Publishing moves an agent into a managed Azure
resource named Agent Application, enabling
external calls via a stable endpoint.

Agent ApplicationKey points

Publishing creates an external dedicated endpoint;
deploying keeps the agent inside your Foundry
project (no external access).

Deployment vs publishing scopeKey points

An Azure resource with its own invocation URL,
authentication policy, and Entra agent identity.Agent Application

A running instance of a specific agent version
inside the application, with start/stop lifecycle …Deployment

Details

What publishing creates

Select Publish to create the Agent Application and
deployment2. Publish1. In the portal, select the agent version you want

to publishStepsPublishing from the Foundry portal

After publishing, the agent appears in the Hosted
Agents (Preview) section of the AI Toolkit
extension tree view.

Hosted Agents (Preview)Key points

Open the Command Palette (Ctrl+Shift+P) and run
Microsoft Foundry: Deploy Hosted Agent for
hosted …

3. Confirm and deploy2. Select the target workspace and container
configuration

1. Ctrl+Shift+P / Microsoft Foundry: Deploy Hosted
AgentSteps

Publishing from Visual Studio Code

Published agents expose a stable endpoint using
the Responses API protocol.Stable agent endpoint

The agent endpoint URL remains constant across
agent version updates, preventing downstream
disruption.

Stable URL across versions

Key pointsThe Agent Application endpoint

Microsoft Entra ID only; callers need the Azure AI
User role
Published agent gets its own Entra identity;
reassign RBAC roles

Authentication and identity requirementsAuthentication and identity

Grant caller the Azure AI User role on the Agent
Application resource to resolve 403 Forbidden.Azure AI UserKey points

💻 Azurecli code sample

💻 Bash code sample2. Call the Agent Application endpoint: curl -X
POST \ …

1. Get an access token: az account get-access-
token --resource https://ai.azure.comSteps

Verifying the endpoint

The endpoint URL doesn't change, so existing
integrations continue to work.Endpoint URL unchangedKey points

In the Foundry portal, select Publish Updates from
the Agent playground
3. The Agent Application routes 100% of traffic to
the new version automatically

2. Publish Updates1. Make changes in your development
environment and test thoroughlySteps

Updating published agents

Publishing agents to an endpoint

Select View Code 4. The extension generates code for
authenticating, connecting, sending messages,
and processing …

3. Choose your folder
2. View Code1. Select your deployed agent in the My

Resources viewStepsGenerating integration code

Send user messages to the Responses API
endpoint and display responses in your UI. Store
…

Web applications

Call the agent endpoint from backend services
triggered by events or schedules. Process
responses …

API-driven workflows

Map user sessions to conversations. Handle real-
time message exchange through the endpoint.Chatbot interfaces

Schedule agent calls for recurring tasks. Feed
system data into agents and process outputs to …Background automation

Common patternsIntegration patterns

Track response times, tool invocation success
rates, error patterns, and token consumption using
…

Monitoring

Use managed identities for authentication, apply
least-privilege access, and define data retention …Security

Monitor token usage, set response length limits,
and implement rate limiting to prevent unexpected
…

Cost management

Implement retry logic with exponential backoff for
transient failures. Handle rate limiting with …Error handling

Agent Application endpoints currently support only
the stateless Responses API. Store conversation
…

Conversation management

Operational areasProduction considerations

Test, deploy, and integrate agents

Develop AI agents with Microsoft Foundry and
Visual Studio Code 2.2  1.2

Microsoft Foundry Agent Service lets businesses
integrate custom tools to enhance productivity and
tailor solutions, improving efficiency and
effectiveness.

Custom tools benefitsKey points

Automate repetitive tasks, improve accuracy, and
provide tailored solutions to optimize processes
and outcomes.

Benefits of custom tools

Tools become available for an agent to use when
deciding responses; e.g., a weather-data retrieval
tool.

Agent tool availability

Key points

Automate repetitive tasks and streamline
workflows.Enhanced productivity

Provide precise and consistent outputs, reducing
human error.Improved accuracy

Address specific business needs and optimize
processes.Tailored solutions

Details

🖼️ Diagram showing an agent using a custom tool
t call an external meteorological service

3. The tool returns the weather report, and the
agent informs the user.

2. The agent determines that it has access to a
tool that can use an API to get meteorological …

1. A user asks an agent about the weather
conditions in a ski resort.Steps

Why use custom tools?

Foundry Agent Service custom tools let users
extend agents to meet specific business needs.Extending agent capabilitiesKey points

A retail company integrates a custom tool that
connects the Azure AI Agent to their customer …Scenario

The AI agent can retrieve customer order histories,
process refunds, and provide real-time updates …Functionality

Faster resolution of customer queries, reduced
workload for support teams, and improved
customer …

Outcome

Customer support automation

A manufacturing company develops a custom tool
to link the AI agent with their inventory
management …

Scenario

The AI agent can check stock levels, predict
restocking needs using historical data, and place
…

Functionality

Streamlined inventory processes and optimized
supply chain operations.Outcome

Inventory management

A healthcare provider integrates a custom
scheduling tool with the AI agent.Scenario

The AI agent can access patient records, suggest
available appointment slots, and send reminders
to …

Functionality

Reduced administrative burden, improved patient
experience, and better resource utilization.Outcome

Healthcare appointment scheduling

An IT department develops a custom tool to
integrate the AI agent with their ticketing and …Scenario

The AI agent can troubleshoot common technical
issues, escalate complex problems, and track
ticket …

Functionality

Faster issue resolution, reduced downtime, and
improved employee productivity.Outcome

IT Helpdesk support

Custom tools in the Foundry Agent Service help
industries address unique challenges, drive
efficiency, and deliver value.

Custom tools use casesKey points

An educational institution creates a custom tool to
connect the AI agent with their learning …Scenario

The AI agent can recommend courses, track
student progress, and answer questions about
course …

Functionality

Enhanced learning experiences, increased student
engagement, and streamlined administrative
tasks.

Outcome

Details

E-learning and training

Example use cases

Common scenarios for custom tools in agents

Why use custom tools

Microsoft Foundry Agent Service enhances
agents' capabilities and efficiency; enables
scalable interoperability and easier integration with
infrastructure and web services.

Custom tools for agentsKey points

Foundry Agent Service supports OpenAPI
specified tools, Azure Functions, and function
calling for external integration.

Custom tool options

This integration flexibility enables a wide range of
extensibility possibilities for Foundry Agent Service
agents.

Extensibility for agents

Key points

Function calling allows you to describe the
structure of custom functions to an agent and
return …

Custom function

Azure Functions enables you to create intelligent,
event-driven applications with minimal overhead.
…

Azure Functions

These tools allow you to connect your Azure AI
Agent to an external API using an OpenAPI 3.0 …OpenAPI specification tools

This action provides low-code/no-code solutions to
add workflows and connects apps, data, and …Azure Logic Apps

Details

Custom tool options available in Microsoft Foundry
Agent Service

Options for implementing custom tools

Can use Azure Functions or a public OpenAPI
specification among several methods to define
custom tools for agents.

Custom tool definition methodsKey points

Allows agents to execute predefined functions
dynamically from code to perform tasks, call other
APIs, or initiate programs.

Function callingKey points

💻 A fake snowfall tracking function
💻 Register the function with your agent using the
Azure AI SDK

Example: Defining and using a function

Function Calling

Azure Functions offers serverless real-time
processing for agents, ideal for event-driven
workflows triggered by HTTP requests or queue
messages.

Azure Functions serverless computingKey points

💻 When your Azure Function is in place, add it to
the agent definition as an Azure Function tool

Example: Using Azure Functions with a queue
trigger

Azure Functions

Allow agents to interact with external APIs using
standardized specifications; Foundry Agent
Service uses OpenAPI 3.0.

OpenAPI defined tools

Supports three authentication types: anonymous,
API key, and managed identity for OpenAPI 3.0
tools.

OpenAPI 3.0 authentication

Key points

Agent decides tool calls from prompts; use
meaningful function names and documented
parameters.

Declarative agent behaviorKey points

💻 First, create a JSON file (in this example,
called weather_openapi.json) describing the API

💻 Then, register the OpenAPI tool in the agent
definition

2. Register the OpenAPI tool in the agent
definition

1. Create JSON file (weather_openapi.json)
describing the APIRegister OpenAPI tool

Example: Using an OpenAPI specification

OpenAPI Specification

How to integrate custom tools

Integrate custom tools into your agent 2.2

Enables agents to automatically find and use tools
at runtime, reducing complexity of registration,
management, updates, and integration.

Dynamic tool discoveryKey points

AI agents can automatically receive a list of
available tools from a server, along with …Dynamic Tool Discovery

MCP works seamlessly with different large
language models (LLMs), allowing developers to
switch or …

Interoperability Across LLMs

MCP provides a consistent authentication method,
simplifying secure access across multiple MCP …Standardized Security

BenefitsAdvantages of the Model Context Protocol for AI
agents

Definition Agent queries a centralized Model Context
Protocol (MCP) server that serves a live catalog of
tools it can call.

Dynamic tool discoveryKey points

Tools can be added, updated, or removed centrally
without modifying the agent code.
Agents can always use the latest version of a tool,
improving accuracy and reliability.
The complexity of managing tools shifts away from
the agent and into a dedicated service.

Details

Dynamic tool discovery

Functions decorated with @mcp.tool expose tools;
clients fetch them and generate wrappers added
to Azure AI Agent tool definitions.

MCP tool exposureKey points

The MCP server hosts available tools.
The MCP client dynamically discovers the tools.
The Azure AI Agent uses the available tools to
respond to user requests.

Details

How does MCP enable dynamic tool discovery?

Helps agents adapt to evolving tools, interact
securely with external systems, and act beyond
language generation.

Dynamic tool discovery benefitsKey points

Scalability: Easily add new tools or update existing
ones without redeploying agents.
Modularity: Agents can remain simple, focusing on
delegation rather than managing tool details.
Maintainability: Centralized tool management
reduces duplication and errors.
Flexibility: Supports diverse tool types and
complex workflows by aggregating capabilities.

Benefits

Why use dynamic tool discovery with MCP?

Understand MCP tool discovery

A functioning MCP setup is required: MCP server
hosts your tool catalog; MCP client fetches tools
for the agent.

MCP server and clientKey points

Definition Initialize with FastMCP("server-name"); auto-
generates tool definitions from type hints and
serves them over HTTP; update tools without
redeploy.

MCP server registryKey points
MCP Server

Definition

Acts as bridge between MCP server and the Azure
AI Agent Service; initializes MCP client session
and connects to server.

MCP client session

Agent can call any tool listed in the MCP catalog
as if it were a native function, without hardcoded
logic.

Agent tool invocation

Key points

Discovers available tools from the MCP server
using session.list_tools().
Generates Python function stubs that wrap the
tools.
Registers those functions with your agent.

Key tasks

MCP Client

Call tools via session.call_tool(tool_name,
tool_args); wrap each tool as an async function;
bundled into agent runtime.

MCP tool invocation

MCP server/client separate tool management from
agent logic, letting agents access tools via natural
language and adapt quickly.

Separation of tool management

Key points

The MCP server hosts tool definitions decorated
with @mcp.tool.MCP server

The MCP client initializes an MCP client
connection to the server.MCP client

The MCP client fetches the available tool
definitions with session.list_tools().MCP client

Each tool is wrapped in an async function that
invokes session.call_tool
The tool functions are bundled into FunctionTool
that makes them usable by the agent.
The FunctionTool is registered to the agent's
toolset.

Details

Register tools with an Azure AI Agent

Integrate agent tools using an MCP server and
client

Provide tools and contextual data to extend
Microsoft Foundry agent; Azure AI Agent Service
supports remote MCP servers.

MCP servers

Microsoft Foundry Agent Service: create an MCP
tool object and add server info to agent thread; no
manual client session.

MCP tool object

Key points

Add each MCP server as a separate tool on your
agent to connect to multiple servers.Multiple MCP serversKey points

A remote MCP server endpoint (for example,
https://api.githubcopilot.com/mcp/).
A Microsoft Foundry agent configured to use the
MCP tool.

Requirements

server_label: A unique identifier for the MCP
server (e.g., GitHub).
server_url: The MCP server’s URL.
allowed_tools (optional): A list of specific tools the
agent is allowed to access.
require_approval (optional): A boolean that
determines whether tool invocations require
human …

Parameters

Authentication keys (API keys, OAuth tokens).
Other required headers for the MCP server.

Details

Integrating remote MCP servers

Key step to create richer, context-aware AI agents;
ecosystem growth adds opportunities to integrate
specialized tools.

MCP integrationKey points

Create the MCPTool object with the server label
and url.
Use update_headers to apply any headers
required by the server.

always: A developer needs to provide approval for
every call. If you don't provide a value, this …
never: No approval is required.

Supported values
Use the require_approval parameter to determine
whether approval is required. Supported values
are:
Create an agent and add the MCPTool object to its
tools list
Invoke a prompt on the agent, you should see the
results of any invoked tools in the response.

Details

Tools auto-invoke with the Azure MCP Tool object
during an agent run
Approval-required invocations return
mcp_approval_request; approve with
mcp_approval_response including
approval_request_id and approve boolean

Tool invocation behaviors

Invoking tools

Use Azure AI agents with MCP servers

Integrate MCP Tools with Azure AI Agents 2.2

Approach that addresses limitations of simple AI
agents in enterprise environments by augmenting
generation with retrieval.

Retrieval Augmented Generation

Abbreviation for Retrieval Augmented Generation,
used to describe that approach addressing agent
limitations.

RAG

Key points

Simple AI agents encounter major difficulties in
enterprise environments.Limitations of simple AI agents

These challenges hinder enterprise AI adoption
because accuracy and reliability are non-
negotiable.

Barriers to AI adoption

Key points

No access to recent informationImpact

Can't help with newly released features or updated
policiesExample

Knowledge cutoff dates

Generic responses onlyImpact

Missing company procedures, support knowledge,
product specsExample

Private data access

Irrelevant adviceImpact

Ignores specific security requirements or approval
workflowsExample

Lack of context

Compliance and security risksImpact

Confident-sounding but incorrect informationExample
Fabricated responses

Duplicated engineering effortImpact

Every team rebuilds the same RAG infrastructureExample
Scalability issues

Simple AI agent limitations

Connects agents to organizational knowledge in
real-time, shifting from static training data to
dynamic retrieval.

Retrieval Augmented Generation (RAG)

Foundry IQ provides a ready-made platform that
removes complexity of custom RAG
implementations.

Foundry IQ knowledge platform

Key points

System searches knowledge bases for relevant
content related to the query

Combines retrieved content with the user's
question to provide factual context

Agent creates response using both training data
and retrieved information3. Generate

2. Augment

1. RetrieveCoordinated steps

Real-time updates that keep agents current with
policies and procedures without requiring
retraining

Real-time updates

Source transparency that shows users exactly
which documents informed each response to build
trust …

Source transparency

Factual grounding that anchors responses in
actual organizational content to eliminate
fabricated …

Factual grounding

Critical advantages

How RAG solves these problems

Understanding RAG for agents

Requires configuring vector databases,
embedding pipelines, tuning retrieval, and
maintaining search; repeated per agent.

Building RAG systemsKey points

Definition

Managed knowledge platform built on Azure AI
Search that provides shared retrieval capabilities
for AI agents (RAG).

Foundry IQ platform

Create knowledge bases once connecting
SharePoint, Azure Blob Storage, OneLake, and
reuse across multiple agents instead of separate
indexes.

Centralized knowledge bases

Shift focus from building infrastructure to designing
agent experiences; improve what information
agents access, not how they access it.

Focus shift to agent experiences

Key points
Foundry IQ

Foundry IQ organizes information by business
domain rather than by technical storage location.Business-domain organization

Agents search topics like Product Documentation
or HR Policies instead of specific storage
locations.

Topic-based search

Agents see one unified source; connect data
sources to knowledge bases instead of separate
retrieval systems.

Unified knowledge source

Key points

Technical specifications from SharePoint
API documentation from Azure Blob Storage
Usage analytics from OneLake
Support tickets from your existing search index

Product Documentation knowledge base

How knowledge bases organize information

Connects to SharePoint, Blob containers, or
OneLake; handles indexing, embedding
generation, and search optimization automatically.

Data source integrations

Configure once per data source; every agent using
that knowledge base immediately benefits from
updates.

Per-source configuration

Key points

Foundry IQ scans your storage location for
documents

Documents are chunked and embedded for
semantic search

Content becomes searchable through the
knowledge base

Changes to your documents trigger automatic
reindexing4. Monitoring

3. Indexing

2. Processing

1. DiscoverySteps

Connecting data sources

Foundry IQ implements RAG retrieval strategies
automatically.RAG retrieval strategies

Runs without custom code; you define knowledge
bases' contents; Foundry IQ decides how to
retrieve.

Foundry IQ retrieval automation

Key points

Analyzes the question to understand what
information the agent needs. A question like
"What's our …

Analyzes the question

Selects retrieval strategies based on the query.
Simple factual questions use keyword search. …Selects retrieval strategies

Ranks results using relevance scoring. The most
contextually appropriate information surfaces …Ranks results

Provides citations so agents can reference source
documents. This builds trust and lets users …Provides citations

Details

Built-in retrieval intelligence

Agent retrieves info like any other tool; you don't
write retrieval logic or manage search
infrastructure.

Agent retrieves information from knowledge baseKey points

💻 This example creates a support agent that can
answer questions using product documentation

Connecting agents to knowledge

Value emerges when you scale beyond one agent.Foundry IQ value at scale

Requires building and maintaining three retrieval
systems.Traditional RAG architecture

Adding data sources or refining content benefits
every connected agent immediately.Knowledge base improvements

MCP provides a standardized way for AI agents to
access external tools and data sources securely.Model Context Protocol (MCP)

Key points

A support agent answering customer questions
An employee assistant helping with HR policies
A developer agent explaining API usage

Details

The Product Documentation knowledge base
serves both the support agent and developer
agent

Product Documentation

The HR Policies knowledge base serves only the
employee assistantHR Policies

Each agent accesses exactly the knowledge it
needs

Knowledge bases

The shared knowledge advantage

Explore Foundry IQ

Set up data sources during knowledge base
creation so Foundry IQ agents have accurate
context.

Configure data sources

Choose data sources based on where data lives
and how you need to access it.Data source selection

Real-time sources provide current info; internal
sources (SharePoint, OneLake) preserve security
and governance for proprietary knowledge.

Real-time and internal sources

Key points

IndexedAccess Type

Enterprise search with custom pipelinesBest For
Azure AI Search Index

DirectAccess Type

Document files in Azure StorageBest For
Azure Blob Storage

Real-timeAccess Type

Current, public information via BingBest For
Web

Real-timeAccess Type

Live SharePoint content with Microsoft 365
governanceBest For

SharePoint (Remote)

IndexedAccess Type

Advanced search on SharePoint with custom
pipelinesBest For

SharePoint (Indexed)

DirectAccess Type

Unstructured data in Microsoft FabricBest For
OneLake

Provides enterprise-scale search capabilities for
your Foundry IQ knowledge base; ideal if you
already invested in Azure AI Search.

Azure AI Search Index

Connects directly to Azure AI Search indexes with
multi-origin data; supports semantic ranking,
filters, and custom scoring profiles.

Azure AI Search index connection

Agent queries the Azure AI Search index to
retrieve relevant information in response to user
questions.

Agent queries index

Key points

Finds contextually relevant results, not just
keyword matchesSemantic ranking

Prioritizes results based on your business logicCustom scoring

Filters results by categories or attributesFaceted navigation

Handles content in different languagesMulti-language support

Key benefits

Azure AI Search Index

Select containers or blobs; Foundry IQ processes
content to make it available to your agent.Document retrieval from Blob Storage

Use this source when your documents are stored
in Azure Blob Storage.Documents stored in Blob Storage

Blob Storage provides direct file-to-knowledge-
base access; Azure AI Search requires building
and maintaining an index.

Direct path without indexing

Organize blobs by topic or access level to control
agent access, support governance, and keep
knowledge current.

Container organization for governance

Key points

PDF documents
Microsoft Word files (.docx)
Text files (.txt)
Markdown files (.md)
HTML files

Common file types

Azure Blob Storage

Recent events or news
Current pricing or availability
Frequently changing information
Topics outside your internal knowledge base

Details

Relies on Bing results; use indexed, controlled
data when accuracy critical
Combine web grounding with internal data
sources; use web as supplementary source

Considerations for web grounding

Web

Foundry IQ offers two SharePoint connection
methods, each with different advantages.SharePoint connection methodsKey points

Real-time queriesRemote

Preprocessed indexIndexed
Access method

Depends on SharePointRemote

FasterIndexed
Response time

No index to maintainRemote

Requires index updatesIndexed
Maintenance

LimitedRemote

Full Azure AI Search capabilitiesIndexed
Advanced search

Always currentRemote

Depends on indexing scheduleIndexed
Data freshness

Respects SharePoint permissionsRemote

Configured during indexingIndexed
Permission handling

Feature

Retrieves SharePoint content directly with
Microsoft 365 governance, no preindexing;
searches sites and libraries in real time.

Real-time SharePoint search

Use when you want the simplest access to
SharePoint data and don't need advanced search
features.

SharePoint Remote use case

Key points

No index maintenance required
Always accesses current SharePoint content
Automatically respects existing SharePoint
permissions
Simpler setup and configuration

Details

SharePoint Remote

Indexes SharePoint into Azure AI Search for
custom pipelines; content is preprocessed rather
than queried in real time.

SharePoint indexing approach

Produces faster response times and enables more
sophisticated search capabilities.Preprocessing benefits

Suited for advanced search features or integrating
SharePoint with other sources in an Azure AI
Search index.

Use cases for indexing

Key points

4. Create specialized search experiences3. Combine SharePoint data with other sources2. Build enrichment pipelines with AI services1. Apply custom analyzers for specialized
terminologyCapabilities

SharePoint Indexed

Microsoft SharePoint options

Microsoft OneLake provides access to
unstructured files in your Microsoft Fabric data
lakehouse.

Access to unstructured data

Use this option when your organization uses
Microsoft Fabric for data analytics and storage.When to use OneLake

Agent references lakehouse data to answer
business questions, providing data-driven
responses grounded in your organization's
analytical work.

Agent data-driven responses

Key points

Reference analytical findings in agent responsesBusiness intelligence reports

Provide context about datasets and metricsData documentation

Share insights from data science workAnalytical findings

Make research accessible through conversational
AIResearch outputs

Common use cases

Microsoft OneLake

Use internal SharePoint as primary and enable
web grounding for current events or
supplementary information.

Multiple-source knowledge baseKey points

Simple setup, always currentAnd you need...

SharePoint RemoteChoose...
In SharePoint

Advanced search, custom pipelinesAnd you need...

SharePoint IndexedChoose...
In SharePoint

Direct file accessAnd you need...

Azure Blob StorageChoose...
Files in Azure

Data lakehouse contentAnd you need...

OneLakeChoose...
In Microsoft Fabric

Existing Azure AI Search investmentAnd you need...

Azure AI Search IndexChoose...
Already indexed

Real-time web contentAnd you need...

WebChoose...
Public, current information

If your data is...

Choose the right data source

Configure data sources for knowledge bases

Critical next step after indexing: configure how
agents retrieve and use the knowledge base.Configuring knowledge retrieval

If agents don't know when or how to use the
knowledge base, users get inconsistent results
despite good indexing.

Agent knowledge usage

Key points

Agents must consistently retrieve, cite, and stay
grounded in your knowledge base.Consistent, grounded retrievalKey points

"Most companies offer 2-3 weeks of vacation
annually"Example Response

Generic information, not your actual policyProblem
Answers from training data

"You get 15 days of PTO annually"Example Response

Correct but unverifiable, no accountabilityProblem
Searches but doesn't cite

"You receive 15 days of paid time off annually
【doc_id:1†Employee Handbook 2024】"Example Response

✓ This is what you wantProblem
Searches, cites, and grounds

The retrieval behavior problem

Determine retrieval behavior and act as the
contract for how the agent should use knowledge
bases.

Agent instructions

Phrases like 'using the knowledge base' don't
specify when/how to use it, causing inconsistent
behavior.

Vague instructions

Key points

💻 A basic approach that produces inconsistent
results

Instructions ensure agent knows when to search,
response format, and actions when information is
unavailable.

Consistent agent behaviorKey points

Tell the agent to always use the knowledge base,
never rely on training data

Specify the exact format for source attribution

Define fallback behavior when information isn't
found3. What to do when unsure

2. How to cite

1. When to retrieveCritical behaviors

💻 How this looks in practice

Writing effective retrieval instructions

Controlling retrieval with instructions

Verify agents behave as configured by
systematically testing with different query types.Systematic retrieval testingKey points

💻 Create a conversation session and send test
queriesSetting up a test conversation

"What is our vacation policy?""Where can I find the
security guidelines?"Example Questions

Direct retrieval with citationsExpected Behavior
Straightforward factual

"What are the differences between our leave
types?""How do I request time off?"Example Questions

Multiple document retrieval, synthesized answer
with multiple citationsExpected Behavior

Questions requiring synthesis

"What's the weather like today?""Tell me about
machine learning"Example Questions

Graceful fallback ("I don't have that information...")Expected Behavior
Questions outside knowledge base

"What about benefits?""Tell me more about that"Example Questions

Clarifying questions or focused search on most
relevant topicExpected Behavior

Ambiguous questions

Query TypeWhat to test

Update instructions with specific rules and edge-
case clarifications, iterating until behavior is
consistent.

Instruction refinement processKey points

Information comes from knowledge base, not
training data

Every factual claim includes source references

Retrieved content actually answers the question

All necessary information is provided, not just
fragments4. Completeness

3. Relevance
2. Citation

1. GroundingCharacteristics

Evaluating response quality

Testing retrieval behavior

Select retrieval approach based on agent purpose;
support vs research require different behaviors.Agent-specific retrieval approachesKey points

💻 These agents need high accuracy and must
never provide uncertain informationCustomer-facing support agents

💻 These agents can synthesize across
documents and provide broader contextInternal research assistants

Define agent scope, specify retrieval
requirements, set citation standards, and explicitly
handle edge cases.

Consistent configuration patternKey points

💻 These agents focus deeply on specific
knowledge domains

Specialized domain experts

Retrieval strategies for different agent types

Use clear instructions, systematic testing, and
ongoing monitoring to create scalable reliable
retrieval for agents.

Reliable knowledge retrievalKey points

Are agents consistently citing sources?Citation frequency

How often do agents say "I don't know"?Fallback frequency

What categories of questions appear most often?Query types

Do retrieved documents actually contain answers?Retrieval accuracy

Patterns

2. Refine instructions, knowledge base, and
search configurations1. Monitor actual usage patternsDeploy to production

Moving from testing to production

Configure retrieval with Foundry IQ

Build knowledge-enhanced AI agents with Foundry
IQ 5.1  2.2

Promotes a Microsoft Foundry agent from
development to a managed Azure resource with
endpoint, identity, and governance.

Agent publishingKey points

Routes traffic to updated deployments
automatically when publishing new agent versions,
preserving the public endpoint.

Agent Application routingKey points

A stable endpoint that remains consistent as you
update agent versionsDedicated invocation URL

A distinct Microsoft Entra identity separate from
your development projectAgent identity

Inputs and interactions from one user aren't
available to other usersUser data isolation

Details

Understanding agent applications

Enables your agent to appear within Teams and
Copilot.Microsoft 365 integrationKey points

Creates an Azure Bot Service resource that routes
messages between Microsoft 365 and your agent
Generates a Microsoft 365 publishing package for
distribution
Registers a Microsoft Entra ID application for
authentication
Makes your agent discoverable in the Teams
agent store

Details

Most straightforward way to publish agents directly
from the Foundry portal.Publishing from Foundry portal

Ideal when you need quick deployment or to keep
agent logic entirely within Foundry.Use cases for direct publishing

Key points

4. Prepares your agent for distribution3. Generates a Microsoft 365 publishing package2. Registers a Microsoft Entra ID application1. Creates an Azure Bot Service resource in your
subscriptionSteps

Direct publishing from Foundry portal

Build a proxy app for Foundry agents when you
need custom SSO, advanced middleware logic, or
multi-environment deployment pipelines.

Microsoft 365 Agents ToolkitKey pointsMicrosoft 365 Agents Toolkit

Available immediately without admin approval.
Appears under Your agents in Teams.

Personal testing, small team pilotsBest for
Shared

Available to everyone in your tenant under Built by
your org. Requires admin approval.

Production deploymentsBest for
Organization

Publish scopes

Publishing to Microsoft 365

Use when you must reach users outside Microsoft
365 or embed your agent in custom applications.Reaching users outside Microsoft 365Key points

Browser-based interface for demos and
stakeholder testingWeb application preview

REST API for embedding in custom applicationsStable API endpoint

Slack, Telegram, Twilio (SMS), Facebook, and
othersAzure Bot Service channels

Details

Other publishing channels

Publishing an agent creates a distinct agent
identity.Published agent identity

Grant the published agent's identity appropriate
permissions for services like Azure AI Search.Agent permissions for services

Key points

The agent authenticates to Azure resources using
its own identity
Development-time permissions on your project
identity don't transfer automatically
Tools that access Azure services need
permissions reconfigured after publishing

Details

Agent identity and permissions

Azure AI Project Manager role on your Foundry
projectAzure AI Project Manager

Azure AI User role on the agent application scopeAzure AI User

An Azure subscription where you can create Azure
Bot Service resources
Permissions to register applications in Microsoft
Entra ID
A Microsoft 365 tenant that allows custom apps
and bots

Prerequisites for publishing

Understand Foundry agent publishing options

Portal guides creating an agent application,
provisioning required Azure resources, and
generating a publishing package.

Agent publishing processKey points

Use the Foundry playground to verify behavior,
test inputs and tools, and confirm responses
before publishing.

Testing agent in FoundryKey points

Azure AI Project Manager role on your Foundry
project to publish agentsAzure AI Project Manager

Azure AI User role to invoke or chat with published
agentsAzure AI User

Permissions to create resources in your Azure
subscription
Permissions to register applications in Microsoft
Entra ID

Publishing creates an Azure Bot Service resource;
ensure Microsoft.BotService is registered in your
Azure subscription.

Microsoft.BotService

Check registration in the Azure portal under your
subscription's Resource providers section.Resource providers

Key points

Don't include secrets, API keys, or sensitive
information in metadata fields; visible to users who
discover your agent.

Metadata content restrictionsKey points

A display name for your agent (appears in the
Teams agent store)
A brief description of what your agent does
Small (32x32 pixels) and large (192x192 pixels)
icons in PNG format
Your organization's name and contact details
URLs for your privacy policy and terms of use

Information

4. Prepare metadata

3. Register the Bot Service provider

2. Verify your permissions

1. Test your agent thoroughlyPreparation stepsBefore you begin

3. Review the agent configuration to confirm it's
ready for publishing.

2. Select the agent you want to publish from your
agent list.

1. Open the Microsoft Foundry portal and navigate
to your project.Steps

Select Publish to open the publishing dialog. Select Publish again, then choose Publish to
Teams and Microsoft 365 Copilot.
3. The Microsoft 365 publishing configuration
window opens.

2. Publish / Publish to Teams and Microsoft 365
Copilot

1. PublishSteps

In the Azure Bot Service dropdown, select Create
an Azure Bot Service to provision a new bot …
3. Wait for the portal to create the Bot Service
resource in your subscription.

2. Azure Bot Service / Create an Azure Bot
Service

1. The portal automatically generates an
application ID and tenant ID. Note these values for
…

Steps

Display name for your agent in the Teams storeName

Brief explanation of what your agent doesDescription

Upload small and large PNG iconsIcons

Your organization name and contact detailsPublisher information

URL to your organization's privacy policyPrivacy policy

URL to your terms of serviceTerms of use

Field

Agent appears under "Your agents" in the store.
Available immediately. Best for testing and small
…

Shared scope

Agent appears under "Built by your org" in the
store. Requires admin approval. Best for
production …

Organization scope

Select Prepare Agent to start packaging your
agent. Download the package to test locally before

distributionDownload the package

Continue the in-product publishing flow for direct
distributionContinue the in-product publishing flow

Options3. When ready, you can either:2. Wait for the packaging process to complete
(typically 1-2 minutes).

1. Prepare AgentSteps6. Step 6: Prepare and optionally download the
package

5. Step 5: Choose your publish scope

4. Step 4: Complete the metadata

3. Step 3: Configure Azure Bot Service

2. Step 2: Start the publishing process

1. Step 1: Select your agent versionStepsPublish your agent

Navigate to Apps > Manage your apps > Upload
an app.

Select Upload a custom app and choose the
downloaded .zip file.

5. Open the agent and send a test message.4. Teams installs the app and shows it in your
apps list.

3. Upload a custom app

2. Apps / Manage your apps / Upload an app1. Open Microsoft Teams.Steps

[ ] The agent responds to messages
[ ] Response content is accurate and appropriate
[ ] Response times are acceptable
[ ] Any configured tools work correctly

Details

Test the publishing package in Teams

Agent appears in Teams store 'Built by your org'
for all tenant users; app policies control access.Built by your orgKey points

Navigate to Agents > All > Requested.
The administrator selects Approve request and
activate.4. Approve request and activate3. Find your agent in the list of pending requests.

2. Agents / All / Requested1. Direct your Microsoft 365 administrator to the
Microsoft 365 admin center.Steps

Request admin approval for organization scope

Publishing an agent creates a distinct agent
identity.Distinct agent identity

If you skip this step, tools that worked during
development may fail because the new agent
identity lacks required permissions.

Agent identity permissions

Key points

3. Assign the appropriate RBAC roles to the
published agent identity.

2. In the Azure portal, navigate to the resources
your agent accesses (for example, Azure AI
Search, …

1. In the Foundry portal, go to your published
agent and note the agent application's identity …Steps

Reassign permissions after publishing

Users get the updated agent version after the new
package is deployed.Users receive updated agentKey points

5. For organization scope, the update might
require re-approval depending on your
organization's …

4. For shared scope, upload the new package to
Teams.

3. Repeat the publishing process to create a new
package.2. Test the changes in the Foundry playground.1. Make your changes in the Foundry portal.Steps

Update a published agent

Publish an agent from Foundry portal to Teams

Alternative integration approach for complex
enterprise scenarios needing extra control beyond
Foundry portal publishing.

Microsoft 365 Agents Toolkit

Beginners with Foundry agent integration can skip
this unit until they need Agents Toolkit scenarios.When to skip unit

Key points

Custom SSO beyond Entra ID or middleware for
Teams and Foundry agent
Multi-environment deployments, advanced
debugging, CI/CD integration (GitHub Actions,
Azure DevOps)

Considerations for using the Agents ToolkitWhen to consider the Agents Toolkit

Messages from Teams/Copilot pass via Azure Bot
Service and custom middleware to Foundry agent;
responses return; gives control, adds complexity.

Message flow through proxyKey points

💻 Instead of publishing directly from Foundry,
you create a proxy application using the Agents
Toolkit that sits between Microsoft 365 and your
Foundry agent

How the Agents Toolkit approach works

3. Open Agents Playground in debug; test;
provision Azure, deploy, register in Teams

2. Configure project to call Foundry agent endpoint
and set authentication

1. Install Microsoft 365 Agents Toolkit extension;
create Custom Engine Agent projectSetup stepsGetting started with the Agents Toolkit

MinutesDirect Foundry publishing

Hours to daysAgents Toolkit proxy
Setup time

NoneDirect Foundry publishing

Proxy applicationAgents Toolkit proxy
Code required

LimitedDirect Foundry publishing

ExtensiveAgents Toolkit proxy
Customization

Foundry portalDirect Foundry publishing

Full IDE debuggingAgents Toolkit proxy
Debugging

Standard deploymentsDirect Foundry publishing

Complex enterprise needsAgents Toolkit proxy
Best for

AspectComparison summary

Use direct publishing for most integrations;
reserve Agents Toolkit for specific requirements it
addresses.

Agents Toolkit usageKey points

Microsoft 365 Agents Toolkit documentation
Create custom engine agents with the Agents
Toolkit
Microsoft 365 Agents SDK overview

Details

Learn more

Advanced - Use Microsoft 365 Agents Toolkit

Connects AI agents to Microsoft 365 data (emails,
meetings, documents, Teams messages, people
info).

Microsoft Work IQKey points

Definition CLI and server that connects AI assistants to
Microsoft 365 Copilot data, enabling natural
language workplace queries with richer context.

Microsoft Work IQKey points

"What did my manager say about the project
deadline?"
"Find my recent documents about Q4 planning"
"Summarize today's messages in the Engineering
channel"
"Who is working on Project Alpha?"

Examples

Search messages, find communications from
specific peopleExample capabilitiesEmails

Check calendar, retrieve meeting notes and
decisionsExample capabilitiesMeetings

Find files in SharePoint and OneDrive, search
contentExample capabilitiesDocuments

Summarize channel discussions, find specific
conversationsExample capabilitiesTeams messages

Identify team members, find collaborators on
projectsExample capabilitiesPeople

Data type

Work IQ

Open protocol enabling AI assistants to connect to
external data sources and tools; Work IQ is built
on it.

Model Context Protocol (MCP)

Exposes tools and capabilities that AI agents can
use.MCP server capabilities

When configured, agents discover available
tools/resources; Work IQ is an MCP server for
Microsoft 365 data.

Work IQ as MCP server

Key points

Actions the agent can take, like searching for
documents or sending messagesTools

Data sources the agent can queryResources

Predefined templates for common queriesPrompts

Capabilities

Understanding MCP servers

Use for quick development queries or scripts that
retrieve workplace information.CLI mode use casesKey points

💻 In CLI mode, you run queries directly from your
terminal

CLI mode

Enables Work IQ to integrate with AI assistants
like GitHub Copilot in Visual Studio Code.MCP server mode

AI assistant can access meeting context to give
more relevant suggestions for features discussed
in recent meetings.

Meeting context access

Key pointsMCP server mode

ModesHow Work IQ operates

Install Work IQ using multiple methods according
to your preferred workflow.Work IQ installation methodsKey points

💻 Bash code sampleInstall using npm
4. Restart Copilot CLI and start querying your
Microsoft 365 data.

3. Install Work IQ: /plugin install workiq@copilot-
plugins

2. Add the plugins marketplace (one-time setup):
/plugin marketplace add github/copilot-plugins1. Open GitHub Copilot CLI by running copilot.StepsInstall using GitHub Copilot CLI

Add Work IQ as an MCP server through the VS
Code settings.Work IQ MCP serverKey points

💻 Add the following to your MCP configuration
💻 Before first use, accept the End User License
Agreement

Configure for Visual Studio Code

Ways

Installing Work IQ

Work IQ requires administrative consent because
it accesses organization-wide Microsoft 365 data;
non-admins must request access from IT.

Administrative consent requirementKey points

Node.js installed on your machine (if using the CLI
locally)
A Microsoft 365 subscription with a Copilot license
Administrative consent for the Work IQ application
in your Microsoft Entra tenant

Requirements

Prerequisites for Work IQ

Work IQ accesses data via Microsoft Graph using
your authenticated identity.Data access through Microsoft GraphKey points

Work IQ can only access data you already have
permission to viewPermission-based access

Work IQ doesn't store your Microsoft 365 data; it
retrieves information on-demandNo data storage

All data access follows your organization's security
policiesEnterprise security

Administrators can monitor and control Work IQ
usageAdmin visibility

Details

You can't access documents you don't have
permission to view
Queries are auditable by your organization
Data protection policies apply to Work IQ queries

Details

Security and data access

Understand users' work context during agent
development; interact with Work IQ via CLI or the
MCP server depending on workflow.

Work IQ interaction methodsKey points

Use the CLI for quick, ad-hoc queries during
development.CLI for ad-hoc queries

Works well for scripts, one-off queries, or quick
answers without opening an IDE.CLI for scripts and quick answers

Key points

💻 Run the workiq ask command directly from
your terminal

CLI approach

Both access the same data/permissions; use CLI
for scripting/quick terminal queries and MCP
server for integrated AI assistant experiences.

CLI vs MCP server

Work IQ is in preview; features and APIs may
change as the product evolves.Work IQ preview

Key points

Ask Copilot: "What requirements did Sarah share
about the authentication feature?"
Copilot uses Work IQ's MCP tools to query your
Microsoft 365 data
You receive the answer in the chat without running
any commands

Details

AI assistant accesses Microsoft 365 data
automatically via Work IQ
Seamlessly integrates workplace context;
assistant queries Work IQ as needed

MCP server benefits

MCP server approach

Using Work IQ with agent development

Access Microsoft 365 data with Work IQ

Use ongoing testing, troubleshooting, and
monitoring after publishing to ensure reliable agent
performance over time.

Post-deployment testing and monitoringKey points

Useful for development testing but doesn't
simulate the full published experience.Foundry playground limitationsKey points

The Teams user interface renders responses
correctly
Authentication flows work as expected
Response times are acceptable in production
The published agent identity has necessary
permissions

Details

Have colleagues test to find phrasing differences
and platform-specific issues across Teams clients
(desktop, web, mobile).

Colleague testingKey pointsTesting with multiple users

Testing beyond the Foundry playground

Azure Bot Service isn't running
Bot Service configuration is incorrect
Network issues between Teams and your agent

Details

3. Confirm the agent is published and the package
was uploaded correctly.2. Check Bot Service logs for errors.1. Verify the Bot Service resource exists in the

Azure portal.Steps

Agent doesn't respond in Teams

The published agent identity doesn't have the
required permissions.Possible cause

Resolution
Details

3. Assign appropriate RBAC roles to the published
agent identity.

2. In the Azure portal, locate the resources your
tools access.

1. Find the published agent's identity in the
Foundry portal.Steps

Tools work in Foundry but fail in Teams

Wrong publish scope selected
Admin approval pending (for organization scope)
Tenant policies block custom apps

Details

For shared scope: Share the direct link with users.
For organization scope: Verify admin approval in
the Microsoft 365 admin center.
Check tenant settings for custom app permissions.

Details

Users can't find the agent

Complex agent instructions requiring extended
processing
Tools that query large data sets
Network latency

Details

Simplify agent instructions where possible.
Optimize tool configurations.
Test from different network locations to isolate
network issues.

Details

Slow response times

Common scenarios and resolutionsCommon troubleshooting scenarios

Regularly review metrics to identify trend signals
that indicate problems.Regular metric reviewKey points

Request volume and patterns
Response times
Error rates
Tool invocation statistics

Details

Check Foundry metrics

Trace individual conversations
Analyze error patterns
Measure end-to-end latency
Set up alerts for anomalies

CapabilitiesReview Application Insights

Create a Teams channel or email address for
agent feedback
Periodically review feedback to identify common
problems
Use feedback to prioritize agent improvements

Gather user feedback

Monitoring published agents

Update your agent in the Foundry portal and
republish; org-scope deployments may need
tenant policy re-approval.

Update agent and republishKey pointsIterating on your agent

Test and iterate your integrated agent

Integrate your agent with Microsoft 365 1.2  1.3

Define sequences of steps instead of writing code;
platform manages execution and state.Declarative visual workflows

Each node performs functions like invoking
agents, evaluating conditions, managing data, or
communicating with users.

Connected workflow nodes

Combine agents with different responsibilities to
handle complex or ambiguous tasks more robustly
and scalably.

Coordinate multiple agents

Workflows can pause, request human input, or
escalate when confidence is low or more context
is needed.

Balance automation and oversight

Key points

🖼️ A screenshot of a group chat workflow in
Microsoft Foundry

Understand Workflows

Recognize pattern strengths to choose an
orchestration approach before you design a
workflow.

Workflow pattern selectionKey points

Sequential workflow: fixed steps passing output to
next node
Human-in-the-loop workflow: pauses for user input
or approval before continuing
Group chat workflow: dynamic orchestration where
multiple agents collaborate

Workflow patterns

Identify Workflow Patterns

Nodes represent actions; connections define
execution flow, aiding orchestration and agent
interaction understanding.

Visual designer and nodes

Start blank or use patterns; layout shows
execution order; save often—workflows aren't
saved automatically.

Workflow creation and saving

Variables provide shared state across nodes so
outputs inform decisions or trigger actions; use all
node types.

Variables and shared state

Interact via the chat window to observe inputs
across nodes, validate steps, and trace execution
paths visually.

Conversational execution context

Nodes are the foundational building blocks to
integrate AI reasoning, data handling, and control
logic.

Nodes as building blocks

Key points

🖼️ A screenshot of the Microsoft Foundry
workflow designer showing available node types

Invokes an AI agent from your project or creates a
new one. Agent nodes can return free-text …Invoke

Controls the workflow's execution path. Flow
nodes let your workflow adapt dynamically to
different …

If/Else: Branches execution based on conditions.
Go To: Jumps to another node in the workflow.
For Each: Loops over a list of items, performing
the same actions for each one.

Flow nodes

Flow

Manipulates data and manages variables. Data
transformation nodes ensure that information is …

Set Variable: Assigns a value to a variable for later
use.
Reset Variable: Clears or reinitializes a variable.
Parse value: Extracts specific data from structured
outputs or converts values to different formats.

Data transformation nodes

Data transformation

Sends messages to the user or asks questions to
collect input. These nodes are often paired with …Basic chat

Marks the conclusion of a workflow. The End node
can optionally return a final result or status.End

Main node types

Create workflows in Microsoft Foundry

Core reasoning components enabling AI-driven
decisions, classification, and response generation;
configurable with purpose, model, prompt, and
tools.

Agents in workflows

Adds an existing or new agent to a workflow;
configure tools, knowledge, memory, guardrails;
passes context in, returns a response.

Invoke agent node

Agents can be reused across workflows to enable
modular design, easing maintenance and future
evolution.

Reusable agents

Define a JSON schema response format (Details
tab of Invoke agent) so output can drive routing
and variable assignment.

Structured agent output

Store agent output in a variable (Action settings of
Invoke agent) to drive branches, decisions, or
other agents' input.

Agent output in variables

Key points

🖼️ Screenshot of the Invoke agent node
parameters showing the response schema
configuration
🖼️ Screenshot showing how to store agent output
in a variable for later use in the workflow

Add Agents to a Workflow

Low-code, Excel-like language used to manipulate
data, evaluate conditions, and control flow in
workflows.

Power Fx in workflowsKey points

An expression that evaluates to a value.Power Fx formula

Enable workflows to adapt using context and
previous steps.Variables in formulas

Key points

System variables provide contextual information
about the workflow or conversation, such as the …System variables

Local variables store data captured or created
during workflow execution and can be used in …Local variables

Details

Convert a user's input to uppercase:
Upper(Local.Input)
Check whether an agent's confidence score is
above a threshold: Local.Confidence > 0.8
Sum values in a list or a column of records:
Sum(Local.ItemList, Amount)

Details

How formulas work

Use Power Fx in If/Else nodes to evaluate
conditions referencing system/local variables or
agent outputs to branch execution.

If/ElseKey pointsConditions as decision points

Iterate collections with Power Fx, applying the
same actions and using variables/conditions to
avoid duplicated logic.

For-eachKey pointsLoops for processing multiple items

Use Power Fx formulas to create dynamic, data-
driven workflows that respond to inputs and agent
outputs, keeping logic maintainable.

Power Fx formulas in workflowsKey points

Upper(Local.Input)Formula Example

Transforms a string to all capsNotes
Convert text to uppercase

Lower(Local.Input)Formula Example

Transforms a string to all lowercaseNotes
Convert text to lowercase

Len(Local.Input)Formula Example

Returns the number of characters in a stringNotes
Get string length

Local.Confidence > 0.8Formula Example

Returns true/false; used in If/Else nodesNotes
Conditional check

If(Local.Confidence > 0.8, "Proceed", "Escalate")Formula Example

Returns one of two values depending on a
conditionNotes

If/Else logic

Sum([10, 20, 30])Formula Example

Adds up numbers in a simple listNotes
Sum a list of numbers

Sum(Local.ItemList, Amount)Formula Example

Adds up the Amount property of each record in a
tableNotes

Sum a column in a table

Count(Local.ItemList)Formula Example

Returns the number of itemsNotes
Count items in a table or list

IsBlank(Local.Input)Formula Example

Returns true if variable or input is emptyNotes
Check if blank

IsEmpty(Local.ItemList)Formula Example

Returns true if a table has no recordsNotes
Check if empty table

ForAll(Local.ItemList, Upper(Name))Formula Example

Applies a formula to each item in a list or tableNotes
Loop over items

Concatenate(Local.FirstName, " ",
Local.LastName)Formula Example

Joins multiple strings into oneNotes
Concatenate text

Purpose

Power Fx formula examples

Apply Power Fx in Workflows

Ensure workflows stay reliable, understandable,
adaptable; use Foundry to manage versions,
document changes, and sync visual and YAML.

Workflow maintenance and versioningKey points

Workflows in Microsoft Foundry available as visual
canvas or YAML; edits in one view sync to the
other.

Visual and YAML representationsKey pointsYAML and visual representations

Foundry creates a new immutable version each
time a workflow is saved for review, comparison,
or rollback.

Automatic immutable versionsKey pointsVersioning

Attach notes to nodes or sections to explain
design decisions, clarify variables, and help future
maintainers.

Notes for maintainersKey points

🖼️ Screenshot of a note added to the workflow
providing guidance

Adding notes for maintainers

Focus on improving clarity, reliability, and
efficiency, not just fixing errors.Workflow maintenance goals

Combine YAML editing, version control, and
documentation to make workflows enterprise-
ready and enable scalable, confident automation.

Workflow maintainability practices

Key points

Regularly reviewing workflows for unused or
redundant nodes.
Ensuring structured agent outputs are consistently
handled.
Documenting decisions and logic with notes.
Leveraging version history to track changes and
validate updates.

Best practices

Best practices for refinement

Maintain Workflows in Microsoft Foundry

Use AIProjectClient to authenticate and access the
OpenAI-compatible API for conversations and
workflows.

AIProjectClient connection

Pass a prompt/message via input so the workflow
can drive logic like ticket triage or answering
questions.

workflow input parameter

Key points

💻 To run an existing workflow in your project,
create a conversation and invoke the workflow by
name

A user question that agents analyze and respond
to
A support ticket description for classification and
routing
A data payload that triggers processing logic
An empty string that simply starts the workflow
without specific input

Details

Invoke a workflow

Application receives events as the workflow
executes when streaming is enabled.Streaming workflow events

With streaming, monitor events for real-time
progress or triggers; for human-in-the-loop
pauses, send messages to resume.

Handling workflow events

Key points

💻 These events let you display real-time
progress, capture agent outputs, and respond to
workflow actions

The workflow finished executing and returned a
final responseresponse.completed

An individual output item (such as a workflow
action) completedresponse.output_item.done

Event Type

Process workflow events

Use Foundry portal visual design plus code to
build AI-driven solutions that integrate with existing
software architecture.

Visual design and code integrationKey points

Embed AI-driven workflows directly in user-facing
appsBenefitWeb applications

Expose workflow capabilities through REST
endpointsBenefitAPIs and microservices

Invoke workflows programmatically for bulk
operationsBenefitBatch processing

Automate workflow testing as part of CI/CD
pipelinesBenefitTesting and validation

Build specialized UIs tailored to specific workflow
use casesBenefitCustom interfaces

Scenario

Benefits of code integration

Integrate into applications using the Azure AI
Projects SDK
Invoke by referencing the workflow's name or
include its YAML definition

Integration options

Use workflows in code

Build agent-driven workflows using Microsoft
Foundry 2.2  2.1

Successor to Semantic Kernel and AutoGen;
combines AutoGen abstractions with Semantic
Kernel features: session-based state, type safety,
execution filters, telemetry

Microsoft Agent Framework

Provides explicit control over multi-agent
execution and a unified Agent base class for
consistent interfaces across model providers

Graph-based workflows and base class

Key points

Bundles memory, tool integration, and model
access; use individually or combine as complexity
grows.

Composable building blocksKey points

A single, unified interface to connect with multiple
AI providersModel clients

Native state management for persistent
conversation context across multi-turn interactionsAgent session

Plug-and-play memory components that surface
relevant information to agents dynamicallyContext providers

Custom functions automatically registered with
agents, with schema generation handled by the …Function tools

Built-in support for the Model Context Protocol,
enabling dynamic tool discovery at runtimeMCP clients

Hooks to intercept, log, or modify agent actions
before and after executionMiddleware

Graph-based workflows for managing sequential,
concurrent, group chat, and agent handoff patternsWorkflow orchestration

Architecture and key features

Same Agent base class gives consistent
capabilities across providers, letting you focus on
application logic instead of provider APIs.

Consistent agent capabilitiesKey points

automatically invoke registered tools to interact
with external APIs and servicesFunction calling

maintain chat history either locally or via service-
provided history managementMulti-turn conversations

generate type-safe, schema-validated responsesStructured outputs

receive results incrementally as they're generatedStreaming responses

use built-in capabilities such as code execution,
file search, and web search where supported by
…

Service-provided tools

Details

What agents can do

Works with Azure AI Foundry, providing a
consistent interface to connect, manage sessions,
and integrate tools/services.

Microsoft Agent Framework

Authenticate with Azure credentials to connect to
Foundry and use features: persistent chat history,
dynamic tool discovery, Azure integration.

Foundry Agent Service capabilities

Key points

Foundry Agent Service supports service-side chat
history; sessions persist across turns without you
managing conversation state.

service-side chat historyKey pointsWhy Foundry is the recommended provider

Using the Microsoft Agent Framework with AI
Foundry

Agent Framework's common interface lets you
switch inference services without rewriting agent
logic; only client configuration changes.

Provider flexibility

Enterprise-grade provider: persistent chat history,
Model Context Protocol (MCP) tool support, and
integration with Azure services.

Foundry Agent Service

Key points

YesService chat historyFoundry Agent Service

YesService chat historyAzure OpenAI Responses

YesService chat historyOpenAI Responses

NoService chat historyAzure OpenAI Chat Completion

NoService chat historyOpenAI Chat Completion

NoService chat historyAnthropic Claude

NoService chat historyAmazon Bedrock

NoService chat historyGitHub Copilot

NoService chat historyOllama (OpenAI-compatible)

Provider matrix

Understand Microsoft Agent Framework AI agents

Recommended provider for Microsoft Agent
Framework; manages persistent history, offers
code execution and file search, integrates with
Azure identity.

Foundry Agent ServiceKey points

Ensure you have a Microsoft Foundry project and
a deployed model before writing any code.Microsoft Foundry project with deployed modelKey points

the URL of your Foundry project.Project endpoint

the name of the model deployment you want to
use for your agent.Model deployment name

Pieces

1. Set up your Foundry project

Resolves appropriate credential automatically—
Azure CLI for development, managed identity in
production; no hardcoded connection strings or
API keys.

DefaultAzureCredential resolutionKey points2. Configure authentication

Provide credentials, project endpoint, and model
name; client handles authentication, request
routing, and session management.

Foundry chat clientKey points3. Initialize the Foundry chat client

Framework registers provided tools and auto-
generates their schemas so the model knows
when and how to invoke them.

Tool registration and schemasKey points

the system prompt that defines the agent's role,
goals, and constraintsInstructions

Tools (optional)—Custom functions the agent can
call to take actions or retrieve informationTools

Details

4. Create the agent

Conversation-state container opened via agent
instance; send user messages to session's
execution method to process prompts and call
tools.

sessionKey points5. Establish a session and run the agent

Configuring a Foundry agent

Stores conversation history so the agent
remembers earlier turns across multiple run
method exchanges.

session

Foundry provider stores sessions in the Foundry
Agent Service, not in your application's memory.service-side storage

Key points

Because the state lives on the service side, a
user's conversation can continue across multiple
…

Persistent history

For providers that don't support service-side
history, the framework maintains the conversation
…

Local history

Details

Multi-turn conversations

Aggregates all agent output text; use it to extract
the final answer irrespective of streaming mode.text propertyKey points

the run method waits for the agent to finish
processing and returns a complete response
object. …

Non-streaming (synchronous)

the run method returns a response stream that
you iterate over asynchronously, receiving partial
…

Streaming (asynchronous)

Response modes

Nonstreaming vs. streaming responses

Create an Azure AI agent with Microsoft Agent
Framework

Enable agents to act—call APIs, execute code,
search files, interact with external services; without
them agents only generate text.

Agent tools purpose

Hosted and managed by the provider; supported
by the Microsoft Agent Framework.service-provided tools

You write and register these tools yourself with the
agent.custom function tools

Key points

Enable by including them in the agent
configuration; the provider handles execution.Foundry hosted tools

Azure AI Search, Bing Grounding, SharePoint
available for Foundry agents; limited support on
other providers.

Tools in preview or experimental

Key points

Executes Python code in a sandboxed
environment for calculations and data analysisWhat it doesCode Interpreter

Searches through and retrieves information from
uploaded documentsWhat it doesFile Search

Retrieves up-to-date information from the internetWhat it doesWeb Search

MCP (Model Context Protocol) servers invoked
directly by the provider runtimeWhat it doesHosted MCP Tools

Queries an Azure AI Search index through a
Foundry connectionWhat it doesAzure AI Search

Named, versioned bundles of hosted tool
configurations managed in a Foundry projectWhat it doesFoundry Toolboxes

Service-provided tools

Extend agents with any Python logic: call internal
APIs, query databases, perform calculations, etc.Custom function tools

Pass the function to the agent during creation;
framework inspects signature and generates a
schema.

Registering a function tool

Provide clear descriptions so the model can
reliably determine when to call the tool.Clear function descriptions

Framework auto-generates schema, invokes the
function, and returns results to the model before
final response.

Automatic tool invocation

Key points

use Python's Annotated type with a field
description on each parameter. The function's
docstring …

Type annotations with descriptions

explicitly specify the tool's name and description
as decorator arguments, giving you full control …The @tool decorator

Approaches

Pass a list of functions when creating the agent;
model auto-selects tools and framework
orchestrates using context and tool descriptions.

Registering multiple toolsKey pointsAdding multiple tools

Custom function tools

When enabled via approval_mode on the @tool
decorator, agent pauses and requests human
confirmation before invoking the tool.

tool approvalKey pointsTool approval

Convert an inner agent into a function tool and
pass it to an outer agent to delegate tasks and
route requests.

Agent composition using toolsKey pointsUsing an agent as a tool

the model's ability to choose the right tool depends
entirely on the descriptions you provide. Be …Write clear descriptions

describe each input so the model can construct
valid calls, especially when parameter names
alone …

Annotate every parameter

tools should return structured, interpretable output.
The model uses the return value directly when …Return meaningful data

each tool should do one thing well. Combining
multiple responsibilities into a single function …Keep tools focused

if a tool encounters an unexpected input or an
external service fails, return an informative error …Handle errors gracefully

Best practices for custom tools

Add tools to Azure AI agent

Develop an AI agent with Microsoft Agent
Framework 2.2

Open-source SDK to integrate AI models and build
AI-powered agents that work independently or
collaborate on complex tasks.

Microsoft Agent FrameworkKey points

Definition Helps developers build AI-powered agents that
use large language models plus traditional
programming logic to process inputs and act
autonomously.

Microsoft Agent FrameworkKey points

Agents Agents are intelligent, AI-driven entities
capable of reasoning and executing tasks. They …Agents

Agent orchestration Multiple agents can
collaborate towards a common goal using different
…

Agent orchestration

Key components

Chat clients Chat clients provide abstractions for
connecting to AI services from different …Chat clients

Tools and function integration Tools enable agents
to extend their capabilities through custom …Tools and function integration

Conversation management Agents can maintain
conversation history across multiple interactions
using …

Conversation management

Core features

Core concepts

Microsoft Agent Framework

Integrates agents (including Microsoft Foundry
Agent Service), supports multi-agent and human-
in-the-loop workflows, and is provider-agnostic.

Microsoft Agent Framework capabilitiesKey pointsWhy you should use the Microsoft Agent
Framework

Understand the Microsoft Agent Framework

Enables designing, managing, and scaling
complex multi-agent workflows without manual
agent coordination.

Microsoft Agent Framework SDK

Enables handling tasks too complex for a single
agent, like parallel analyses, multi-stage pipelines,
and context-driven handoffs.

Complex task orchestration

Key points

Often limited in scope, constrained to one set of
instructions or a single model prompt.Single-agent system limitations

Enables flexible, efficient, scalable solutions for
collaboration, specialization, or redundancy in
real-world applications.

Benefits of multi-agent orchestration

Key points

Assign distinct skills, responsibilities, or
perspectives to each agent.
Combine outputs from multiple agents to improve
decision-making and accuracy.
Coordinate steps in a workflow so each agent’s
work builds on the last.
Dynamically route control between agents based
on context or rules.

Details

Why multi-agent orchestration matters

Structured sequences of steps to complete a task,
possibly including AI agents and other
components.

workflows

Enables coordinating multiple AI agents to control
how tasks are executed.multi-agent orchestration

Saves and resumes workflow state so workflows
can be paused and continued.checkpointing

Key points

Executors can represent AI agents that receive
input, perform actions, and produce outputs.AI agents

Executors can be custom logic components that
perform actions and produce outputs.custom logic

Key pointsExecutors

Edges determine message flow and set execution
logic and order.Message flow between executorsKey points

Connect one executor directly to another in
sequence. Example: After an AI agent gathers
user …

Direct Edges

Trigger only when certain conditions are met.
Example: If hotel rooms are unavailable, the
workflow …

Conditional Edges

Route messages to different executors based on
predefined conditions. Example: VIP customers
might …

Switch-Case Edges

Send a single message to multiple executors
simultaneously. Example: One request could be
sent to …

Fan-Out Edges

Combine multiple messages from different
executors into one for a final step. Example: After
…

Fan-In Edges

Types

Edges

Built-in workflow events let you monitor progress
and analyze performance during execution.observability

Built-in workflow events help you track errors
during execution.debugging

Let you design, monitor, and control how multiple
agents and logic components interact on complex
tasks, adding structure, flexibility, and
transparency.

Agent Framework workflows

Key points

Triggered when workflow execution begins.WorkflowStartedEvent

Emitted when the workflow produces an output.WorkflowOutputEvent

Occurs when an error is encountered.WorkflowErrorEvent

Fired when an executor starts processing a task.ExecutorInvokeEvent

Fired when an executor finishes its work.ExecutorCompleteEvent

Logged when an external request is issued.RequestInfoEvent

Event Name

Events

Core Components of a Workflow

Understand workflows in the Microsoft Agent
Framework

Microsoft Agent Framework SDK provides several
technology-agnostic patterns for coordinating
agents and integrating with existing systems.

Orchestration patternsKey points

Broadcast the same task to multiple agents at
once and collect their results independently. Useful
…

Concurrent orchestration

Pass the output from one agent to the next in a
fixed order. Ideal for step-by-step workflows, …Sequential orchestration

Dynamically transfer control between agents
based on context or rules. Great for escalation, …Handoff orchestration

Coordinate a shared conversation among multiple
agents (and optionally a human), managed by a
chat …

Group chat orchestration

A manager-driven approach that plans, delegates,
and adapts across specialized agents. Suited to …Magentic orchestration

Details

Supported orchestration patterns

Microsoft Agent Framework SDK exposes a
consistent, developer-friendly interface for building
and running orchestration patterns.

Consistent developer-friendly interface

Shared core interface lets you try orchestration
strategies without rewriting agents; SDK abstracts
communication, coordination, and result
aggregation.

Shared core interface

Provides flexible, scalable orchestration with built-
in patterns, unified development model, and
runtime features for parallel, sequential, or
dynamic workflows.

Flexible scalable orchestration

Key points

Define your agents and describe their capabilities.

Select and create an orchestration pattern,
optionally adding a manager agent if needed.

Optionally configure callbacks or transforms for
custom input and output handling.

Start a runtime to manage execution.

Invoke the orchestration with your task.

Retrieve results in an asynchronous, nonblocking
way.6. Retrieve results

5. Invoke the orchestration
4. Start a runtime

3. Optionally configure callbacks or transforms

2. Select and create an orchestration

1. Define your agentsSteps

A unified orchestration workflow

Understand agent orchestration

Multiple agents independently work
simultaneously; outputs are gathered and
combined for diverse solutions.

Concurrent orchestration

Agents run simultaneously instead of sequentially,
speeding up processing and covering more
perspectives.

Concurrent execution

Results are usually combined into a final answer,
but agents can also produce separate
independent outputs.

Agent result handling

Agents are isolated but can invoke other agents;
you may call all registered agents or select
specific ones.

Agent invocation options

Key points

🖼️ Diagram of concurrent orchestration flow When tasks can run at the same time, either by
using a fixed group of agents or by selecting AI …
When the task benefits from different specialized
skills or approaches (for example, technical, …

Situations

Brainstorming ideas
Combining different reasoning methods (ensemble
reasoning)
Making decisions based on voting or consensus
(quorum)
Handling tasks where speed matters and running
agents in parallel cuts down wait time

Examples

When to use concurrent orchestration

Agents need to build on each other's work or
depend on shared context in a specific order.
The task requires a strict sequence of steps or
predictable, repeatable results.
Resource limits, like model usage quotas, make
running agents in parallel inefficient or impossible.
Agents can't reliably coordinate changes to shared
data or external systems while running at the …
There's no clear way to resolve conflicts or
contradictions between results from different
agents.
Combining results is too complicated or ends up
lowering the overall quality.

ScenariosWhen to avoid concurrent orchestration

Run independent agents in parallel to boost
efficiency and insights; watch resource and
coordination limits; use Microsoft Agent
Framework SDK.

Concurrent orchestration patternKey points

Create your chat client Set up a chat client (for
example, AzureOpenAIChatClient) with
appropriate …

Define your agents Create agent instances using
the chat client's create_agent method. Each agent
…

Build the concurrent workflow Use the
ConcurrentBuilder class to create a workflow that
can run …

Run the workflow Call the workflow's run method
with the task or input you want the agents to work
…

Process the results Extract the outputs from the
workflow events using get_outputs(). The results
…

Handle the aggregated responses Process the
aggregated messages from all agents. Each
message …

6. Handle the aggregated responses

5. Process the results

4. Run the workflow

3. Build the concurrent workflow

2. Define your agents

1. Create your chat clientSteps

Implement concurrent orchestration

Use concurrent orchestration

Agents in a pipeline; each agent's output feeds the
next; ideal for dependent multi-step workflows.sequential orchestration

Best for step-by-step tasks; agent order is
predetermined and agents don't control
subsequent steps.

Fixed execution order

Key points

🖼️ Diagram that shows sequential orchestration
where agents process tasks in a defined pipeline
order. Output flows from one agent to the next

Processes made up of multiple steps that must
happen in a specific order, where each step relies
on …
Data workflows where each stage adds something
important that the next stage needs to work
properly.
Tasks where stages can't be done at the same
time and must run one after another.
Situations that require gradual improvements, like
drafting, reviewing, and polishing content.
Systems where you know how each agent
performs and can handle delays or failures in any
step …

When to use sequential orchestration

Stages can be run independently and in parallel
without affecting quality.
A single agent can perform the entire task
effectively.
Early stages may fail or produce poor output, and
there's no way to stop or correct downstream …
Agents need to collaborate dynamically rather
than hand off work sequentially.
The workflow requires iteration, backtracking, or
dynamic routing based on intermediate results.

When to avoid sequential orchestration

Ordered agent steps that refine outputs and
ensure predictable workflows using the Microsoft
Agent Framework SDK for complex tasks.

Sequential orchestrationKey points

Create your chat client Set up a chat client (for
example, AzureOpenAIChatClient) with
appropriate …

Define your agents Create agent instances using
the chat client's create_agent method. Each agent
…

Build the sequential workflow Use the
SequentialBuilder class to create a workflow that
executes …

Run the workflow Call the workflow's run_stream
method with the task or input you want the agents
…

Process the workflow events Iterate through the
workflow events using an async loop. Look for …

Extract the final conversation Collect the final
conversation from the workflow outputs. The result
…

6. Extract the final conversation

5. Process the workflow events

4. Run the workflow

3. Build the sequential workflow

2. Define your agents

1. Create your chat clientSteps

Implement sequential orchestration

Use sequential orchestration

Collaborative conversation among multiple AI
agents and optional human, managed by a central
chat manager that controls responses.

Group chat orchestration

Supports ideation to formal workflows, human-in-
the-loop setups; agents typically converse without
directly changing running systems.

Group chat use cases

Key points

🖼️ Diagram that shows group chat orchestration
where multiple agents participate in a managed
conversation. A central chat manager coordinates
the discussion flow

Spontaneous or guided collaboration among
agents (and possibly humans)
Iterative maker-checker loops where agents take
turns creating and reviewing
Real-time human oversight or participation
Transparent and auditable conversations since all
output is collected in a single thread

Details

Creative brainstorming where agents build on
each other's ideas
Decision-making that benefits from debate and
consensus
Complex problems requiring cross-disciplinary
dialogue
Quality control and validation requiring multiple
expert perspectives
Content workflows with clear separation between
creation and review

Common scenarios

When to use group chat orchestration

Simple task delegation or straightforward linear
pipelines suffice
Real-time speed requirements make discussion
overhead impractical
Hierarchical or deterministic workflows are needed
without discussion
The chat manager can't clearly determine when
the task is complete
Managing conversation flow becomes too
complex, especially with many agents (limit to
three or …

When to avoid group chat orchestration

Maker proposes content; checker reviews and
critiques in repeated, turn-based cycles managed
by the chat manager.

Maker-checker loopKey pointsMaker-checker loops

Create your chat client Set up a chat client (for
example, AzureOpenAIChatClient) with
appropriate …

Define your agents Create agent instances using
the chat client's create_agent method. Each agent
…

Build the group chat workflow Use the
GroupChatBuilder class to create a workflow that
can run …

Run the workflow Call the workflow's run method
with the task or input you want the agents to work
…

Process the results Extract the outputs from the
workflow events using get_outputs(). The results
…

Handle the aggregated responses Process the
aggregated messages from all agents. Each
message …

6. Handle the aggregated responses

5. Process the results

4. Run the workflow

3. Build the group chat workflow

2. Define your agents

1. Create your chat clientStepsImplement group chat orchestration

Create by extending the base GroupChatManager
class.Custom group chat manager

Implement specialized logic tailored to your
specific use case.Specialized manager logic

Key points

How conversation results are filtered or
summarized
How the next agent is selected
When to request user input
When to terminate the conversation

Details

Customizing the group chat manager

Process user input and termination conditions
before advancing conversation; override manager
methods to alter behavior.

Input and termination handling

Enables AI agents (and optionally humans) to
collaborate iteratively; Microsoft Agent Framework
SDK simplifies implementing customizable group
chat orchestration.

Group chat orchestration

Key points

4. select_next_agent - If continuing, chooses the
next agent to speak.

3. filter_results - If ending, summarizes or
processes the final conversation.

2. should_terminate - Determines if the
conversation should end (for example, max rounds
reached).

1. should_request_user_input - Checks if human
input is needed before the next agent responds.Steps

Group chat manager call order

Use group chat orchestration

AI agents transfer control based on task context or
user requests, delegating to the most expert
agent.

Handoff orchestration

Agents operate one at a time, fully handing off
control as tasks become clearer, suited when best
agent unknown upfront.

Sequential agent handoffs

Key points

🖼️ Diagram of handoff orchestration flow

Tasks need specialized knowledge or tools, but
the number or order of agents can't be determined
in …
Expertise requirements emerge dynamically
during processing, triggering task routing based on
…
Multiple-domain problems require different
specialists working sequentially.
You can define clear signals or rules indicating
when an agent should transfer control and to
whom.

ScenariosWhen to use handoff orchestration

The involved agents and their order are known
upfront and fixed.
Task routing is simple and rule-based, not needing
dynamic interpretation.
Poor routing decisions might frustrate users.
Multiple operations must run at the same time.
Avoiding infinite handoff loops or excessive
bouncing between agents is difficult.

ScenariosWhen to avoid handoff orchestration

Use Microsoft Agent Framework SDK control
workflows: agents run sequentially, with switch-
case routing based on classification results.

Control workflow routing

With Microsoft Agent Framework SDK,
dynamically route tasks to specialized agents,
include human input, ideal for complex evolving
workflows.

Handoff orchestration benefits

Key points

Create your chat client for connecting to AI
services
Define Pydantic models for AI agents' structured
JSON responses
Create simple data classes for passing information
between workflow steps
Configure agents with specific instructions and
response_format parameter for structured JSON
output

saves incoming data to shared state and forwards
to classification agentInput storage executor

converts agent's JSON response into typed
routing objectTransformation executor

separate executors for each classification outcome
with guard conditions to verify correct message …Handler executors

Create factory functions that generate condition
checkers for each classification value
Design conditions to examine incoming messages
and return true for specific classification results
Use conditions with Case objects in switch-case
edge groups
Always include a Default case as fallback for
unexpected scenarios

Use WorkflowBuilder to connect executors with
regular edges
Add switch-case edge group for routing based on
classification results
Configure workflow to follow first matching case or
fall back to default
Set up terminal executor to yield final output

4. Assemble the workflow

3. Build routing logic

2. Create specialized executor functions

1. Set up data models and chat clientSteps

Implementing handoff orchestration

Use handoff orchestration

Flexible multi-agent pattern with a Magentic
manager coordinating specialized agents and
selecting next actor based on context, progress,
capabilities.

Magentic orchestration

Manager maintains shared context, tracks
progress, adapts workflow, and builds a dynamic
task ledger recording goals, subgoals, and
execution plans.

Shared context and task ledger

Key points

🖼️ Diagram of Magentic orchestration flow
The problem is complex or open-ended with no
predetermined solution path.
Input and feedback from multiple specialized
agents are needed to shape a valid solution.
The system must generate a documented plan of
approach for human review.
Agents have tools that can directly interact with
external systems and resources.
A step-by-step, dynamically built execution plan
adds value before running the tasks.

ScenariosWhen to use Magentic orchestration

The solution path is fixed or deterministic.
There's no need to produce a ledger or plan of
approach.
The task is simple enough for a more lightweight
orchestration pattern.
Speed is the priority, as this method emphasizes
planning over fast execution.
You expect frequent stalls or loops without a clear
resolution path.

When to avoid Magentic orchestration

Uses real-time agent coordination to dynamically
design, refine, and execute solution paths for
complex evolving problems with Microsoft Agent
Framework.

Magentic orchestration capabilitiesKey points

Define specialized agents Create agent instances
(for example, ChatAgent) with specific …

Set up event handling callback Define an async
callback function to handle different types of …

Build the Magentic workflow Use the
MagenticBuilder class to create the orchestration.
Add your …

Configure the standard manager The standard
manager coordinates agent collaboration using a
chat …

Run the workflow Call the workflow's run_stream
method with your complex task. The workflow …

Process workflow events Iterate through the
workflow events using an async loop. Handle
different …

Extract the final result Collect the final output from
the workflow events. The result contains the …7. Extract the final result

6. Process workflow events

5. Run the workflow

4. Configure the standard manager

3. Build the Magentic workflow

2. Set up event handling callback

1. Define specialized agentsSteps

Implementing Magentic orchestration

Use Magentic orchestration

Orchestrate a multi-agent solution using the
Microsoft Agent Framework 2.2

Standardized way for AI agents to communicate,
share context, invoke capabilities, and exchange
information securely.

Agent-to-Agent (A2A) protocol

Agents must describe their capabilities before
joining multi-agent workflows.Agent Skills

Exposes Agent Skills and how other agents or
clients can discover those capabilities.Agent Card

Key points

A2A enables agents from different vendors and
platforms to share context and work together, …Enhanced Collaboration

Each A2A agent can choose which large language
model (LLM) to use for handling requests,
enabling …

Flexible Model Selection

Authentication is built into the A2A protocol,
providing a robust security framework for secure
…

Integrated Authentication

AdvantagesAdvantages of the Agent-to-Agent (A2A) protocol

Describes a capability the agent can perform;
communicates to clients or other agents what
tasks it handles.

Agent Skill

Consider tasks, clear descriptions, and how clients
or agents will use them; examples: greeting or
blog-writing.

Defining agent skills

Key points

ID: A unique identifier for the skill.
Name: A human-readable name describing the
skill.
Description: A detailed explanation of what the skill
does.
Tags: Keywords for categorization and easier
discovery.
Examples: Sample prompts or use cases to
illustrate the skill in action.
Input/Output Modes: Supported data formats or
media types (for example, text, JSON).

Key elements

Agent Skills

Structured document clients or routing agents
retrieve to discover an agent's capabilities and
interaction details.

Agent Card purpose

Ensure it accurately lists the agent’s skills and
endpoints so clients or routing agents can discover
and interact appropriately.

Agent Card accuracy

Key points

Identity Information: Name, description, and
version of the agent.
Endpoint URL: Where the agent’s A2A service can
be accessed.
Capabilities: Supported A2A features such as
streaming or push notifications.
Default Input/Output Modes: The primary media
types the agent can handle.
Skills: A list of the agent’s skills that other agents
can invoke.
Authentication Support: Indicates if the agent
requires credentials for access.

Key elements

Agent Card

Routing agent retrieves each agent’s card,
discovers capabilities, and orchestrates title-to-
outline flow producing a cohesive final response.

Routing agent orchestrationKey points

Other agents or clients can discover the agent
automatically.
Requests can be routed to the agent’s appropriate
skill.
Responses are returned in supported formats,
enabling smooth collaboration across multiple
agents.

Details

Putting it together

Define an A2A agent

Core A2A agent component defining request
processing, response generation, and
communication; bridges A2A protocol and agent's
business logic.

Agent ExecutorKey points

Handles incoming requests, processes them per
the agent’s capabilities, and sends
responses/events via a communication channel.

AgentExecutor responsibilitiesKey points

Execute tasks requested by users or other agents.
Stream responses or send individual messages
back to the client.
Handle task cancellation if supported.

Details

Understand the Agent Executor

Provides the executor with information about the
incoming request.RequestContext

Used to communicate results or events back to the
client.EventQueue

Key points

ExecutePrimary operations

Processes incoming requests and generates
responses.
Accesses request details (for example, user input,
task context).
Sends results back via an event queue, which may
include messages, task updates, or artifacts.

Details

Handles requests to cancel an ongoing task.
May not be supported for simple agents.

Details

Implement the interface

Basic agents may simply state that cancellation
isn't supported.cancellation support

Central for A2A agents; defines task execution,
result communication, and a standardized
interface for multi-agent workflows.

Agent Executor

Key points

4. The routing mechanism sends the event back to
the requester.

3. The executor wraps the result as an event and
places it on the event queue.

2. The executor receives a request and calls the
agent’s logic.

1. The agent has a small helper class that
implements its core logic (for example, returning a
string).

Steps

Request handling flow

Implement an agent executor

Hosting makes an agent accessible over HTTP to
clients and other agents for real-time interactions
and multi-agent workflows.

Agent hosting purpose

Server bridges an agent's logic and the external
world so the agent can participate in coordinated
workflows.

Server as bridge

Key points

Expose its capabilities through its Agent Card,
which clients and other agents can discover.Agent Card

Receive incoming A2A requests and forward them
to your Agent Executor for processing.Agent Executor

Manage task lifecycles, including streaming
responses and stateful interactions.

Details

Agent CardEssential components

Describes the agent’s capabilities, skills, and
input/output modes.
Exposed at a standard endpoint (typically /.well-
known/agent-card.json) so clients and other
agents …
Can include multiple versions or an "extended"
card for authenticated users.

Details

Routes incoming requests to the appropriate
methods on your Agent Executor (for example,
execute or …

Agent Executor

Manages the task lifecycle using a Task Store,
which tracks tasks, streaming data, and …Task Store

Even simple agents require a task store to handle
interactions reliably.

Details

Built using a web framework (Starlette in Python)
to handle HTTP requests.
Combined with an ASGI server (like Uvicorn) to
start listening on a network interface and port.
Exposes the agent card and request handler
endpoints, enabling clients to interact with your
agent.

Details

Request Handler
Server Application

Agent server core components

Core components of the agent server

Hello World exposes a greeting; hosted agents
respond at their endpoint; complex agents support
multiple skills and authenticated Agent Cards.

Hosted agent capabilities

Hosting combines the Agent Card, request
handler, and agent executor to enable client/agent
interactions and reliable multi-agent task
management.

A2A agent hosting components

Key points

Initialize a request handler that links your Agent
Executor with a Task Store.

5. Once running, the agent listens for incoming
requests and responds according to its defined
skills.

4. Start the server using an ASGI server (Uvicorn)
to make it accessible on the network.

3. Set up the server application, providing the
Agent Card and request handler.

2. Agent Executor / Task Store1. Define your agent’s skills and Agent Card.Steps

Set up the A2A agent server

Host an A2A server

A client bridges your application and the A2A
agent server to enable interaction.Client as bridgeKey points

Discovering the Agent Card, which contains
metadata about the agent and its endpoints.
Sending requests to the agent for processing.
Receiving and interpreting the agent's responses,
which can be either direct messages or task-
based …

Client responsibilities

The client must know the base URL of the server.base URL

The client typically retrieves the Agent Card from a
well-known endpoint on the server.
Once the Agent Card is obtained, the client can be
initialized with it, establishing a connection …

Connect to your agent server

Returned by complex agents instead of immediate
messages to enable task tracking or cancellation.task objectsKey points

The client sends a message and waits for a
complete response. This type of request is suitable
for …

Non-Streaming Requests

The client sends a message and receives
responses incrementally as the agent processes
the request. …

Streaming Requests

Main types

Send requests to the agent

Clients must handle both response types and
correctly interpret the returned data.Agent response typesKey points

Immediate outputs from the agent, such as text or
structured content.Direct messages

Objects representing ongoing tasks, which may
require follow-up calls to check status or retrieve
…

Task-based responses

Agent responses

Involves fetching the Agent Card, establishing a
connection, sending requests, and handling
responses.

Connecting to agent serverKey points

Each request should be uniquely identifiable, often
using a generated ID.
Streaming responses are asynchronous and may
provide partial results before the final output.
Simple agents may return messages directly, while
more advanced agents may manage multiple
tasks …

Details

Interacting with the agent

Handle the agent response

Connect to your A2A agent

Discover Azure AI Agents with A2A 2.2

Develop AI agents on Azure

Designed to help extract information from text.Information extraction from text

Provides sentiment analysis, summarization, and
key phrase extraction; retained for existing
applications.

Deprecated language capabilities
Key points

Language detection - determining the language in
which text is written.
Named entity recognition - detecting references to
entities, including people, locations, time …

🖼️ Diagram showing an Azure Language resource
performing language detection, named entity
recognition, and PII extraction

Personally Identifiable Information (PII) extraction -
identifying and redacting personal details …

Examples

Use the key associated with your Foundry
resource; find it in the Foundry portal.Foundry resource key

Use Microsoft Entra ID authentication for greater
security in production solutions.Microsoft Entra ID authentication

Key points

💻 The following Python code creates a
TextAnalyticsClient object that can be used to
submit requests to Azure Language APIs in a
Foundry resource
💻 The following Python code uses the default
Azure identity of the context within which the client
application is running

Authentication

2. Call Azure Language APIs via its endpoint, with
key or Entra ID

1. Provision a Microsoft Foundry resource in your
Azure subscriptionProvision and use a Foundry resource

Using a Microsoft Foundry resource for text
analysis

Azure Language in Microsoft Foundry Tools

Returns language identifiers and a score indicating
analysis strength for each submitted document.Language detection API output

Useful for unknown-language content stores and
to set chat app responses to user's language.Language detection use cases

Response includes a score reflecting model
confidence, valued between 0 and 1.Confidence score range

Can be documents or single phrases; each
document must be under 5,120 characters.documents

Each document contains a unique id; collections
are restricted to 1,000 items.id

Field in each document that contains the text
submitted for analysis in the JSON payload.text

Response returns predicted language and a
confidence value (0 to 1) for each document.document

Simple, easy-to-identify text yields higher
confidence values in sample results.High confidence for simple text

Key points

💻 The following Python code analyzes two
(short) documents to detect the language in which
they're written
💻 An example of a response from the previous
code

Mixed-language content returns dominant
language with lower confidence
Unparseable text returns (unknown) language and
score 0

Ambiguous detection scenarios

Detect language

Identifies entities mentioned in the text.Named Entity RecognitionKey points

Person
Location
DateTime
Organization
Address
Email
URL

Examples

💻 Input for entity recognition is similar to input for
other Azure Language API functions
💻 The response includes a list of categorized
entities found in each document

Extract entities

Often necessary to identify/remove PII from
documents like feedback, medical records, or legal
documents before sharing.

Identifying and protecting PII

Detects/redacts names, addresses, phone
numbers, email addresses, social security and
credit card numbers; can extract or mask entities.

Azure Language PII capabilities

You can redact PII entities to protect sensitive
information.PII entity redaction

Key points

💻 As with all Azure Language functions, you can
submit one or more documents for analysis
💻 The response includes the PII entities
identified in the text along with their categories and
confidence scores
💻 The service returns a redacted version of the
text with PII replaced by asterisks or a specified
character
💻 This produces output with the sensitive
information masked

Extract personally identifiable information (PII)

Analyze text with Azure Language in Foundry
Tools 4.1

Protocol that connects AI agents to Azure
Language services and enables agents to use
external tools.

Model Context Protocol (MCP)Key points

Definition

Open protocol defining how AI agents interact with
external tools, data sources, and services.Model Context Protocol (MCP)

Agent queries the MCP server at runtime for a
catalog and chooses tools based on the user's
request.

Dynamic tool discovery

Tools can be added, updated, or removed on the
server without modifying the agent, easing
maintenance and scale.

MCP flexibility

Key points

The application that runs the agent (such as
Microsoft Foundry or a custom app).Host

A component within the host that manages
connections to MCP servers and handles
communication.

Client

A program that exposes tools, resources, and
prompts that an agent can discover and call.Server

Components

Model Context Protocol

Exposes Azure Language NLP capabilities as
callable tools for any MCP-compatible agent.Azure Language MCP server tools

Azure Language offers sentiment analysis,
summarization, and key phrase extraction but
these are deprecated for compatibility.

Deprecated capabilities

Agent receives the full tool list and its underlying
model chooses one or more tools based on the
user's prompt.

Agent tool selection

Key points

Identifies the language in which text is written.Language Detection

Identifies and categorizes entities in text, such as
people, places, organizations, dates, and …Named Entity Recognition

Detects and redacts personally identifiable
information (PII) such as names, addresses, and
phone …

PII Redaction

Extracts and labels medical entities (such as
diagnoses, medications, and symptoms) from
clinical …

Text Analytics for Health

Azure Language MCP server capabilities

Agent selects tools autonomously using tool
descriptions received from the MCP server, so no
routing logic needed.

Autonomous tool selectionKey points

6. The agent combines the results into a natural
language response for the user.

5. The MCP server processes the request using
the appropriate Azure Language capability and
returns …

4. The agent calls the selected tool through the
MCP server, passing the relevant input text.

3. The agent checks the available MCP tools and
their descriptions to find the best match.

2. The agent analyzes the prompt and determines
which task (or tasks) need to be performed.1. The user sends a prompt to the agent.Steps

How the agent selects tools

Replace {foundry-resource-name} with your
Foundry or Azure Language resource name; used
to configure agent connection.

Foundry resource name

Azure Language provides a local MCP server you
can host in your own environment.Local MCP server

Key points

💻 The Azure Language MCP server is available
as a remote endpoint with the following URL
format

MCP server endpoint

Understand the Azure Language MCP server

Create an agent in Microsoft Foundry, attach the
Language MCP tool, test in playground, optionally
build a client app.

Agent connection stepsKey points

You need a Microsoft Foundry project with a
deployed model to use the Azure Language MCP
server.

Foundry project with model

The agent is ready to receive tool connections.Agent ready for tools
Key points

Deploy a model (such as gpt-4.1) that your agent
will use for reasoning and generating responses.

💻 Code sample
3. Create an agent and give it instructions that
describe its purpose. For example: You are an AI
…

2. gpt-4.11. In the Microsoft Foundry portal, create a new
project (or use an existing one).Steps

Create a Foundry project and agent

Connect the Azure Language MCP server to your
agent using the Tools page in the Foundry portal.Tools

Agent has access to all text analysis tools
exposed by the Azure Language MCP server.Agent access to text analysis tools

Project key is on the project home page in the
Foundry portal.Project key location

Key points

In the navigation pane, select the Tools page. Select Connect a tool and choose Azure
Language in Foundry Tools from the catalog.

The name of your Foundry resource (for example,
myproject-resource).Foundry resource name

Key-based.Authentication

Credential (Ocp-Apim-Subscription-Key): The key
for your Foundry project.Credential

Settings

Wait for the connection to be created, then select
Use in an agent and choose your agent.4. Use in an agent

3. Configure the connection with the following
settings:

2. Connect a tool / Azure Language in Foundry
Tools

1. ToolsSteps

🖼️ Screenshot of the Tools catalog in the Foundry
portal showing the Azure Language in Foundry
Tools connection configuration

Connect the Azure Language MCP server

💻 After connecting the Language MCP tool,
update the agent's instructions to direct it to use
the tool

Update agent instructions

3. Returns a combined response.2. Calls the appropriate Azure Language MCP
tool(s).

1. Identifies the tasks needed (for example,
language detection and entity recognition).Steps

3. Review the Logs pane to see MCP tool calls,
inputs, and results

2. Approve the MCP tool when first prompted
(single use or always approve)

1. Use the agent playground in the Foundry portal
to test your agentTest in the agent playground

Test in the agent playground

Microsoft Foundry SDK uses the OpenAI
Responses API to support programmatic client
applications.

OpenAI Responses API

Use these packages to build a client application.azure-ai-projects and azure-identity packages

Agent returns results in output_text; use
response.model_dump_json() to view tool calls,
arguments, and results.

Agent response inspection

Key points

3. Call responses.create() to send a user prompt
to the agent.

2. Get an OpenAI client from the project client by
calling get_openai_client().

1. Create an AIProjectClient using your Foundry
project endpoint and DefaultAzureCredential
(which …

General pattern

💻 The key part is how you reference the agent —
you specify it by name in the extra_body
parameter

Define the Azure Language MCP server tool
connection in code instead of using the Foundry
portal when creating an agent.

MCP tool connection in codeKey points

💻 Use the MCPTool class from the azure-ai-
projects SDK to specify the server label, URL, and
allowed tools
2. Pass the mcp_tool when creating the agent
through the SDK

1. Create an MCPTool with server label, URL and
allowed toolsConnect the MCP server in code

Connect the MCP server in code

Build a client application

3. Each tool call goes through the MCP server;
agent combines outputs

2. Agent identifies both tasks and calls the
matching tools

1. User asks for entities, dates and sentiment in
one promptMulti-task prompt handlingTool selection with multi-task prompts

Connect and use the Language MCP server with
an agent

Develop a text analysis agent with the Azure
Language MCP server 2.2  4.1

Catalog of generative AI models from multiple
providers; models differ in capabilities and use-
case optimization.

Microsoft Foundry Models catalog

Includes specialized speech-capable models from
the gpt-4o family of OpenAI models.gpt-4o

Key points

🖼️ Screenshot of the model catalog in the
Foundry Portal

Generative AI models that can transcribe speech
to text.
Generative AI models that can synthesize text to
speech.

Common use-cases

Choose a speech-capable model

Submit audio to a model, which returns a text
transcript of the speech in the audio.Speech transcription

Model availability varies by region; review the
model regional availability table in the Microsoft
Foundry documentation.

model regional availability

Key points

gpt-4o-transcribe
gpt-4o-mini-transcribe
gpt-4o-transcribe-diarize

Models

💻 To use a speech-to-text model in your own
application, you can use the AzureOpenAI client in
the OpenAI SDK to connect to the endpoint for
your Microsoft Foundry resource, and upload the
contents of an audio file to the model for
transcription

Using a speech-to-text model

Transcribe speech

Develop a speech-capable generative AI
application 4.2

Set of speech capabilities provided by a Foundry
resource to add support to apps and agents in
Microsoft Foundry projects.

Azure Speech in Foundry ToolsKey points

Creating an application to transcribe recorded
calls or meetings.
Creating an AI assistant that can read text
messages or emails aloud.

Examples

🖼️ Diagram showing an Azure Speech resource
performing speech-to-text and text-to-speech
functions

Provision a Microsoft Foundry resource in your
Azure subscription to use Azure Speech in
Foundry Tools.

Provision Foundry resource

Use the resource's endpoint to call the Azure
Language APIs from your code.endpoint

Authenticate requests by providing the key
associated with your resource.key

Key points

Initial object for accessing Azure Speech in
Foundry Tools; encapsulates the service
connection details for your Foundry resource.

SpeechConfig

Before 1.48.2 Python SDK required specifying
region; from 1.48.2 you can use either resource
endpoint or region.

1.48.2

Key points

💻 The following Python code creates a
SpeechConfig object that can be used to submit
requests to Azure Speech APIs in a Foundry
resource

Creating a SpeechConfig

Using Azure Speech in a Microsoft Foundry
resource

Azure Speech in Foundry Tools

Azure Speech in Foundry Tools uses the Speech
to text API for recognition; SDKs follow a
consistent usage pattern.

Speech to text

Indicates operation outcome; has enumerated
values like RecognizedSpeech, NoMatch, or
Canceled.

Reason

Value meaning operation succeeded and
transcription was produced.RecognizedSpeech

Contains the transcription when Reason is
RecognizedSpeech.Text

Indicates audio parsed but no speech was
recognized.NoMatch

Indicates an error occurred during recognition.Canceled

Check this collection for additional details when
Canceled.Properties

Property in Properties to determine what went
wrong.CancellationReason

Key points

🖼️ A diagram showing how a SpeechRecognizer
object is created from a SpeechConfig and
AudioConfig, and its RecognizeOnceAsync
method is used to call the Speech to text API

Use a SpeechConfig object to encapsulate the
information required to connect to your Foundry …

Optionally, use an AudioConfig to define the input
source for the audio to be transcribed. By …

Use the SpeechConfig and AudioConfig to create
a SpeechRecognizer object. This object is a proxy
…

Use the methods of the SpeechRecognizer object
to call the underlying API functions. For example,
…

Process the response. In the case of the
RecognizeOnceAsync() method, the result is a …

Duration
OffsetInTicks
Properties
Reason
ResultId
Text

Properties

5. RecognizeOnceAsync() /
SpeechRecognitionResult

4. SpeechRecognizer / RecognizeOnceAsync()

3. SpeechConfig / AudioConfig /
SpeechRecognizer / Speech to text

2. AudioConfig

1. SpeechConfig / endpoint / region / keySteps

💻 The following Python example uses Azure
Speech in Foundry Tools to transcribe speech in
an audio file

Example - Transcribing an audio file

Use the Speech to Text API

Azure Speech in Foundry Tools provides Speech
to text APIs.Speech to text

Azure Speech in Foundry Tools offers a Text to
speech API for speech synthesis.Text to speech

Most interactive speech-enabled applications are
built using the Azure Speech SDK.Azure Speech SDK

Implementing speech synthesis follows the same
pattern as speech recognition.Speech synthesis pattern

Set to SynthesizingAudioCompleted when
synthesis completes successfully.Reason

Enumeration value indicating synthesis completed
successfully.SynthesizingAudioCompleted

Contains the synthesized audio stream; may have
been sent automatically to speaker or file.AudioData

Determines output behavior; can cause audio to
be sent to a speaker or file.AudioConfig

Key points

🖼️ A diagram showing how a SpeechSynthesizer
object is created from a SpeechConfig and
AudioConfig, and its SpeakTextAsync method is
used to call the Speech API

Use a SpeechConfig object to encapsulate the
information required to connect to your Azure
Speech …

Optionally, use an AudioConfig to define the output
device for the speech to be synthesized. By …

Use the SpeechConfig and AudioConfig to create
a SpeechSynthesizer object. This object is a proxy
…

Use the methods of the SpeechSynthesizer object
to call the underlying API functions. For example,
…

Process the response from the Azure Speech
service. In the case of the SpeakTextAsync
method, the …

AudioData
Properties
Reason
ResultId

Properties

5. SpeakTextAsync / SpeechSynthesisResult

4. SpeechSynthesizer / SpeakTextAsync()

3. SpeechConfig / AudioConfig /
SpeechSynthesizer / Text to speech

2. AudioConfig

1. SpeechConfig / location / keySteps

💻 The following Python example uses Azure
Speech in Foundry Tools to generate spoken
output from text

Example - synthesizing text as speech

Use the Text to Speech API

Use a SpeechConfig object to customize audio
returned by Azure Speech in Foundry Tools.SpeechConfigKey points

Azure Speech supports multiple output formats for
the audio stream generated by speech synthesis.Audio output formatsKey points

Audio file type
Sample-rate
Bit-depth

Details

💻 The following Python code sets the speech
output format for a previously defined
SpeechConfig object named speech_config

Audio format

Names indicate locale, person's name, and other
details (e.g., en-US-
Brian:DragonHDLatestNeural).

Voice name formatKey points

💻 The following Python example code sets the
voice to be used

Voices

Configure audio format and voices

Azure Speech SDK supports an XML-based
syntax to describe characteristics of synthesized
speech.

XML-based speech syntaxKey points

Specify a speaking style, such as "excited" or
"cheerful" when using a neural voice.
Insert pauses or silence.
Specify phonemes (phonetic pronunciations), for
example to pronounce the text "SQL" as "sequel".
Adjust the prosody of the voice (affecting the pitch,
timbre, and speaking rate).
Use common "say-as" rules, for example to
specify that a given string should be expressed as
a …
Insert recorded speech or audio, for example to
include a standard recorded message or simulate
…

Details

💻 Consider the following SSML

Ariana (cheerfully): "I say tomato:Ariana

"I say tomato (pronounced tom-ah-toe) ... Let's call
the whole thing off!"Guy

Neural voices

💻 To submit an SSML description to the Speech
service, you can use an appropriate method of a
SpeechSynthesizer object

Use Speech Synthesis Markup Language

Create speech-enabled apps with Azure Speech in
Microsoft Foundry Tools 4.2

Protocol that connects AI agents to Azure Speech
in Foundry Tools and enables agents to use
external tools.

Model Context Protocol (MCP)Key points

Definition

Open protocol defining how AI agents interact with
external tools, data sources, and services.Model Context Protocol (MCP)

Agent receives a catalog of tools and descriptions
from the MCP server and queries at runtime to
select tools.

Dynamic tool discovery

Tools can be added, updated, or removed on the
server without modifying the agent; agent
accesses latest tool definitions.

MCP flexibility

Key points

The application that runs the agent (such as
Microsoft Foundry or a custom app).Host

A component within the host that manages
connections to MCP servers and handles
communication.

Client

A program that exposes tools, resources, and
prompts that an agent can discover and call.Server

Components

Model Context Protocol

Agent gets tools and descriptions from the Speech
MCP server and chooses the appropriate speech
tool from the user's prompt.

Agent tool selectionKey points

Converts audio files to text using advanced
speech recognition. Supports WAV, MP3, OGG,
FLAC, MP4, …

Speech-to-text (Recognize)

Converts text input into natural-sounding audio
files using neural text-to-speech voices. Supports
…

Text-to-speech (Synthesize)

Azure Speech MCP server capabilities

Agent automatically chooses tools; you don't need
routing logic to decide between speech-to-text and
text-to-speech.

Autonomous tool selectionKey points

6. The agent presents the results to the user in a
natural language response.

5. The MCP server processes the request using
Azure Speech and returns the results (transcribed
text …

4. The agent calls the selected tool through the
MCP server, passing the relevant input (audio file
…

3. The agent checks the available MCP tools and
their descriptions to find the best match.

2. The agent analyzes the prompt and determines
which speech task needs to be performed.1. The user sends a prompt to the agent.Steps

How the agent selects tools

Required to store audio files because the Speech
MCP server processes audio instead of text-only.Azure Storage account

A SAS URL for a blob container grants the MCP
server read and write permissions to that
container.

SAS URL

Treat SAS URLs as secrets: use short expiry,
scope to one container, and don't embed them in
code, prompts, or transcripts.

SAS URL security

Key points

The Speech MCP server saves generated audio
files to an Azure Blob Storage container. The
agent's …

Text-to-speech

The agent can transcribe audio files from a
publicly accessible URL or from an Azure Blob
Storage …

Speech-to-text

Details

Storage requirements

An Azure subscription.Azure subscription

A Foundry resource and project — you need
Contributor or Owner role on the resource group.
Your …

Foundry resource and project

An Azure Storage account with a blob container
for storing audio files.Azure Storage account

A SAS URL for the blob container with read, write,
add, create, and list permissions.SAS URL

RequirementsPrerequisites

Provide your resource key and a blob container
SAS URL when creating the connection.Key-based authenticationKey points

Store keys and SAS URLs in a secure secret store
and rotate them regularly.
Avoid embedding keys or SAS URLs directly in
source code, scripts, or documentation.
Use the shortest practical SAS expiry time and
scope it to the minimum required resource.
Rotate keys immediately if you suspect they're
exposed.

Best practices

Security considerations

Understand the Azure Speech MCP server

Set up storage; create agent in Microsoft Foundry;
connect Speech MCP tool; test in agent
playground; optionally build client application

Connecting Speech MCP to an agentKey points

In the Azure portal, create a new Azure Storage
account (or use an existing one).

In the storage account, expand Data storage and
select Containers.

Create a new container (for example, named files)
to store the audio files your agent generates and
…

Generate a SAS token for the container with the
following permissions: Read, Add, Create, Write,
…

4. SAS token

3. files

2. Data storage / Containers

1. Azure Storage accountSteps

2. Copy the generated SAS URL and store it
securely

1. Create an Azure Storage account and a blob
containerSet up Azure Storage

Set up Azure Blob Storage

Azure Speech MCP server requires a Microsoft
Foundry project with a deployed model.Microsoft Foundry project with deployed model

The agent is ready to receive tool connections.Agent ready for tool connections
Key points

Deploy a model (such as gpt-4.1) that your agent
will use for reasoning and generating responses.

💻 Code sample
3. Create an agent and give it instructions that
describe its purpose. For example: You are an AI
…

2. gpt-4.11. In the Microsoft Foundry portal, create a new
project (or use an existing one).Steps

Create a Foundry project and agent

Connect Azure Speech MCP server to your agent
using the Foundry portal Tools page.Tools

Agent has access to speech-to-text and text-to-
speech tools from Azure Speech MCP server.Access to speech tools

Project key is on the project home page in the
Foundry portal.Project key location

Key points

In the navigation pane, select the Tools page. Select Connect a tool and choose Azure Speech
in Foundry Tools from the catalog.

The name of your Foundry resource (for example,
myproject-resource).Foundry resource name

Bearer (Ocp-Apim-Subscription-Key): The key for
your Foundry project.Bearer

The SAS URL for your blob container.X-Blob-Container-Url

Settings

Wait for the connection to be created, then select
Use in an agent and choose your agent.4. Use in an agent

3. Configure the connection with the following
settings:

2. Connect a tool / Azure Speech in Foundry Tools
1. ToolsSteps

🖼️ Screenshot of the Tools catalog in the Foundry
portal showing the Azure Speech in Foundry Tools
connection configuration

Connect the Azure Speech MCP server

Response includes a link to the generated audio
file in your blob container; use it to listen to
synthesized speech.

Generated audio file linkKey points

💻 Enter a prompt that asks the agent to generate
speech

Test text-to-speech

Agent invokes the speech-to-text tool and returns
the resulting transcribed text.Agent calls speech-to-text toolKey points

💻 You can use a publicly accessible URL or a
SAS URL pointing to a file in your blob container

Test speech-to-text

Specify a neural voice, such as en-GB-
SoniaNeural or en-US-JennyNeural.Voice selection

Specify the language for recognition or synthesis
(for example, es-ES for Spanish).Language

Provide domain-specific terms to improve
transcription accuracy (for example, "Azure,
OpenAI, …

Phrase hints

Request masked, removed, or raw profanity
handling during transcription.Profanity filtering

Options

💻 For example:

Customizing speech output

Test in the agent playground

Microsoft Foundry SDK supports building
programmatic client applications through the
OpenAI Responses API.

OpenAI Responses API

Use the azure-ai-projects and azure-identity
packages when building the client application.azure-ai-projects and azure-identity

Agent returns the processed result in output_text;
text-to-speech responses include a link to
generated audio file in your blob container.

Agent output_text result

Key points

3. Call responses.create() to send a user prompt
to the agent.

2. Get an OpenAI client from the project client by
calling get_openai_client().

1. Create an AIProjectClient using your Foundry
project endpoint and DefaultAzureCredential
(which …

General pattern

💻 The key part is how you reference the agent —
you specify it by name in the extra_body
parameter

Define the MCP tool connection in code when
creating an agent instead of using the Foundry
portal.

MCP tool connectionKey points

💻 Use the MCPTool class from the azure-ai-
projects SDK
2. Pass the mcp_tool when creating the agent
through the SDK

1. Create an MCPTool with the azure-ai-projects
SDKConnect the MCP server in code

Connect the MCP server in code

Build a client application

Connect and use the Speech MCP server with an
agent

Develop a speech agent with the Azure Speech
MCP server 4.2  2.2

Enables developers to build voice-enabled apps
with real-time, bidirectional communication; unit
covers architecture, configuration, implementation.

Voice live API overviewKey points

Provides real-time WebSocket communication
supporting speech recognition, text-to-speech
synthesis, avatar streaming, and audio
processing.

Real-time WebSocket communication

Optimized for Microsoft Foundry; use Microsoft
Foundry resources for full feature availability and
best integration experience.

Microsoft Foundry optimization

Key points

JSON-formatted events manage conversations,
audio streams, and responses.
Events are categorized into client events (sent
from client to server) and server events (sent from
…

Details

Real-time audio processing with support for
multiple formats like PCM16 and G.711.
Advanced voice options, including OpenAI voices
and Azure custom voices.
Avatar integration using WebRTC for video and
animation.
Built-in noise reduction and echo cancellation.

Key features

Key features of the Voice Live API

api-key prehandshake connection header isn't
available in browser environments.Prehandshake header limitationKey points

Endpoint varies by access method: connect via a
Foundry project for an agent, or connect directly to
a model.

Endpoint access methods

Same endpoint for all models; differ only by model
query parameter, or agent_id and project_id for
Agent service.

Endpoint query parameters

Key points

The endpoint is …Project connection

The endpoint is …Model connection
Details

WebSocket endpoint

Microsoft Entra ID (keyless) token authentication
using Authorization: Bearer <token>
API key access via api-key header
(prehandshake) or api-key query string parameter

Authentication methods

Connect to the Voice Live API

Facilitate communication and control within the
Voice live API.Client and server events

Ensures seamless interaction between client and
server.Proper event handling

Key points

session.update: Modify session configurations.
input_audio_buffer.append: Add audio data to the
buffer.
response.create: Generate responses via model
inference.

Key client events

session.updated: Confirm session configuration
changes.
response.done: Indicate response generation
completion.
conversation.item.created: Notify when a new
conversation item is added.

Details

Often the first event sent; updates session settings
dynamically and controls voice types, modalities,
turn detection, audio formats.

session.update event

Provides intelligent turn detection and improves
conversational flow.Azure semantic VAD

Key points

💻 Example configuration

Configure session settings for the Voice live API

Core feature of the Voice live API; append,
commit, and clear audio buffers via client events.Real-time audio processing

Can be configured to enhance audio quality.Noise reduction and echo cancellation

Improves VAD accuracy and model performance
by filtering input audio.Noise reduction

Key points

Add audio bytes to the input buffer.Append audio

Process the audio buffer for transcription or
response generation.Commit audio

Remove audio data from the buffer.Clear audio

Details

💻 For example:

Implement real-time audio processing with the
Voice live API

Voice live API supports WebRTC-based avatar
streaming; developers can configure video,
animation, and blendshape settings.

WebRTC-based avatar streaming

Use high-resolution video settings for enhanced
visual quality in avatar interactions.High-resolution video settings

Key points

Use the session.avatar.connect event to provide
the client's SDP offer.
Configure video resolution, bitrate, and codec
settings.
Define animation outputs such as blendshapes
and visemes.

Details

💻 Example configuration

Integrate avatar streaming using the Voice live API

Voice Live API events

Explore the Azure Voice Live API

Provides a real-time speech-to-speech client that
opens a WebSocket to stream microphone audio
and receive server events.

Real-time speech-to-speech client

As of version 1.0.0 the SDK is async-only;
synchronous API deprecated; examples use
async/await.

Async-only SDK

Covers implementing authentication, handling
events, and shows a minimal example to create a
session.

Authentication and event handling

Key points

Use an API key or a Microsoft Entra ID token to
authenticate.Authentication methods

Use Microsoft Entra authentication for production
applications.Microsoft Entra authentication

Key points

💻 It assumes environment variables are set in a
.env file, or directly in your environment
💻 The following code sample shows
implementing the DefaultAzureCredential for
authentication

Implement authentication

Cancel agent audio playback immediately on user
interrupt to avoid client continuing last response
and talking over user.

Cancel agent audio playbackKey points

💻 The following code sample shows some basic
event handling

Handling events

💻 The following code sample shows
authenticating to the API and configuring the
session

Minimal example

Explore the AI Voice Live client library for Python

Develop an Azure Speech Voice Live Agent in
Microsoft Foundry 4.2  2.2

LLMs can translate, but full multi-language
solutions usually need specialized models;
Microsoft Foundry supports translation via
Foundry Tools.

Foundry translation support

Azure Translator and Azure Speech are accessible
via a Microsoft Foundry resource endpoint and
offer APIs and language-specific SDKs.

Azure Translator and Azure Speech

Key points

A comprehensive translation service for text, with
a wide range of supported languages and the …Azure Translator in Foundry Tools

A suite of speech-related tools, including speech-
to-text and speech-to-speech translation in …Azure Speech in Foundry Tools

Details

🖼️ Diagram of Foundry Tools for translation

Translation in Microsoft Foundry

Azure Translator in Foundry Tools provides an API
to translate text between over 90 supported
languages.

Text translation API

This module focuses on the text translation API;
see Azure Translator in Foundry Tools
documentation for full capabilities.

Module focus

Key points

Translate or transliterate text using the default
translation model or a large language model
(LLM).
Translate documents, synchronously or
asynchronously, while maintaining document
structure.
Use custom translation models to translate
domain-specific terms.

Capabilities

Foundry portal provides playgrounds for text
translation and document translation.Azure Translator playgrounds

Experiment with Azure translator: compare default
model results with LLMs and view sample client
code.

Foundry portal experimentation

Key points

🖼️ Screenshot of the text translator playground in
the Foundry portal

Use Azure Translator in the Microsoft Foundry
portal

Azure Translator Text Translation Client for Python
Azure Translator Text Translation Client for
Microsoft .NET
Azure Translator Text Translation Client for Java
Azure Translator Text Translation Client for
JavaScript

Details

APIs are served via REST endpoints; clients must
make an authenticated connection.Azure Translator REST endpoints

Connect to a specific endpoint or by the resource's
provisioned region.Client connection options

Key points

The Azure Translator global endpoint:
api.cognitive.microsofttranslator.com
Azure Translator regional endpoints: These
endpoints include …
Foundry resource endpoints: {foundry-resource-
name}.cognitiveservices.azure.com/

Details

💻 You could use either of the techniques shown
in the following code sample to connect to Azure
Translator using your Foundry API key for
authentication

Connect to an Azure Translator resource

Azure Translator supports more than 90
languages.Supported languages countKey points

💻 In some cases, you may want to provide users
with a list of available languages for translation; as
shown in the following example code
💻 The results include the name and ISO code for
each language

Determine available languages

Use the translate method to translate text from a
source language to one or more target languages.translateKey points

Source text is passed into the method as a list of
InputTextItem objects, each containing a text …InputTextItem

You can optionally specify a from_language
parameter with the ISO code for the source
language (for …

from_language

Target languages as specified as a list of language
codes in the to_language parameter - Azure …to_language

Details

💻 The following example translates two text
inputs in different unspecified languages into
French (fr) and English (en)
💻 The output from this code shows the detected
source languages as Spanish (es) and Japanese
(ja)

Translate text

Transliterate Hiragana Japanese into Latin script
instead of translating to another language.Hiragana to Latin transliterationKey points

💻 To accomplish this, we can submit the
Japanese text to the transliterate method with a
from_script parameter of Jpan and a to_script
parameter of Latn
💻 This code example produces the following
result

Transliterate text

Use Azure Translator in application code

Translate text

Translates spoken input and returns translations
as text or speech; part of Azure Speech in
Foundry Tools.

Speech Translation APIKey points

Object used in application code to perform speech
translation via Azure Speech.TranslationRecognizer

Config object used to connect to your Azure
Speech resource when creating a
TranslationRecognizer.

SpeechTranslationConfig

Key points

Use SpeechTranslationConfig to connect client
code to an Azure Speech resource for the Azure
Speech Translation API.

SpeechTranslationConfigKey points

💻 Microsoft Foundry provides Azure Speech as a
tool in a Foundry resource, and you can connect
by specifying the relevant endpoint or region for
your resource, as shown in this code example

Connect to an Azure Speech resource

Configures the source and target languages for
speech translation.SpeechTranslationConfig

Specifies the source audio stream.AudioConfig
Key points

💻 The following code configures the
SpeechTranslationConfig object for translation
from US English (en-US) to French (fr) and
Japanese (ja); and uses an AudioConfig object to
specify the source audio as coming from the
default system microphone

Configure translation languages and input

💻 Now you're ready to translate spoken input
using a TranslationRecognizer object
💻 Running this code and saying "hello" into the
microphone results in the following output

Translate speech to text

Use Azure Speech translation in application code

Generates audio from text translations;
synthesizes speech-translation results.Manual speech synthesis

Create a SpeechConfig object for the speech
synthesis API.SpeechConfig

Create a separate AudioConfig to direct spoken
output to the default speaker; can specify
language-specific voices.

AudioConfig

Key points

Use a TranslationRecognizer to translate spoken
input into text transcriptions in one or more …

Iterate through the Translations in the result of the
translation operation, using a …2. Translations / SpeechSynthesizer

1. TranslationRecognizerSeparate operations

💻 We could expand the previous example to use
Azure Speech to synthesize each translation that
is returned

Manual synthesis

Captures translated audio stream and saves it to a
file in the Python example.Inline event handlerKey points

Specify the desired voice for the translated speech
in the TranslationConfig.TranslationConfig

Create an event handler for the
TranslationRecognizer object's Synthesizing
event.

TranslationRecognizer / Synthesizing

In the event handler, use the GetAudio() method of
the Result parameter to retrieve the byte stream
…

GetAudio / Result

Details

💻 The code subsequently plays the file using the
playsound library

Use event-based synthesis for 1:1 translation
(capture translated audio)
Cannot use event-based synthesis for multi-
language translation

Supported translation scenarios

Event-based synthesis

Common approachesSynthesize translations as speech

Translate speech

Translate text and speech with Microsoft Foundry
Tools 4.1  4.2

Develop natural language solutions in Azure

Deploy a multimodal generative AI model to
handle text, image, and sometimes audio inputs in
prompts.

Multimodal generative AI modelKey points

Microsoft Phi-4-multimodal-instructPhi-4-multimodal-instruct

OpenAI gpt-4.1gpt-4.1

OpenAI gpt-4.1-minigpt-4.1-mini

Details
Use the chat playground in Microsoft Foundry
portal to test a deployed multimodal model.Testing multimodal models

Upload a local image and add text in the chat
playground to elicit a multimodal model response.Image-based prompts

Key points

🖼️ Screenshot of the chat playground with an
image-based prompt

Testing multimodal models with image-based
prompts

Use a vision-capable model in the Microsoft
Foundry portal

Use same techniques as text chats; connect to the
model endpoint to submit prompts and handle
responses.

Connection to model endpoint

Prompts include multi-part user messages
containing both a text content item and an image
content item.

Multi-part user messages

Key points

🖼️ Diagram of a multi-part prompt being
submitted to a model

For the Responses API, use a web image URL or
a data:image/{format};base64,{image_data} URL
for Base64-encoded local images.

Including image in promptKey points

💻 The following Python example shows how to
submit an image in a prompt using the Responses
API

Submit an image-based prompt using the
Responses API

💻 When using the Azure OpenAI endpoint to
submit prompts to models that don't support the
Responses API, you can use the ChatCompletions
API

Submit an image-based prompt using the
ChatCompletions API

Develop a vision-based chat app

Develop a vision-enabled generative AI application
3.2  2.1

Definition

Shows all Microsoft Foundry models; filter by
inference task to find text to image models.Model catalog

Generative AI models that create graphical data
from natural language descriptions.Image generation models

Not retrieved from catalogs; model generates new
images from its training data, not searches
existing images.

Generated images are original

Key points

The OpenAI gpt-image-1 series of models.
The Black Forest Labs FLUX series of models.

Models

🖼️ An illustration of a robot eating spaghetti

Image-generation models

Create a Microsoft Foundry project and use the
model playground to submit prompts and view
generated images.

Microsoft Foundry model playground

Subject to model support, specify resolution (size)
and include a reference image to base the model's
output on.

Image resolution and reference image

Key points

🖼️ A screenshot of the Images playground in
Azure AI Studio

Explore image-generation models in Microsoft
Foundry portal

Use language-specific SDKs (e.g., OpenAI Python
SDK, Azure OpenAI .NET SDK) to build image-
generating client applications.

Language-specific SDKs

Responses return a binary stream that contains
the requested image.Binary image stream

Key points

💻 The following Python code uses the OpenAI
Images API to submit a request to a model to
generate image of a robot eating a cheeseburger
🖼️ An illustration of a robot eating a cheeseburger

Create a client application that uses an image
generation model

Generate images with AI 3.1  2.1

AI model from OpenAI that generates realistic,
imaginative videos from text, images, or existing
videos; available in Microsoft Foundry.

Sora 2Key points

An Azure subscription
Access to the Microsoft Foundry portal
A Foundry project where you have permissions to
deploy models

Prerequisites

Select Build from the navigation pane on the right.

Select Models from the left-hand menu to view the
model catalog.

Use the search bar or filter options to find the
Sora-2 video generation model.

Select the Sora-2 model then select Deploy and
choose the appropriate deployment settings.6. Sora-2 / Deploy

5. Sora-2

4. Models

3. Build2. From the Foundry landing page, create or select
a project.

1. Go to the Microsoft Foundry portal and sign in
with your credentials.StepsDeploy the Sora 2 model

Creates videos from text prompts, reference
images, or remixing; supports various resolutions
and durations after deployment via Foundry portal.

Sora 2 video generationKey points

Generate videos from natural language text
promptsText to video

Transform existing images into video contentImage to video

Make targeted adjustments to existing videos
without regenerating from scratchVideo remix

Supports audio generation in output videosAudio generation

Supports portrait (720×1280) and landscape
(1280×720) formatsMultiple resolutions

Generate videos of 4, 8, or 12 secondsVariable duration

Feature

Sora 2 capabilities

Deploy a video generating model

With Sora 2 deployed, submit a prompt and video
settings; generation is asynchronous—retrieve
completed video when ready.

Asynchronous video generationKey points

Model follows instructions more reliably in shorter
clips; prefer two 4-second clips and stitch instead
of one 8-second clip.

Short clip reliabilityKey points

Natural language description of your video

Text string (required)Supported values
prompt

The model to use
sora-2 or sora-2-proSupported values

model

Output resolution
1280x720 (landscape), 720x1280 (portrait)Supported values

size

Video duration
4, 8, or 12 (default: 4)Supported values

seconds

Reference image for the first frame

JPEG, PNG, or WebP fileSupported values
input_reference

ID of a previous video to remix

Video ID stringSupported values
remix_video_id

Video generation parameters

🖼️ Screenshot of the video playgroundScreenshot of the video playground

Video generation typically takes 1 to 5 minutes
Content moderation filter blocks harmful prompts;
see Content filtering
View prefilled cURL code samples via the View
code button

Video playground features

Select the Playground tab to access the video
generation interface.

Select Generate to start video creation.5. Generate4. Configure video settings such as resolution and
duration.

3. Enter your prompt into the text box describing
the video you want to generate.

2. Playground1. Navigate to your deployed Sora 2 model in the
Foundry portal.Steps

Test video generation in the playground

More specific prompts yield greater control and
consistency; leaving details open allows creative,
unexpected results.

Prompt specificityKey points

Specify the shot type (wide, medium, close-up)
and angleCamera framing

Anchor your subject with distinctive detailsSubject description

Describe movement in beats—small steps,
gestures, or pausesAction

Set the mood with lighting direction and color
anchorsLighting and palette

Establish the aesthetic early (for example, "1970s
film" or "handheld documentary")Style

Prompt anatomy

"Wet asphalt, zebra crosswalk, neon signs
reflecting in puddles"Strong prompt"A beautiful street at night"

"Cyclist pedals three times, brakes, and stops at
crosswalk"Strong prompt"Person moves quickly"

"Anamorphic 2.0x lens, shallow DOF, volumetric
light"Strong prompt"Cinematic look"

Weak vs. strong prompts

💻 An example of a well-structured prompt

"90s documentary" sets the style, so the model
chooses appropriate camera, lighting, and color
"old Swedish man sits in a study" describes
subject and setting while allowing creative …
The dialogue gives the model specific words to
sync with the character

Details

Example prompt

Writing effective prompts

Provide a visual reference; model anchors the first
frame to the image while prompt controls what
follows.

input_reference parameterKey points

The image resolution must match the target video
size (1280x720 or 720x1280)
Supported formats: JPEG, PNG, WebP

Details

Using reference images

Modify specific aspects of a video while keeping
scene transitions, visual layout, and overall
structure; avoids full regeneration.

Remix featureKey points

3. Describe only the changes you want—keep
modifications focused

2. Call the remix endpoint with the original video
ID and an updated prompt

1. Generate a video and note its video ID from the
completed jobSteps

Limit changes to one clearly articulated adjustment
Be specific about what to change: "same shot,
switch to 85mm lens" or "same lighting, new
palette: …
Narrow, precise edits retain greater fidelity to the
source material

Details

Remixing existing videos

With Sora 2, provide direction; model creates
creative variations—expect to iterate; later
generations often yield best results.

Collaborative generation processKey points

Each shot should have one clear camera move
and one clear subject actionKeep it simple

Instead of "actor walks across the room," try "actor
takes four steps to the window, pauses, and …Use beats for timing

Reuse phrasing for characters across shots to
maintain continuityBe consistent

Small changes to camera, lighting, or action can
shift outcomes dramatically—treat each
generation …

Iterate

Details

Tips for better results

Generate video from a prompt

Use OpenAI Python SDK with your Sora 2
deployment in Microsoft Foundry; submit job, poll
status, download result.

Asynchronous video generationKey points

💻 Video generation follows a three-step pattern:
create the job, poll for completion, and download
the result

Generate a video

Pass an image to the input_reference parameter
to use it as the starting frame.input_reference parameter

Reference images with human faces are rejected;
use landscapes, objects, or animated characters
instead.

Reference images with faces

Key points

💻 The image resolution must match the target
video size

Generate video from a reference image

💻 To modify an existing video while preserving its
structure, use the remix method with the original
video's ID

Remix an existing video

Check video.error to see details about what went
wrong when a job fails.Job failure detailsKey points

Job is waiting to be processedqueued

Video is being generatedin_progress

Video is ready for downloadcompleted

Generation failed (check error details)failed

Job was canceledcancelled

Status

Handle job states

You can run up to two video creation jobs
simultaneouslyRate limits

Completed videos are available for download for
24 hoursJob expiration

Reference images must match the target video
resolution exactlyResolution requirements

Prompts are subject to content moderation;
harmful content won't generateContent filtering

Key considerations

Generate video in Python

Generate videos with Microsoft Foundry 3.1  2.3

Definition Uses generative AI to extract insights from
documents, images, videos, audio into structured,
actionable output for automation and analytical
workflows.

Azure Content UnderstandingKey points

Enables straight-through processing of
unstructured data to accelerate time to value.Straight-through processing of unstructured dataKey points

Standardizes extraction and classification of
content from various content types into a unified
…

Simplified workflows

Define a schema to extract, classify, or generate
field values without complex prompt engineeringEasy field extraction

Uses multiple AI models to analyze and cross-
validate information simultaneouslyEnhanced accuracy

Ensures accuracy of extracted values while
minimizing the cost of human reviewConfidence scores and grounding

Categorize document types to streamline
processing and route content to appropriate
analyzers

Content classification

Key benefits

Why use Content Understanding?

Source content including documents, images,
video, and audioInputs

Defines how content is processed, including
extraction settings and field schemaAnalyzer

Transforms unstructured input into normalized text
and metadata using OCR, speech transcription, …Content extraction

Generates structured key-value pairs based on
your defined schemaField extraction

Provides reliability estimates from 0 to 1 for each
extracted field valueConfidence scores

Identifies specific regions in content where each
value was extractedGrounding

Final result as Markdown for search scenarios or
JSON for automation workflowsStructured output

Content Understanding components

Define how your content is processed.Analyzers core componentKey points

Ready-to-use analyzers designed for common
scenarios like invoice processing, receipt
extraction, …

Prebuilt analyzers

Tailored analyzers you create with your own field
schema for specific business needsCustom analyzers

Types

The base analyzer type (document, image, audio,
or video)
The AI models to use for processing
The field schema that defines what data to extract
Options like confidence scoring and content
segmentation

Details

Analyzers

Convert unstructured documents into structured
data for invoice processing, contract analysis, and
…

Intelligent document processing

Ingest multimodal content into search indexes with
figure descriptions and layout analysisSearch and RAG

Transform messy file inputs into predictable,
standardized inputs for AI agentsAgentic applications

Extract field outputs to gain insights and make
informed decisionsAnalytics and reporting

Use cases

Integrates Azure AI Content Safety to detect and
prevent harmful content.Responsible AI protections

Content Understanding extracts insights from
diverse content while ensuring data quality and
compliance.

Extract meaningful insights

Key points

Content is filtered for harmful material including
violence, hate speech, and exploitation
Face description capabilities can identify facial
attributes in video and image content
Biometric data processing requires appropriate
notice and consent from data subjects

Guidelines

Content restrictions

Content Understanding

Extract structured data, identify visual elements,
and generate descriptions; use prebuilt or custom
analyzers.

Content Understanding featuresKey points

Standard photographic imagesJPEG

Images with transparency supportPNG

Bitmap imagesBMP

High-quality scanned documentsTIFF

High-efficiency image formatHEIF

Single or multi-page documents with embedded
imagesPDF

Supported image formats

General-purpose image analysis with content
extraction and figure descriptionprebuilt-image

Extract vendor names, items, totals, and dates
from receipt imagesprebuilt-receipt

Extract invoice details including line items,
amounts, and vendor informationprebuilt-invoice

Extract information from identity documents like
driver's licenses and passportsprebuilt-idDocument

Prebuilt image analyzers

Define a schema that describes the specific data
you want to extract from images.Field schema for imagesKey points

Pull values directly as they appear in the image

Extract text from a label or signExample
extract

Categorize content from predefined options

Classify image as "damaged" or "undamaged"Example
classify

Create values based on image analysis

Generate a description of the sceneExample
generate

Method

💻 An example schema for analyzing product
images

Define a field schema for images

💻 To analyze an image using Content
Understanding, you can use the Python SDK,
which you can install using pip
💻 To submit a request to the analyze endpoint
with your analyzer ID and the image URL or file,
you can use code similar to this example

A text representation of the image content, useful
for search and RAG scenariosmarkdown

Extracted field values matching your schema,
each with a confidence scorefields

Grounding information showing where in the
image each value was foundsource

Details

💻 Example response for a product image

Analyze an image

Route low-confidence extractions to human
reviewers; process high-confidence results
automatically.

Confidence score routingKey points

Value can be trusted for automated processingHigh confidence (0.9+)

Consider human review for critical applicationsMedium confidence (0.7-0.9)

Recommend manual verificationLow confidence (<0.7)

Details

Use confidence scores

Content Understanding transforms visual content
into structured, actionable data for document
processing, inventory, quality inspection, and
more.

Image analysis capabilitiesKey points

Higher resolution images produce more accurate
extractionsImage quality matters

Ensure text and visual elements are clearly visibleLighting and contrast

Images with one clear subject yield better results
than cluttered scenesSingle focus

Upright images are processed more reliably than
rotated onesConsistent orientation

Details

Tips for better image analysis

Analyze images with Content Understanding

Analyze images with Content Understanding 3.2

Definition

Extracts insights/data from various content to build
apps that analyze complex data and generate
outputs for automating and optimizing processes.

Azure Content Understanding service

Requires provisioning a Microsoft Foundry
resource in your Azure subscription to use Content
Understanding.

Availability via Microsoft Foundry

Key points

In the Microsoft Foundry portal
In Content Understanding Studio
By using the Content Understanding API

Details

Content Understanding extracts information from
common content types using one service and a
consistent development process.

Multimodal content extractionKey points

Use Content Understanding to analyze
documents/forms and extract specific field values
(e.g., invoice data) for automation.

Document and form analysisKey points

🖼️ Screenshot of an invoice being analyzed by
Content Understanding

Documents and forms

Analyze visuals to infer charts, detect defects,
identify objects/people, or determine other visual
information.

Image analysis use casesKey points

🖼️ Screenshot of an image being analyzed by
Content Understanding

Images

Automates summarizing conference calls,
sentiment detection in customer recordings, and
extracting key data from telephone messages.

Audio analysis use casesKey points

🖼️ Screenshot of an audio file being analyzed by
Content Understanding

Audio

Use Content Understanding to analyze video:
extract key points, summarize presentations,
detect activities in footage.

Video analysis use casesKey points

🖼️ Screenshot of an video file being analyzed by
Content Understanding

Video

Multimodal content analysis

Azure Content Understanding

Trained to extract specific information from a
content type using a user-defined schema.Content Understanding analyzer

Content Understanding templates and generative
AI let you define schemas with minimal training
data; label fields to improve accuracy.

Analyzer templates and schema

Key points

🖼️ Diagram of a sample document being used to
create a schema for an analyzer that is consumed
by a client application

4. Use the analyzer to extract or generate fields
from new content.

3. Build an analyzer based on the completed
schema.

2. Define a Content Understanding schema for the
information to be extracted. This can be based on
a …

1. Create a Foundry resource.Steps

Creating a project associates it with Microsoft
Foundry and provisions storage and a key vault for
secrets.

Project provisions Azure resources

Schemas can only be created in Azure locations
where the service is supported.

Content Understanding region and language
support

Key points

🖼️ Screenshot of the Create new project user
interface in Content Understanding Studio

Creating a Content Understanding project

Use Content Understanding Studio's schema
editor: upload a file, apply a schema template, and
define fields to extract.

Analyzer schema definition

Templates and field types vary by content type;
some support extracting barcodes and formulae
from document text.

Templates depend on content type

Key points

🖼️ Screenshot of the Define schema user
interface in Content Understanding Studio

Content Understanding document solutions
Content Understanding image solutions
Content Understanding audio solutions
Content Understanding video solutions

Articles

Defining a schema

Test schema anytime using sample or uploaded
files; results show extracted field values and
analyzer's JSON output.

Analyzer test resultsKey points

🖼️ Screenshot of analysis test results in Content
Understanding Studio

Testing

Makes it accessible to client applications via your
project's Microsoft Foundry resource endpoint.Building an analyzer

Use Content Understanding Studio to test and
refine and create new named versions with
different capabilities.

Post-build testing and refinement

Key pointsBuilding an analyzer

Content Understanding Studio: visual interface to
create schemas and build/test analyzers
Microsoft Foundry portal: only certain prebuilt
models; use Studio for custom analyzers

Analyzer creation options

Creating an analyzer with Content Understanding
Studio

Create a Content Understanding analyzer

Content Understanding API provides a
programmatic interface to create, manage, and
consume analyzers.

Content Understanding API purpose

Use authorization keys in request header to call
the Content Understanding endpoint; keys found
in Azure or Microsoft Foundry portals.

API endpoint and authentication

Key points

Request returns an operation ID; client polls
endpoint with that ID until JSON format results are
returned.

Asynchronous analysis operationKey points

💻 To analyze a document, a client application
might submit a POST request to the analyze
function containing the following JSON body 💻 Assuming the request is authenticated and

initiated successfully, the response will be similar
to this example

💻 Your client application must then use the
operation ID that has been returned to check the
status of the operation until it has succeeded (or
failed) by submitting a GET request to the
analyzerResults endpoint
5. On success, get a JSON payload with the
analysis results

4. Poll the analyzerResults endpoint with GET until
succeeded or failed

3. Receive a response containing the operation ID2. Specify a content URL, or use analyzeBinary for
binary data

1. Submit a POST request to the analyze function
with a JSON bodyAnalyze content with an analyzer

Using the API to analyze content

Use the Content Understanding API

Create a multimodal analysis solution with Azure
Content Understanding 3.2  5.2

You must have a Microsoft Foundry resource in
your Azure subscription before using the Azure
Content Understanding API.

Microsoft Foundry resource

Enables visual tools to create and manage Azure
Content Understanding schemas and analyzers.Microsoft Foundry project

Key points

Create a Microsoft Foundry resource in the Azure
portal.Microsoft Foundry

Create a Microsoft Foundry project, which includes
a Microsoft Foundry resource by default.Microsoft Foundry

Ways

The Microsoft Foundry resource endpoint
One of the API keys associated with the endpoint.

Information

🖼️ Screenshot of the Microsoft Foundry settings
in the Azure portal

Requires Python 3.9 or later; alternatively use the
REST API from any language supporting HTTP
requests.

Python SDK requirement

Configure default model deployments (GPT-4.1,
GPT-4.1-mini, text-embedding-3-large) for your
Microsoft Foundry resource; use Azure portal or
API.

Set up model deployments

Key points

💻 To use the Python SDK for Content
Understanding, install the azure-ai-
contentunderstanding package

Installing the Python SDK

Find the endpoint and key on the Foundry portal
project home page
Use the Microsoft Foundry SDK with Microsoft
Entra ID to retrieve connection details

Ways to get connection details from a Foundry
project

Prepare to use the AI Content Understanding API

Prefer using Content Understanding Studio; or
submit a JSON schema to the API to create an
analyzer.

Analyzer creation methodsKey points

Defines fields to extract or generate from a content
file.Analyzer schema

Defines ContactName and EmailAddress as string
fields to be extracted; models object specifies
generative models used.

Business card schema example

Key points

💻 At its simplest, a schema is a set of fields,
which can be specified in a JSON document, as
shown in this example of an analyzer definition

Defining a schema for an analyzer

Use the Python SDK to create the analyzer once
its definition is in place.Analyzer creation via Python SDKKey points

💻 The ContentUnderstandingClient class
provides a begin_create_analyzer method that
handles the asynchronous creation process for
you

Using the Python SDK to create an analyzer

💻 The following Python code submits a request
to create an analyzer based on the contents of a
file named card.json (which is assumed to contain
the JSON definition described previously)

2. GET the Operation-Location callback URL to
check the status

1. Submit the JSON as a PUT request, API key in
the headerCreate an analyzer with the REST API

Using the REST API to create an analyzer

Create a Content Understanding analyzer

Use the Azure Content Understanding API to
submit content via URL or upload binary files;
specify the analyzer.

Content submission options

Analysis is asynchronous; you receive an
operation ID to check status and retrieve results
when complete.

Asynchronous analysis operations

Use the business card analyzer to extract name
and email from a scanned business card image.Business card analyzer example

Key points

🖼️ Photograph of a business card for John Smith azure-ai-contentunderstanding SDK provides
ContentUnderstandingClient and handles
authentication, request formatting, and automatic
polling.

ContentUnderstandingClient class

begin_analyze returns a poller; calling .result()
polls automatically until completion, no custom
loop needed.

begin_analyze .result() behavior

Key points

💻 The following Python code uses the SDK to
submit a business card for analysis and retrieve
the results

Using the Python SDK

Send HTTP requests to your Content
Understanding endpoint for your Microsoft
Foundry resource, including the API key in the
header.

Content Understanding REST API

Use analyzeBinary to submit binary file data
directly; otherwise specify a content file URL.analyzeBinary operation

Key points

💻 The following Python code submits a request
for analysis using a URL, and then polls the
service until the operation is complete and the
results are returned

Using the REST API

The kind of content the analyzer is designed to
analyze (for example, document, video, image, or
…
The schema for the analyzer.
The contents of the file that was analyzed.

Factors

The extracted fields
The optical character recognition (OCR) layout of
the document, including locations of lines of …

Details

The contents property is a list of content objects;
each has fields, markdown, and metadata,
accessible via AnalysisResult.

AnalysisResult contents propertyKey points

💻 The following code shows how to extract string
field values

Using the Python SDK

REST API responses are JSON payloads that
your application must parse.REST API response format

Parse the JSON to extract the required field
values from the response.JSON field retrieval

Key points

💻 The complete JSON response for the business
card analysis
💻 The following Python code extracts all of the
string values
💻 The output from this code is shown here

Using the REST API

Processing analysis results

Analyze content

Create an Azure Content Understanding client
application 5.2

Definition

Cloud-based AI service in Microsoft Foundry; uses
OCR and deep learning models to extract text,
key-value pairs, selection marks, tables.

Azure Document Intelligence

OCR records bounding boxes as page-relative
coordinates and returns them in structured JSON
preserving document relationships.

Bounding box coordinates

Azure Document Intelligence provides underlying
models trained on thousands of form examples to
enable high-accuracy extraction with minimal
effort.

Pretrained extraction models

Key points

🖼️ Screenshot showing Document Intelligence
analyzing a sample document with extracted fields
and bounding boxes

Extract text, structure, tables, and selection marks
from documents. The read model extracts text …Document analysis models

Extract information from common document types
— such as invoices, receipts, tax forms, ID …Prebuilt models

Extract data from forms specific to your business
using your own labeled datasets. Options include
…

Custom models

CategoriesDocument Intelligence service components

Exercise uses the Python SDK; the underlying
REST services work with any language.Python SDK focusKey points

Call the service directly using HTTP requests.REST API

Use SDKs for Python, C#, Java, and JavaScript.Client library SDKs

An online tool for visually exploring, testing, and
building Document Intelligence solutions.Document Intelligence Studio

Integrate Document Intelligence with other
Foundry tools.Microsoft Foundry portal

Ways

Access Document Intelligence services

You need an Azure resource to use Azure
Document Intelligence.Azure resource

Create a Foundry resource to access multiple
Foundry tools; create a dedicated Document
Intelligence resource for Document Intelligence
only.

Foundry vs Document Intelligence resource

Key points

A Foundry resource: A multi-service subscription
that provides access to multiple AI services under
…

Foundry resource

An Azure Document Intelligence resource: A
single-service resource used only with Document
…

Azure Document Intelligence resource

Options

Create a Document Intelligence resource

Format must be JPEG, PNG, BMP, PDF (text or
scanned), or TIFF. The read model also accepts …
File size must be less than 500 MB for the
standard tier and 4 MB for the free tier.
Image dimensions must be between 50 x 50 pixels
and 10,000 x 10,000 pixels.
PDF documents must have dimensions less than
17 x 17 inches (A3 paper size).
PDF documents must not be password-protected.

RequirementsInput requirements

DefinitionAzure Document Intelligence

Azure Document Intelligence model overview
Learn more

Azure Document Intelligence

Online tool to explore, analyze layouts, extract
data from prebuilt models, and train custom
models via a visual interface.

Azure Document Intelligence StudioKey points

🖼️ Screenshot showing the Document Intelligence
Studio home page

Test the read and layout models against your own
documents to see extracted text, tables, and …Document analysis models

Analyze documents using any available prebuilt
model, such as invoices, receipts, ID documents,
and …

Prebuilt models

Build, label, train, and test custom extraction
models and custom classifiers.Custom models

Project typesStudio capabilities

5. Review the extracted fields and their confidence
scores.

4. Upload or provide a URL to the document you
want to analyze.3. Provide your resource endpoint and key.

2. Open the Document Intelligence Studio and
select a prebuilt model (for example, Invoice,
Receipt, …

1. Create an Azure Document Intelligence or
Foundry Tools resource in the Azure portal.StepsAnalyze documents with prebuilt models

Automatically generates ocr.json, labels.json, and
fields.json so you don't manually create JSON
files.

Studio handles labeling and trainingKey points

7. Test the model against a new document that
wasn't used during training.6. Train your model and review accuracy metrics.5. Label fields in your sample documents using the

Studio's visual interface.
4. Create a custom model project in the Studio,
linking your storage container and Document …

3. Configure cross-origin resource sharing (CORS)
so the Studio can access your storage container.

2. Upload at least 5-6 sample forms to an Azure
Blob Storage container.

1. Create an Azure Document Intelligence or
Foundry resource.High-level workflow

Build custom model projects

Some add-on capabilities are premium features
that incur extra costs; refer to the pricing page.Add-on capabilities pricingKey points

Extract text from high-resolution documents with
greater accuracy.High resolution extraction

Detect and extract mathematical formulas from
documents.Formula extraction

Extract font information such as style, weight, and
color.Font property extraction

Detect and read barcodes in documents.Barcode extraction

Convert scanned documents into searchable PDF
files.Searchable PDF

Use natural language queries to extract specific
fields from documents.Query fields

Extract key-value pair relationships from
documents using the layout model.Key-value pairs

Add-on capabilities

Document Intelligence Studio
Document Intelligence add-on capabilities

Learn more

Use the Document Intelligence Studio

Extract data from common forms without training;
Microsoft trains them on samples for accurate,
reliable results on standard document types.

Prebuilt models in Azure Document IntelligenceKey points

They underpin domain-specific prebuilt models;
understand them first.document analysis modelsKey points

Extracts printed and handwritten text, detects
language per line, classifies handwriting, and
underpins other Document Intelligence models.

read model

Use the pages parameter to specify a page range
for multi-page PDF or TIFF analysis.pages parameter

Best for extracting words and lines from
documents with no fixed or predictable structure.read model use case

Key points

🖼️ Screenshot showing the read model analyzing
a sample document in the Document Intelligence
Studio

Read model

Deprecated in 2023-10-31-preview; its key-value
pair and entity extraction incorporated into the
layout model and other features.

General document model deprecationKey points

🖼️ Screenshot showing the layout model
extracting tables and structure from a sample
document in the Document Intelligence Studio

Tables with content, bounding box, and
row/column indexes
Selection marks with bounding box, confidence,
and selection state

Extracted elements

Layout model

Document analysis models

Azure Document Intelligence provides prebuilt
models trained for specific document types.Prebuilt models for document typesKey points

Extracts customer name, vendor details, purchase
order number, invoice and due dates, billing and
…

Invoice

Extracts merchant details, transaction date and
time, line items, and totals. Supports single-page
…

Receipt

Extracts account information, beginning and
ending balances, and transaction details.Bank statement

Extracts payee, amount, date, and other relevant
information.Check

Extracts wages, hours, deductions, net pay, and
other common pay stub fields.Pay stub

Extracts payment card information.Credit card

Extracts agreement and party details.Contract

ModelFinancial and legal documents

A single model that extracts from any supported
US tax form type.Unified US tax

Extracts taxable compensation details.W-2

Extracts mortgage interest and related details.1098 and variations

Extracts income from various sources.1099 and variations

Extracts individual income tax return details.1040 and variations

ModelUS tax documents

Extracts loan application details.1003 (URLA)

Extracts information from property appraisals.1004 (URAR)

Extracts validation-of-employment information.1005

Extracts loan transmittal details.1008

Extracts final closing loan terms.Closing disclosure

ModelUS mortgage documents

Extracts personal information covered by data
protection laws; obtain individual's permission to
store data and comply with legal requirements.

ID document modelKey points

Extracts details from US driver's licenses,
European Union IDs and driver's licenses, and …ID document

Extracts common fields from US health insurance
cards.Health insurance card

Extracts certified marriage information.Marriage certificate

Model

Personal identification documents

Prebuilt models

Prebuilt models for specific document types

prebuilt models extract different types of data from
documents.Purpose of prebuilt modelsKey points

All prebuilt models extract lines and words from
handwritten and printed text.Text extraction

Spans of text that identify a label and its response.
For example, Weight and 31 kg.Key-value pairs

Checkboxes and radio buttons, including whether
they're selected or not.Selection marks

Data in cells, including the number of columns and
rows, column and row headings, and merged
cells.

Tables

Models trained for a specific form type identify a
fixed set of fields. For example, the invoice …Fields

Features

Features of prebuilt models

Prebuilt models handle common document types;
custom models suit industry-specific or unique
forms but need training time and sample data.

Prebuilt vs custom modelsKey pointsWhen to use prebuilt vs. custom models

Azure Document Intelligence prebuilt models
Azure Document Intelligence read model
Azure Document Intelligence layout model
Azure Document Intelligence invoice model
Azure Document Intelligence receipt model
Azure Document Intelligence ID document model

Learn more

Use prebuilt models

Label sample documents; Azure Document
Intelligence trains a model to recognize those
fields in new documents.

Supervised custom model trainingKey points

Custom template models are best for structured
forms with a consistent visual layout
(questionnaires, applications, government forms).

Custom template model applicability

Template models extract key-value pairs, selection
marks, tables, regions, signatures; train in
minutes; support 100+ languages; cost-effective.

Template model capabilities

Key pointsCustom template models

Fine-tuned deep learning model combining layout
and language features to extract fields from
structured, semi-structured, and unstructured
documents

Custom neural models

Higher accuracy than template models for semi-
structured or unstructured documents; longer to
train and consume more resources.

Neural models trade-offs

Key points

Overlapping fields
Signature detection
Table, row, and cell level confidence

Details

Custom neural models

Identify document type before invoking an
extraction model and route documents to the
correct extraction model for multiple form types.

Custom classification modelsKey pointsCustom classifiers

Types

Use custom template model for consistent layouts
—faster and cheaper; if accuracy insufficient or
formats vary, use custom neural model.

custom template modelKey points

Structured forms with a consistent visual layoutCustom template

Semi-structured or unstructured documents with
varying layoutsCustom neural

Best for

MinutesCustom template

Longer (depends on dataset size)Custom neural
Training time

LowerCustom template

HigherCustom neural
Training cost

High for fixed-layout forms; decreases when layout
variesCustom template

Higher overall, especially for documents with
format variationCustom neural

Accuracy

100+ languagesCustom template

Fewer languages (check documentation for
current support)Custom neural

Language support

Key-value pairs, selection marks, tables, regions,
signaturesCustom template

Overlapping fields, signature detection,
table/row/cell confidenceCustom neural

Feature support

Factor

Choose between template and neural models

Custom model types

Use at least five to six sample forms; larger, more
varied datasets improve model accuracy.Sample forms for trainingKey points

An ocr.json file for each sample form (generated
using the Analyze document function).
A single fields.json file describing the fields you
want to extract.
A labels.json file for each sample form, mapping
fields to their location in the form. Use the Build model REST API function or the

equivalent SDK method.

Use the Get model REST API function to retrieve
the trained model ID.4. Get model

3. Build model2. Generate a shared access signature (SAS) URL
for the container.

1. Store sample forms in an Azure blob container,
along with JSON files containing layout and label
…

Steps

Train a custom model

analyzeResult contains extracted content and an
array of pages with document information.analyzeResult objectKey points

💻 C# code sampleC# code sample

💻 Python code samplePython code sample
Code sample languages

Use a custom model

Combines multiple custom models; Document
Intelligence classifies each document and uses
the best component model for extraction.

composed modelKey pointsComposed models

Document Intelligence custom models
Custom neural models
Custom template models
Composed models

Learn more

Train and use custom models

Extract data with Azure Document Intelligence
5.2

Definition

Provides indexing and querying infrastructure and
tools for extracting data from structured, semi-
structured, and non-structured sources.

Cloud-based search solution

Includes OCR-read text, entities and key phrases
from text analytics, and other derived info via
integrated AI skills.

Indexes contain insights

Key points

Index documents and data from a range of
sources.
Use AI skills to enrich index data.
Store extracted insights in a knowledge store for
analysis and integration.

Capabilities

🖼️ Diagram of Azure AI Search supporting
multiple applications

Implementing an enterprise search solution to help
employees or customers find information in …
Supporting retrieval augmented generation (RAG)
in generative AI applications by using vector-
based …
Creating knowledge mining solutions in which the
indexing process is used to infer insights and …

Applications

Azure AI Search

An index stores your searchable content, and an
indexer creates and updates that index.Index and indexerKey points

🖼️ Diagram of an indexer extracting documents
from a source and creating an index

Enrichment pipeline iteratively builds documents
combining data source metadata with fields
extracted/generated by skills.

Document creation during indexing

Enables using image collection as input to skills
that extract information from image data.Normalizing image data

Skills target specific contexts so they run for each
item at a chosen document level.Hierarchical document structure

Field that stores combined original text and text
extracted from images via a merge skill.merged_content

Key points

5. Skill outputs feed later skills, e.g. a merge skill
adds merged_content

4. Skills run per context in the hierarchy, e.g. OCR
per image adds Text

3. Each skill adds fields, e.g. language detection
adds language

2. Indexer can extract images into a
normalized_images collection, usable as skill input

1. Indexer maps source fields (metadata, content)
into a documentEnrichment pipeline

metadata_storage_name
metadata_author
content Textimage0

Textimage1
normalized_images
language
merged_content

documentFinal document structure

Fields extracted directly from the source data are
all mapped to index fields. These mappings can …
Output fields from the skills in the skillset are
explicitly mapped from their hierarchical …

Ways

How documents are constructed during indexing

3. Produce a populated index that can be queried
to return specified fields

2. Indexer automates extraction via enrichment
pipeline and document cracking to create a JSON-
based document

1. Start with a data source (Azure blob store
container, database, or other store)Indexing process

Extract data with an indexer

An indexer runs a skillset of AI skills sequentially
to refine the index document and produce AI-
enriched fields.

Indexer enrichment pipelineKey points

🖼️ Diagram of an indexer using a skillset to enrich
data

Collection of built-in skills you can include in a
skillset for your indexer.Built-in skills

indexer needs Foundry Tools access: included
restricted Azure AI Search (≤20 docs) or attach
subscription resource in same region.

Foundry Tools resource access

Key points

Detecting the language that text is written in.
Detecting and extracting places, locations, and
other entities in the text.
Determining and extracting key phrases within a
body of text.
Translating text.
Identifying and extracting (or removing) personally
identifiable information (PII) within the text.
Extracting text from images.
Generating captions and tags to describe images.

Examples

Built-in skills

Perform custom logic on index documents to
produce new fields; often wrappers (e.g., Azure
Function calling Azure Document Intelligence
model).

Custom skills for enrichmentKey pointsCustom skills

Enrich extracted data with AI skills

A collection of JSON documents with fields from
indexing; client apps query to retrieve, filter, and
sort.

Searchable indexKey points

🖼️ Diagram of a client searching an Azure AI
Search index

Fields that define a unique key for index records.key

Fields that can be queried using full-text search.searchable

Fields that can be included in filter expressions to
return only documents that match specified …filterable

Fields that can be used to order the results.sortable

Fields that can be used to determine values for
facets (user interface elements used to filter the …facetable

Fields that can be included in search results (by
default, all fields are retrievable unless this …retrievable

Attributes

Most search solutions use full-text search instead
of simple field value matching.Full-text search semantics

Azure AI Search full-text queries use Lucene
syntax for searching, filtering, and sorting indexes.Lucene query syntax

Clients send a search expression plus parameters
that control evaluation and result delivery to Azure
AI Search.

Search expression parameters

Azure AI Search supports refining results by
filtering and sorting via the search query API.Filtering and sorting

Key points

An intuitive syntax that makes it easy to perform
basic searches that match literal query terms …Simple

An extended syntax that supports complex
filtering, regular expressions, and other more …Full

Variants

A search expression that includes the terms to be
found.search

The Lucene syntax to be evaluated (simple or full).queryType

The index fields to be searched.searchFields

The fields to be included in the results.select

Criteria for including results based on multiple
search terms. For example, suppose you search
an …

searchMode

Common parameters

4. Scoring - A relevance score is assigned to each
result based on a term frequency/inverse
document …

3. Document retrieval - The query terms are
matched against the indexed terms, and the set of
matching …

2. Lexical analysis - The query terms are analyzed
and refined based on linguistic rules. For example,
…

1. Query parsing. The search expression is
evaluated and reconstructed as a tree of
appropriate …

Stages

Full-text search

Filters can be applied to any field marked filterable
in the index.Filterable fields

Filter documents where author equals Reviewer
(e.g., find 'London' documents with author =
Reviewer).

author

OData $filter expressions are case-sensitive.$filter

Key points

By including filter criteria in a simple search
expression.search

By providing an OData filter expression as a $filter
parameter with a full syntax search expression.$filter

Ways

💻 You can achieve this result by submitting the
following simple search expression
💻 Alternatively, you can use an OData filter in a
$filter parameter with a full Lucene search
expression

Present filtering options from field values; ideal for
fields with a small number of discrete values
shown as UI links.

Facets for filtering

Mark fields as facetable and include them in the
initial query to retrieve their facet values.Specify facetable fields

Query results include discrete facet values you
can display for user selection.Facet values in results

Key points

💻 You could use the following parameters to
return all of the possible values for the author field
💻 Then in a subsequent query, you can use the
selected facet value to filter the results

Filtering with facets

Filtering results

Overrides relevancy; use the OData orderby
parameter to specify sortable fields and asc or
desc.

orderbyKey points

💻 To sort the results so that the most recently
modified documents are listed first, you could use
the following parameter values

Sorting results

Search an index

Enriched data in an index can be useful beyond
the index being the primary output.Enriched data usefulness

Skillset-defined projections (JSON objects, tables,
image files) are generated and persisted when an
indexer runs.

Knowledge store projections

Key points

Since the index is essentially a collection of JSON
objects, each representing an indexed record, …
You may want to normalize the index records into
a relational schema of tables for analysis and …
Having extracted embedded images from
documents during the indexing process, you might
want to save …

Examples

🖼️ Diagram of an indexing process loading
projections into a knowledge store

Persist extracted information in a knowledge store

Create a knowledge mining solution with Azure AI
Search 5.1

Extract insights from visual data on Azure
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